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This SOP is for user to Access IPMI Console via Windows CMD if customer is required. We still recommend
using WebUl to manage IPMI console since it contains user friendly GUI.

B Step 1: Check IPMI F/W version:

Establish network connection between IPMI server and client console. Use PING command from server

console to communicate with client console and ensure the connection setup is ready.

IPMI Client Console IP Setup:

Lan channel 1

Current Configuration
Station IP address
Subnet mask

Station MAC address
Router IP address

Lan channel 2
Configuration Address
Current Configuration
Station IP address
Subnet mask

Station MAC address
Router IP address

DynamicAddressBmeDhcp

A lxBui®
255.255.254.0
00-c0-a8-12-34-57
192-17.9.254

[Unspecified]
DynamicAddressBmcDhcp
0.0.0.0

0.0.0.0
00-c0-aB8-12-34-56
0.0.0.0

BMC) . Unspecified

loption will not modif

any BMC network
parameters during BIOS

++: Select Screen

tl: Select Item
Enter: Select

+/-: Change Opt.

F1: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESUs Exit
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PING IPMI Client Console from Server Console.

Copyright {c> 2809 "1[:10“th Corporation. All rights reserved.

C:~UserssDean.Kao>ping 172.17.8.72

Pinging 172.17.8.72 with 32 hytes of data:
172.1?.3.?2 bytes=32 t1me—1m..
172.17.8.
172.17.3.72

Reply from 172_17_.8_72: hytes=32 time=1ms

Ping statistics for 172.17.8B.72:
k H = 4, Received =

C:sUserssDean.Kao>

PS0054-Version:1.0

Log into IPMI client console by web browser and check if IPMI F/W version is 3.02.34.101800 or higher.
The default login username and password is either root/root or admin/admin, depends your IPMI F/W

version.

ANTECH

———

System Server Health Configuration

Remote Contr

System Information

FRU Information

BMC FW Rev :3.02.34.101800
Backup BMC FW Rev :3.02.34.101800
Build ID :34.101800
Baseboard Serial Number :

Crash Video Capture

Host Power Status : Host is currentiy ON
BMC Firmware Build Time : Fri May 4 01:00:09 2018

Please follow SOP PS0053 to upgrade IPMI F/W if it doesn’t meet the requirement.
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m  Step 2: Download Windows IPMI Command Line Tool:
Unzip Insyde_ipmitool _v0.3.4.zip to server console and find correct IPMI tool which is relating to OS

PS0054-Version:1.0

version of server console. For example, use isc_ipmitool.exe under win/x64 folder for Windows 7/10

64bit.

1KY

%| cygerypto-1.0.0.dll 2016/9/22 T 1
%) cygwinl.dll 2016/12/16
%| cygz.dll 2014/11/20 £

B isc_ipmitool.exe 2017/9/21 t

m  Step 3: Monitor the Temperature, Voltage, and Fan Sensors of IPMI Client Console:

Run isc_ipmitool.exe under CMD window with following command: isc_ipmitool -I lanplus -H <IPADDR>
-U <USERNAME> -P <PASSWORD> sdr elist

B C\Windows\system32\cmd.exe

.C:\Insyde_@pmitnol_uﬂ.3.4\win\win64>isc_ipmitnol =I lanplus -H 172.17.8.72 U ad

min —-P admin sde

FW Health

A Status

1 Status

2 Status
Therm Trip
GPUA T-Trip
_THMP1

_TMP2

_TMP3

_THP4

GPUB
GPU1
GPU2
GPU3
GPUB
GPU1
GPU2
GPU3
System Te

Temp
Temp
Temp
Temp
Temp
Temp
Temp
Temp
mp

Fan Spdi
Fan Spd2
Fan Spd3
Fan Spd4

J_+120
120 I0ut
45U

“5Y I0ut
_+3.3U
3 I0ut

sInsyde_ipmitool_vB.3 . 4 \uwin‘winb4d>
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elist
@3h
@4h
a7h
18h
78h
58h
51ih
Abh
GAh
8Ch
8Dh
8Eh
8Fh
28h
21h
92h
93h
24h
95h
9%6h
97h
8Bh
ABh
AZh
A3h
A7h
A4h
ASh
ASh
ARh
ABh
ACh
ADh
BEh
B4h
Boh
Bbh
B?7h
B8h
B%h
BAh
BEh
BCh
BDh

__----Eﬁgﬂllrl E:|Ei| X J

.1

Presence detected
Reading
Reading

Reading
Reading
Reading
Reading

Reading
Reading
Reading
Reading
Reading
Reading
Reading
Reading
degrees
degrees

3848 RPM

@ RPM

@ RPM

@ RPM

@ RPM

@ RPM

Mo Reading

No Reading

No Reading

No Reading

1.76 Uolts

2.82 Uolts

11.98 Uolts

5.83 Uolts

3.27 Uolts

T bk ok ok ok ok o ok ok ok ok G O O OO OO0 O 00 0 ek bk ok ok ok ok ok ok ok ok ok ok ok ok ke ke ke b ok ok ok ok

=]=J=J=J=J=~J=J=~J=~J=J=]

No
No
No
No
No
No

Reading
Reading
Reading
Reading
Reading
Reading
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m  Step 4: View the ILOM SP System Event Log (SEL)

Run isc_ipmitool.exe under CMD window with following command: isc_ipmitool -1 lanplus -H <IPADDR>
-U <USERNAME> -P <PASSWORD> sel list

B C\Windows\system32\cmd.exe

G: \IP"I)lac 1pm1tnul exe —I lanplu
i

-H 172.17.8.9? -U0 admin -P admin =zel list

a1-85-1987 18:48:42 Power Supply #Bx51 | Presence detected | Asserted

81-85-,1987 18:48:42 Fan
81.-85-,1987 18:48:42 Fan

i B1-85-1987 18:48:42 Fan
a1.-85,1987 18:48:42 Fan

i 81851287 18:48:42 Fan
81.-85-,1987 18:48:42 Fan

a1-85-1987 18:48:42 Fan
a1,85-1987 18:48:42 Fan

a1-85,1987 18:48:42 Fan
81-85-1987 18:48:42 Fan

i B1s85-/1987 18:48:42 Fan
a1,85-1987 18:48:42 Fan

| B1-85-1987 18:48:42 Fan
a1-85,1987 18:48:42 Fan

81-85-,1987 18:48:42 Fan
a1,85-1987 18:48:42 Fan

a1 -85,1987 18:48:42 Fan
a1-85,1987 18:48:42 Fan

81-85-,1987 18:48:42 Fan
81.-85-,1987 18:48:42 Fan

a1-85-1987 Fan

fiB@xaa
fiB@xaa

i Lower Critical going low | Asserted
i Lower MWon—recoverahle going low 1| As

#ifxahb Lower Critical going low | Asserted

'
H
#idxabh | Lower Mon-recoverahle going low | As

#iB@xac Lower Critical going low | Asserted
#1B@xac Lower Mon—recoverahle going low | As

#ifxad Lower Critical going low | Asserted
#dxad Lower Mon—-recoverahle going low 1| As

#HBxa2 Lower Critical going low | Asserted
#B8xa2 Lower Mon—recoverahle going low | As
#1Bxa3 Lower Critical going low | Asserted
#Bxa3 Lower Mon—-recoverahle going low 1| As
a4 Lower Critical going low | Asserted
a4 Lower Mon-recoverahle going low 1| As

#18xab Lower Critical going low | Asserted
#Bxab Lower Mon—-recoverahle going low 1| As

#Bxca? Lower Critical going low | Asserted
#Bxca? Lower Mon-recoverahle going low 1| As
#18xal Lower Critical going low | Asserted
#10xal Lower Mon—recoverabhle going low 1| As

#Bxa? Lower Critical going low | Asserted

ai-85-1987 4 System Euent ! Timestamp Clock Sync | Asserted

a1-85,1987 18:48:42 Fan

#8xa? | Lower Mon-recoverahle going low | As

i 81-85-1987 18:-48:43 Power Bupply H#Bx58 | Presence detected |
B6 87,2018 A9:29:49 System Event | T1meotamp Clock Sync |
B6-07-2018 A9:308:08 Processor #Bx78 IERR | Deasserted
B6-87-2018 a%:3 [:] Processor #Bx78 ' Presence detected !
a6 -87-2018 A%:30:88 Uoltage #HBxbe | Luwer Critical going 1
86 872818 a?:38:89 Uoltage #8xhe | Lower Critical going low |
B6 87,2018 B9:38:24 Management Subsystem Health #8x18 Sensopr

H ted
28 | B6-87.-2018 A%:30:25 Management Subsystem Health #8x18 Sensor

| Asserted

21 | B6-87-2018 a?:3@:25 Management Subsystem Health #8x18 Sensor

i Asserted

22 | B6-87-2018 A9:308:25 Management Subsystem Health #8x18 Sensopr

i Asserted

23 1 36/87/2818 a%:38:26 Management Subsystem Health #8x18 Sensor

1 Hsser ted

24 | B6-87-2018 B%:308:26 Management Subsystem Health #8x16 Sensor

i Hsserted

25 | B6/A7-2018 a?2:38:27 Management Subsystem Health #8x18 Sensor

i Asserted

26 | B6-A7-2018 B9:38:27 Management Subsystem Health #8x18 Sensopr

! Asserted

I 86872018 A%3:32:45 Power Supply #B8x58
i Be-87-2018 B?:32:48 Power Supply HEx58
1

! Asserted
'

1
1
i 1| Deasserted

86 872818 B?:33:15% Management Subsystem Health #Bxff | State Deasser|

Asserted

i B81-85-1987 18:48:38 Power Supply #Bx51 | Presence detected | Asserted

a1-85,1987 18:48:38 Fan
81-85-1987 18:48:38 Fan

81-85-,1987 18:48:38 Fan
a1,85-1987 18:48:38 Fan

a1 -85,1987 18:48:38 Fan
a1-85,1987 18:48:38 Fan

81-85-,1987 18:48:38 Fan
a1.-85,1987 18:48:38 Fan

a1-85-1987 18:48:38 Fan
a1-85,1987 18:48:38 Fan

81,885,187 18:48:38 Fan
81.-85-,1987 18:48:38 Fan

a1-85-1987 18:48:38 Fan
a1,85-,1987 18:48:38 Fan

a1-85-1987 18:48:38 Fan
81.-85-,1987 18:48:38 Fan

Lower Critical going low | Asserted

Lower Mon-recoverahle going low 1| As

HB@xaa |
#Bxaa |
#idxab | Lower Critical going low | Asserted
#idxab | Lower Mon—-recoverahle going low 1| As
#Bxac Lower Critical going low | Asserted
#Bxac Lower Mon-recoverahle going low 1| As
#8xad Lower Critical going low | Asserted
#1Axad Lower Mon—recoverahle going low 1| As
#iBxa2 Lower Critical going low | Asserted
#Bxa2 Lower Mon-recoverahle going low 1| As
#18xa3 Lower Critical going low | Asserted
#18xa3 Lower Mon—recoverahle going low | As
#ifxad Lower Critical going low | Asserted
a4 Lower Mon—-recoverahle going low 1| As
#Bxab Lower Critical going low | Asserted
#18xab Lower Mon—recoverahle going low | As
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m  Step 5: Remote Control — Server Power Control:
Initiate a soft-shutdown via acpi:

isc_ipmitool - lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> power soft

issue a hard power off, wait 1s, power on:
isc_ipmitool -1 lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> power cycle

issue a hard power off:
isc_ipmitool -1 lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> power off

issue a hard power on:
isc_ipmitool -1 lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> power on

issue a hard reset:
isc_ipmitool -1 lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> power reset
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B Step 6: Remote Control — iKVM BIOS Access:
Follow followings steps to set necessary options under BIOS.
1. BIOS => Advanced => Serial Port Console Redirection => Serial Communication via IPMI COM =>
Console Redirection => Enable

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Console Redirection [Enabled]
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2. BIOS => Advanced => Serial Port Console Redirection => Serial Communication via IPM| COM =>
Console Redirection Settings => Terminal Type => VT100+

Aptio Setup Utility - Copyright o

Advanced

C) 2018 American Megatrends, Inc.

Serial Comunication wia IFMI COM
Console Redirection Settings

Bits per second [115200]
Data Bits (8]
Parity

Stop Bits

Flow Control

YT-UTFE Combo kKey Sup
Recorder Mode
Resolution 100x31

Emulation: ANSI:
Extended ASCII char
set. WT100: ASCII char
set. WT100+: Extends
YT100 to support color,
function keys, efc.
YWT-UTFS: Uses UTFS
encoding to map Unicode

+: Select Screen
Tl: Select Item

Legacy 05 Redirection Enter: Select
Putty KeuPad [WT100] +/-: Change 0Opt.
Redirection After BIO [Always Enahble] Fl: General Help

F2: Previous Walues
Fa: Optimized Defaults
Fd: Save & Exit

ESC: Exit

wersion 2.19.1268. Copuright (C) 2018 American HMegatrends, Inc.

3. Save Changes and Reset and enter BIOS setup page again. Run following command on IPMI Server
Console: isc_ipmitool -1 lanplus -H <IPADDR> -U <USERNAME> -P <PASSWORD> sol activate

min —P admin so0l activate
[50L Session operational.

Written by Dean.Kao

BN C\Windows\system32\cemd.exe - isc_ipmitocl -Ilanplus -H 172.17.8.72 -U admin —Pl%Jn 5. |5ﬂlﬁ

C:\Insycle_:!.pmitunl_uBJ.4\-.-:in\t-:in64>isc_ipmitnu1 -1 lanplus —-H 172.17.8.72 —-U ad

Uzse ™? for helpl
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4. Now try to press Arrow Keys on keyboard, the BIOS page will be displayed in CMD window. It’s
allowed to full access and control BIOS setup.

B Ch\Windows\system32\emd.exe - isc_ipmitoo| -Ilanplus -H 172.17.8.72 -U admin —Pl&ln 5. | =AY ﬂhl

Aptio Setup Utility — Copyright <C> 2018 American Megatrends, Inc.
ERTW Advanced Platform Configuration Socket Configuration Server Mgmt

BIOS Information iZet the Date. Use Tab
ito switch hetween Date
ielements.
iDefault Ranges:

Year: 20085-2099
iMonths: 1-12
iDays: dependent on month

m

Memory Information
1>¢: Select Screen
1“u: Select Item
iEnter: Select
1+/—: Change Opt.

[Tue s13-20181 iF1: General Help

Suystem Time [13:25:-341 1F2: Previous Ualues
1F3: Optimized Defaults
iF4: Save & Exit
1ESC: Exit

[y -I.- gy
%, cocooococo oo co oo oncocoooooom oo momm e A e

Uersion 2.19.1268. Copyright (C> 2018 American Megatrends, Inc.

B Reference:

1. IPMI tools download (Insyde_ipmitool_v0.3.4.zip):
http://downloadt.advantech.com/download/downloadsr.aspx?File |d=1-1LDVATD

2. IPMI Command reference Link:
https://docs.oracle.com/cd/E19464-01/820-6850-11/IPMItool.htmI#50602039 81422
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