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1. Allen-Bradley Device Communications via RSLINK

1.1 Summary

The WebAccess SCADA Node provides an interface to the Allen-Bradley PLC5 and SLC 500 series of
Programmable PLCs via the C API Interface to RSLINX. (Alternative methods are to use OPC from
WebAccess to RSLINX using the bwOPC driver or to use one of the Serial DF1 interfaces).

This manual describes using the RSLINX software from Rockwell Automation to communicate to
Allen-Bradley PLCs using either a KT Card or the Ethernet Interface. The RSLINX software must be
installed on the SCADA node.

1.2  RSLINX version compatibility

The WebAccess RSLINX driver uses the C Application Interface. The version of RSLINX must support the

C API connection:
v" RSLINX OEM supports the C APl and is compatible with WebAccess.
v RSLINX SDK supports the C APl and is compatible with WebAccess.
v RSLINX Professional supports the C APl and is compatible with WebAccess.
v/ RSLINX Gateway supports the C APl and is compatible with WebAccess.
O RSLINX Lite does not support the C APl and will not work with WebAccess
© RSLINX Single Node does not support the C APl and will not work with WebAccess

Please refer to the Manufacturer’s Documentation for a description of Interface capabilities.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 2
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2. WebAccess Parameters & Configure an Allen-Bradley PLC5 Device

2.1 WebAccess : Parameters

Driver Configuration Manual

WebAccess drivers provide object-oriented "parameters" to guide novice users with pre-built templates

containing typical addresses and provide a productivity tool for experienced users. Users can select a

parameter type to start, and then modify the address to the correct register in order to build a tag.

A list of some commonly used parameters for the AB PLC5S is listed below. Please refer to the 2.9

appendix chapter for a larger list of parameters used in the ABPLC5 device driver.

Parameter Data Type | Description Address Conv. Code Length Read / Write
format
Al Analog Analog Input 1:000 Integer 16 Read Write
AO Analog Analog Output 0:000 Integer 16 Read Write
B Analog Binary B3:0 Integer 16 Read Write
BT_ELEM
Analog Blk Word Num BT10:0.ELEM Integer 16 Read Write
C_ACC Analog Counter C5:0.ACC Integer 16 Read Only
Accumulated
Value
D Analog BCD D10:0 BCD 16 Read Write
F Analog Floating Point F8:0 Floating 32 Read Write
Point
MG_ERR Analog Message Error MG10:0.ERR Integer 16 Read Write
Code
N Analog Integer N7:0 Integer 16 Read Write
PD_OUT Analog PID Output % PD10:0.0UT Floating 32 Read Write
Point
PD_PV Analog PID Process PD10:0.PV Floating 32 Read Write
Variable Point
Allen-Bradley RSLINX / ABDrv & ABDrvApi 3
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Parameter Data Type | Description Address Conv. Code Length Read / Write
format
PD_SP Analog PID Set Point PD10:0.SP Floating 32 Read Write
Point
S Analog Status S:0 Unsigned 16 Read Write
Integer
T_ACC Analog Accumulated T4:0.ACC Integer 16 Read Write
Value
DI Discrete DI 1:000/00 Unsigned 1 Read Only1
Integer
DO Discrete DO 0:000/00 Unsigned 1 Read Write
Integer
PD_SWM Discrete PID Software A/M | PD10:0.SWM Unsigned 1 Read Write
Mode Integer
ST Text ASCII String ST10:0 ASCII String User Read Write
defined

Note 1 — WebAccess cannot write reliably to a Register if Ladder Logic is also writing to the same register.

Ladder Logic executes more quickly that WebAccess and will overwrite any write from WebAccess.

Note 2 — The PLC must be in RUN mode for physical 10 to be scanned by the PLC and written to memory

of PLC.

2.2  Configuration Summary

vk W e

Start the Internet Explorer Web Browser.

Enter IP address of the Project Node.

Select WebAccess Configuration.

Open or Create a Project.

Select a SCADA Node or use ADD SCADA node to create one. (A SCADA node is the PC that

will connect to the PLC5 or Interface Module).

Allen-Bradley RSLINX / ABDrv & ABDrvApi
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6. Configure a serial comport using ADD Comport for the SCADA Node.

7. Select Serial type Comport.

8. Configure Comport property.

9. Press Submit.

10. Select the Comport from the list at left.

11. Select Add Device.

12. Select ABPLC5 as the Device Type. This determines the communications Protocol and Device
Driver.

13. Match the Checksum used (CRC or BCC). CRC is typical.

14. Enter the AB PLC5 Node address as the Unit Number.

Node addresses on the DH and DH+ are in octal notation.
Unit addresses in WebAccess are in decimal notation.

15. Use Add Tag to create tags.

16. Select a parameter to match the type of data to be read (Al, AQ, DI, D O, ST, etc.). The data
type of the parameter must match the data type being read (e.g. Analog, Digital/Discrete or
Text/ASCII/String).

17. Modify the Address to match the actual address.

18. Apply a Tag name.

19. Optionally, assign Scaling, Engineering Units, Description and other features.

2.3  RSLINX Comport Properties

The WebAccess Device driver communicates with the RSLINX software installed on the SCADA node.
i I_ ! (=] 5% ‘I

T [ ZE oo

ect/Ne , Create New Comport  [Cancel]
WebAccess
S ~ St Naune
T Bevice Driver Comport Number
Al0L Description |RSLINX Ethernet Interface to Allen Bradley| X
ABMLGX
ABPLCS ScanTime [1 | OMilliSecond @ Second OMinute O Hour
ABPLCEIP
ABSLCS Timeout MithiSecond
AceFAM3
ADAVDK Retey Cout
ADAMIK Auto Recover Time Second
ADAMS560
ADAMSKASC Interface Type
ADAMSKE
e )
ADMIO
AdvDAinfo
AdvPAC
AE6000
Agi34979A
AtlienRFID
s

Figure 2.1 RSLINX Comport properties for Ethernet Interface
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Interface Name [RSLINX Vv
T Device Driver Comport Number
Al0L Description [RSLINX using KT Card fo Allen Bradley x
MLGX
ABPLCS Scan Time OMilliSecond @ Second OMinute O Hour
ABPLCEIP
ABSLCS Timeout |1000 MilliSecond
AceFAM3 = a
ADAVDK Retey Count
ADAVAES Auto Recover Time Second
ADAMS560
ADAMSKASC Interface Type
ADAMSKE

Figure 2.2 RSLINX Comport properties if using KT card or KT Module

2.3.1 Comport Number

The RSLINX Comport is a virtual comport. It can be any number. The WebAccess Device driver
communicates with the RSLINX software installed on the SCADA node. The RSLINX software is

configured to select the actual KT card or Ethernet NIC.

Note - If you plan to use other device drivers that use a Serial Comport, it is recommended to avoid using
comport number 1 or 2 to avoid conflicts with an RS232C or RS422A port on the SCADA Node PC. A
serial device driver must use a comport number that matches the actual COM1, COM2, etc. on the
SCADA node.

2.3.2 Description

This is an optional field used for user reference.

2.3.3 Scan Time

This is the time in milliseconds to scan the PLC.  This must match the ability of the PLC to respond. A
typical scan rate is 1 per second. If the PLC cannot respond as fast as the SCAN Time entered,

WebAccess will scan at a slower rate.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 6
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2.3.4 Timeout

With a 1 second scan rate, a typical Time Out = 200 Milliseconds.
Timeout is the time waited before re-sending a communications packet that did not have a reply.

Timeout specifies how long the software waits for a response to a data request, specifically to wait for a
reply from one packet. A recommended value is one-fifth the scan rate, longer if the communication

device is slow.

Combined with Retry count, Timeout also determines time to consider a device or port as BAD.

Timeout is the time to wait since last communication packet sent without a reply. Time is in milliseconds.
Slow or poor quality communications require longer timeout. The faster the communications, the
shorter the timeout required. Shorter timeouts result in faster reconnects after communication

failures.

2.4 Retry Count

A typical Retry count = 3.

Number of times to retry communications, if there is no responses from the device. Combined with

Timeout, also determines time to consider a device or port as BAD.

This is the number of times after the first attempt has failed that communication should be attempted
before indicating a failure. (If Retry count is 3, a total of 4 failed requests have occurred before tags are
marked bad). Specifically, this is how many times to send a single packet after the field device fails to
respond to the first packet. After the retry count is exceeded, all the tags in the packet are marked with
asterisks and the next packet of requests is sent. A reasonable value is 3 to 5 times. After this number of
tries, the tags in this packet are marked as "fail to respond" (i.e. asterisks) and are disabled. In reality,
increasing the number of retries hides failures on the part of the field device to respond to a request.

Essentially, increasing the retries gives the field device more chances to reply.

2.5 Auto Recover Time

A typical Auto Recover Time = 60 Seconds.

Auto Recover Time is the time to wait before attempting to re-establish communications with a BAD

device or port.

If communications to the PLC is unusually slow due to hardware, communications or network issues, you
might consider increasing this value. If communications to the PLC or RTU fails frequently, you may

want to decrease this number in order to have WebAccess try to re-establish communications sooner.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 7
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If communications to the PLC, RTU or device Fails (i.e. exceeds Timeout) WebAccess will wait the Auto

Recover Time before trying to re-establish communications.

2.6

Interface Type

El is an Ethernet Interface from the RSLINX software to the PLC.

KT is a KT network card installed on the SCADA node or a KT Interface module connected to the SCADA

and used by the RSLINX software to communicate with the PLC.

This is determined by the configuration of your RSLINX device.

ey - [REWha - 1]

a5 File Edit View Communications Staion DDEAPC  Security Window Help

g [ S
=8|

| & 18| Blle| ¥|

¥ Lutobrowss

Beieh | [Ro EE

- = Workst

— bvailable Driver Tyvpes:

Configu

2]

IEthsmst dewices

Clozz

:

|F.5-220 DFl devwes

754 KT."KTXGJ)."PKTX(D).-'PCMK for DH+/DH-485 devices
1784-KTCE) for Controllet devices

DFl Polling Master Diriver

1784-PCC for Controllet devices

1784-PCICEE) for Controllfet devices

DF1 Slave Dirtver

3-8 SDAED2 for DH+ devices

Virtnal Backplane (Softlo

Help

g
:

SoftLogins driver

2008308
DieviceNet Dirivers (1784-PCTVPCIDE, 1 770-EFDSDNE T drivers)
PLC-5 (DH+) Envulator driver
SLC 500 (DH485) Emulator driver

Remote Devices via Lins Gateway

1

Il

Delete

For Help, press F1

[ [wom 01/2303 [0413FPM

2.7 Device Properties

Figure 2.3 RSLINX configuration setting

Add your device to the Serial Port, by selecting the Serial Port you have configured, then select Add

Device. Or, to modify an existing Device, Select Device Properties.
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Figure 2.4 Allen-Bradley PLC5 Device on KT type comport
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|

v [Cancel]

Staon Numter
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Figure 2.5 Allen-Bradley PLC5 Device on Ethernet Interface (El) comport
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Help |
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Stop |
Delete |
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Figure 2.6 RSLINX Station Mapping

2.7.1 Device Name

A Device is a PLC5 or SLC 500 programmable controller. Device name is a User-assigned name that will
appear in the Project Manager (Configuration Tool) and in runtime VIEW Displays. Choosing a

descriptive Name can help technicians identify the location of your device.
Changing only the Device Name will rename the existing device.

Changing both the Device Name and the Unit Number will make a copy of the device (e.g. create

another device).

2.7.2 Description

User assigned description up to 32 characters

2.7.3 Unit Number

Unit Number corresponds to the Node Address for Allen-Bradley PLC, and must match the Number used

in the protocol addressing.

2.7.4 Device Type

The Device Type is ABPLC5.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 10
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2.7.5 Communications Path

If the port is Ethernet Interface (El), then leave this field blank.

This field is used by the KT Interface. This is the port id string identifying the external communications

path through which the RSLINX interface will access the remote station.
Examples of common port IDs are 1KT:0 and 2KT:O0.
The format of the port id string is: PMM:C /B:b /L:l /G:g
Where:
P = push wheel number { 1 to 8 } for KT
MM = module type { KA, KT, RM }
C =channel number{0,2,3}

/Bb = bridge address {1 to 376 octal}

2.7.6 Station Number

Station addresses on the DH and DH+ are in octal notation. The DH network supports addresses

between 000 and 376 (octal). The DH+ network supports addresses between 00 and 77 (octal).
Unit Numbers configured in WebAccess are in decimal notation.

For example, the PLC5 Addresses 000 to 077 (octal) correspond to WebAccess Unit Numbers: 0 to 63
(decimal). Refer to the Allen-Bradley User’s Manual to determine the actual address of the PLC5.

2.8 Configure Tags

2.8.1 Analog Tag

This example is to configure a Tag that reads an Analog Input from the N7 range of registers (Address
N7:1).

1. Open Internet Explorer.
2. Connect to Project Node.
3. Start WebAccess Configuration.

4. Select your Project.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 11
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5.

6.

7.

Select SCADA Node.

Select the Allen-Bradley PLC5 or SLC500 Device.

Select Add Tag.

IR & 'z iocooiss. © ~

'W Create New Tag  [Cancel] Submit
Parameter Point (analog)

WebAccens Atars
I ~
—IsCADA Tag Name|Gas_Flow1 |

{2 Port3 (rslinx) — -

CNPLCS = Desmptwanas Flow to Unit
e DvEr™ Scan Type|Constant Scan__ v/]

Address [N7-1
Al01
ABMIGX Conversion Code| Integer v|
ABPLCS sutBe0 |
ABPLCEIP
Length| 16
ABSLCS :
AceFAM3 Signal Reverse () Yes (® No
ADAMIK Scaling Type|No Scale v
spa T
s S
ADAMSKASC = =
ADAMSKE LogData () Yes '®No
ADMIO Write Action Log (®) Yes ' No
AdvDAinfo = =
R Read Only () (@)
AdvPAC - 2 2en P v
AE6000 V) Keep Previous Value (I Yes (® No
Lagaugma < 2
Figure 2.7 Create New Tag (Analog Tag)
8. From Parameter Pull down List select the N parameter. This will configure an Analog Input.

10.

11.

12.

13.

14.

Wait for the Page to update.

Optionally, select ALARM from the ALARM pull down list. Wait for the Page to update with a
PINK highlight around alarm (an additional Alarm Fields at bottom of page).

Enter a Tag name users can use to identify this Analog Input measurement. For example, if

this is a Gas Flow measurement, enter Gas_Flow1.
Edit the Address to the actual address. From the example, Enter: N7:1

Enter a Description. This will help identify this tag to Users and Operators. For example, enter

Gas Flow to Unit 1.

Optionally enter, Scaling, Span Hi, Span Low, Engineering Units, and Alarms; enable data

logging, etc.

Press Submit.

Allen-Bradley RSLINX / ABDrv & ABDrvApi 12
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2.8.2 Digital Tag
This example is to configure a Tag that writes a Digital Output (Address 0:001/000 ).
1. Select the Allen-Bradley PLC5 Device.

2. Select Add Tag.

3. From Parameter Pull Down List Select DO. This will configure an Analog Input. Wait for

the Page to update.

4. Optionally, select ALARM from the ALARM pull down list. Wait for the Page to update with
a PINK highlight around alarm (an additional Alarm Fields at bottom of page).

Create New Tag  [Cancel] Submit

IW Pussem[D0 ] Poitk (discrets)
Wobdses st
‘ISCADA Tag Name DO1 |
N Port3 (rsiinx) ==

NPLCS = Desmptxon]DO-Relay 1
T Device Driver Scan Type|Constant Scan V|

Addess|0:001/000
Al01 -
ABMLGX Conversion Code| Unsigned Integer V|
ABPLCS StartBit0 |
ABPLCEIP Length|1
AceFAM3 e O
ADAM?2K LogData () Yes ®'No
ADAMIK DatalogDeadBand[3 | %
ADAMS5360 Write Action Log (® Yes (_'No
ADAMSKASC e Baalind i
ADAMSKE a1 Dty A NER RSN
ADAMS6K Keep Previous Value () Yes @/No
ADMIO Initial Valve [0 |
AdvDAinfo =
oA = —
AdvPAC
e Secuyevel]0 |
AeeRED sweiloN_____~]
APAX
APAX5580 e
Basion Se3[NotUsed |
BECKHOFE Sated[NotUsea |
BnBWzzard NotUsed v
BTrack StateS[NotUsed |
BW UPS < >
==

Figure 2.8 Create New Tag (Digital Tag)

5. Enter a Tag name users can use to identify this Analog Input measurement. For example,

enter DO1.

6. Edit the Address to the actual address. From the example, Enter: 0:001/000
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7. Enter a Description. This will help identify this tag to Users and Operators. For example, enter.

8. Optionally enter, State 0 Description, State 1 Description, Alarms, enable data logging, etc.

For example, State 0 = OFF and State 1 = ON.
9. Press Submit.

Congratulations! You have just configured a Measurement and Output Tags to Allen-Bradley device.

2.9 Appendix: ABPLC5 Device

Parameter Data Type Description Address format
Al Analog Analog Input 1:000
AO Analog Analog Output 0:000
B Analog Binary B3:0
BT_DLEN Analog Blk Transmit Word Count BT10:0.DLEN
BT_ELEM Analog Blk Word Num BT10:0.ELEM
BT_FILE Analog Blk File-Type Num BT10:0.FILE
BT_G Analog Blk I/O Group BT10:0.RGS
BT_R Analog Blk I/0 Rack BT10:0.RGS
BT_RLEN Analog Blk Req. Word Count BT10:0.RLEN
BT_S Analog Blk Slot BT10:0.RGS
C_ACC Analog Counter Accumulated Value C5:0.ACC
C_PRE Analog Counter Preset Value C5:0.PRE
D Analog BCD D10:0
F Analog Floating Point F8:0
MG_DLEN Analog Message Res./Intern. Use MG10:0.DLEN
MG_ERR Analog Message Error Code MG10:0.ERR
MG_RLEN Analog Message Request Length MG10:0.RLEN

Allen-Bradley RSLINX / ABDrv & ABDrvApi
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Parameter Data Type Description Address format
N Analog Integer N7:0
PD_BIAS Analog PID Output Bias % PD10:0.BIAS
PD_DB Analog PID Dead Band PD10:0.DB
PD_DVDB Analog PID Deviation Alarm DB PD10:0.DVDB
PD_DVN Analog PID Deviation Alarm - PD10:0.DVN
PD_DVP Analog PID Deviation Alarm + PD10:0.DVP
PD_ERR Analog PID Error PD10:0.ERR
PD_KD Analog PID Derivative Time PD10:0.KD
PD_KI Analog PID Integral Gain PD10:0.KI
PD_KP Analog PID Proportional Gain PD10:0.KP
PD_MAXI Analog PID Input Range Maximum PD10:0.MAXI
PD_MAXO Analog PID Output Limit High % PD10:0.MAXO
PD_MAXS Analog PID Set-Point Maximum PD10:0.MAXS
PD_MINI Analog PID Input Range Minimum PD10:0.MINI
PD_MINO Analog PID Output Limit Low % PD10:0.MINO
PD_MINS Analog PID Set-Point Minimum PD10:0.MINS
PD_OUT Analog PID Output % PD10:0.0UT
PD_PV Analog PID Process Variable PD10:0.PV
PD_PVDB Analog PID PV Alarm Dead Band PD10:0.PVDB
PD_PVH Analog PID PV Alarm High PD10:0.PVH
PD_PVL Analog PID PV Alarm Low PD10:0.PVL
PD_SO Analog PID Set Output % PD10:0.S0O
PD_SP Analog PID Set Point PD10:0.SP

Allen-Bradley RSLINX / ABDrv & ABDrvApi
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Parameter Data Type Description Address format
PD_TIE Analog PID Tieback % PD10:0.TIE
PD_UPD Analog PID Update Time PD10:0.UPD
R_LEN Analog Control Length R6:0.LEN
R_POS Analog Control Position R6:0.POS

S Analog Status S:0
SC__PRE Analog SFC Preset Value SC10:0.PRE
SC__TIM Analog SFC Active Time SC10:0.TIM
ST_LEN Analog ASCII String Length ST10:0.LEN

T_ACC Analog Accumulated Value T4:0.ACC
T_PRE Analog Preset Value T4:0.PRE
BT_CO discrete Blk Trans Continue BT10:0.CO
BT_DN discrete Blk Trans Done BT10:0.DN
BT_EN discrete Blk Trans Enable BT10:0.EN
BT_ER discrete Blk Trans Error BT10:0.ER
BT_EW discrete Blk Trans Enabled Waiting BT10:0.EW
BT_NR discrete Blk Trans No Response BT10:0.NR
BT_RW discrete Blk Trans Read/Write BT10:0.RW
BT_ST discrete Blk Trans Start BT10:0.ST
BT_TO discrete Blk Trans Time Out BT10:0.TO
C_CD discrete Counter Down Enable C5:0.CD
C_Cu discrete Counter Up Enable C5:0.CU
C_DN discrete Counter Done C5:0.DN
c_ov discrete Counter Overflow C5:0.0V

Allen-Bradley RSLINX / ABDrv & ABDrvApi
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Parameter Data Type Description Address format
C_UN discrete Counter Underflow C5:0.UN
DI discrete DI 1:000/00
DO discrete DO 0:000/00
MG_CO discrete Message Continuous MG10:0.CO
MG_DN discrete Message Done MG10:0.DN
MG_EN discrete Message Enable MG10:0.EN
MG_ER discrete Message Error MG10:0.ER
MG_EW discrete Message Enabled Waiting MG10:0.EW
MG_NR discrete Message No Response MG10:0.NR
MG_ST discrete Message Start Transmit MG10:0.ST
PD_CA discrete PID Control Action PD10:0.CA
PD_CL discrete PID Cascaded Loop PD10:0.CL
PD_CT discrete PID Cascaded Type PD10:0.CT
PD_DO discrete PID Derivative PD10:0.DO
PD_DVNA discrete PID Dev High Alarm PD10:0.DVNA
PD_DVPA discrete PID Dev Low Alarm PD10:0.DVPA
PD_EN discrete PID Enable PD10:0.EN
PD_EWD discrete PID Error Within DB PD10:0.EWD
PD_INI discrete PID Initialized PD10:0.INI
PD_MO discrete PID Station (auto/manual) PD10:0.MO
PD_OLH discrete PID Output Limit High PD10:0.0OLH
PD_OLL discrete PID Output Limit Low PD10:0.0LL
PD_PE discrete PID Equation Type PD10:0.PE
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Parameter Data Type Description Address format
PD_PVHA discrete PID PV High Alarm PD10:0.PVHA
PD_PVLA discrete PID PV Low Alarm PD10:0.PVLA
PD_PVT discrete PID PV Tracking PD10:0.PVT
PD_SPOR discrete PID SP Out of Range PD10:0.SPOR
PD_SWM discrete PID Software A/M Mode PD10:0.SWM

R_DN discrete Control Done R6:0.DN
R_EM discrete Control Empty R6:0.EM
R_EN discrete Control Enable R6:0.EN
R_ER discrete Control Error R6:0.ER
R_EU discrete Control Enable Unloading R6:0.EU
R_FD discrete Control Found R6:0.FD
R_IN discrete Control Inhibit Compare R6:0.IN
R_UL discrete Control Unload R6:0.UL
SC_DN discrete SFC Done SC10:0.DN
SC_ER discrete SFC Step Eroded SC10:0.ER
SC_FS discrete SFC First Scan SC10:0.FS
SC_LS discrete SFC Last Scan SC10:0.LS
SC_oVv discrete SFC Timer Overflow SC10:0.0V
SC_SA discrete SFC Scan Active SC10:0.SA
T_DN discrete Timer Done T4:0.DN
T_EN discrete Timer Enable T4:0.EN
TTT discrete Timer Timing T4:0.TT
ST text ASCII String ST10:0
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3. Error Code

9001 APl initial failure

90XX API define error

AOXX API function call error

EO00 Can not load RSLinx interface
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