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 Problem Description:  

User could use more security connection through SSL (Secure Sockets Layer)/ TLS 

(Transport Layer Security) setting. This document explains how to set up iRTU 

device with MQTT SSL/TLS.  

 

 Answer: 

In the following steps, we introduce how to  

(1) Prepare Open SSL tool.  

(2) Generate CA key pair.  

(3) Generate a MQTT broker/ server key and certificate.  

(4) Configure Mosquitto MQTT Broker.  

(5) Upload data with iRTU (ADAM-3600) device. 

We also provide some tools and methods for debugging. User may base on his own 

needs to operate and test. 

We would indicate the 3 roles (CA server, MQTT Broker, MQTT Client) of their 

setup. 
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1. Prepare OpenSSL tool 

If user doesn’t have OpenSSL tool in his simulated CA server (or MQTT broker which may 

create certification), user needs download and install OpenSSL based on the computer 

environment (Open SSL 32bit/ 64bit).  

 

Add “; C:\OpenSSL-Win64\bin” (the path of installed OpenSSL) after the variable of Path. 

 

After pressing “Confirm” to close the windows, user may open command line to test if 

“openssl” command could use. 

 

 

http://www.advantech.com/
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2. Create a CA key pair (ca.key and ca.crt) in CA Server 

Command is:  openssl req -new -x509 -days 365 -extensions v3_ca -keyout ca.key -out ca.crt 

Enter the simulated CA server information. 

 

During generating Certificate CA, user needs to fill in necessary information. Please 

note that Fully Qualified Domain Name is required in “Common Name”, which is also 

acceptable to use IP address as Common Name. 

 

3. Generate a MQTT broker/ server key and certificate. 

3.1 Generate a certificate signing request and key. 

Now we create a server key pair which would be used by the broker. 

User may create it in his MQTT broker/ server. In our following demo, the MQTT 

broker is the same server as CA server. 

Command is: openssl req -new -out server.csr -key server.key 

http://www.advantech.com/
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Enter server’s information as private key. It would generate server.csr (the 

intermediate file for generating server.crt) and server.key. 

 

 Since our CA server and MQTT broker are in the same machine, so far the files we 

created are listed as below. 

 

 

3.3 Create “server.crt” file.  

Now we use the CA key to verify and sign the server certificate (CSR). This creates 

the server.crt file. 

If user has purchased the CA certificate, user would send the CSR file to CA server 

and get one CRT file. However, since we use the same machine as MQTT broker and 

CA server, we would import “ca.crt” during generating server.crt file. 

Command is:  openssl x509 -req -in server.csr -CA ca.crt -CAkey ca.key 

-CAcreateserial -out server.crt -days 365 

http://www.advantech.com/
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When prompted for the CN (Common Name), please enter either your server (or 

broker) hostname or domain name. 

 

 

To prevent some issues caused during generating certificates and keys, user may 

use the attached generated key pair for testing. 

tls.rar
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4. Configure Mosquitto MQTT Broker. 

4.1 Download and install Mosquitto MQTT Broker. https://mosquitto.org/download/ 

It is suggested to use default path “C:\Program Files\mosquitto” to prevent some environmental 

issue. 

4.2 Copy “mosquito.conf” as “mosquito_tls.conf” and modify as below. 

# Port to use for the default listener. 

port 8883 

# At least one of cafile or capath must be defined. They both  

# define methods of accessing the PEM encoded Certificate  

# Authority certificates that have signed your server certificate  

# and that you wish to trust. 

# cafile defines the path to a file containing the CA certificates. 

# capath defines a directory that will be searched for files 

# containing the CA certificates. For capath to work correctly, the 

# certificate files must have ".crt" as the file ending and you must run 

# "c_rehash <path to capath>" each time you add/remove a certificate. 

cafile tls/ca.crt 

#capath 

 

# Path to the PEM encoded server certificate. 

certfile tls/server.crt 

 

# Path to the PEM encoded keyfile. 

keyfile tls/server.key 

 

# This option defines the version of the TLS protocol to use for this listener. 

# The default value allows v1.2, v1.1 and v1.0, if they are all supported by 

# the version of openssl that the broker was compiled against. For openssl >= 

# 1.0.1 the valid values are tlsv1.2 tlsv1.1 and tlsv1. For openssl < 1.0.1 the 

# valid values are tlsv1. 

tls_version tlsv1.2 

User needs to indicate the location of these 3 files (ca.crt, server.crt, server.key) for MQTT 

server. Because iRTU uses TLS version 1.2, we modify to indicate server to use tlsv1.2. 

4.3 Start Mosquitto MQTT Broker 

Command is: mosquito.exe –c mosquito_tls.conf –v 

 

http://www.advantech.com/
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5. Upload data with iRTU (ADAM-3600) device. 

5.1 Use “Anonymous Connection” 

In EdgeLink project, choose SimpleMQTT Cloud. 

Select SSL Enable, and choose Anonymous Connection. 

 

ADAM-3600 can use anonymous to connect and publish. 

 

http://www.advantech.com/
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5.2 Use “Server Authentication” in iRTU device. 

If MQTT broker uses self-signed certification, load the “ca.crt” which is used for creating 

server.key. 

 

The result of successfully published message to Mosquitto TLS broker is shown as below. 

  

http://www.advantech.com/
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 6. Other tools for debugging 

 6.1 Wireshark can verify if it is using TLS MQTT protocol. 

 

 6.2 The command of “mosquitto_pub” 

To check if the server is working, user could load the same “ca.crt” used in the iRTU device. 

Command is: mosquito_pub –t “topic” –m “payloadmessage” –cafile tls/ca.crt –h 

172.16.12.16 –p 8883 –tls-version tlsv1.2 --insecure 

 

6.3 Use other 3rd party MQTT Client software to load the “ca.crt” file to connect. 

 

 

http://www.advantech.com/
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 7. Use “Mutual Authentication” 

For the 3rd scenario user could choose in EdgeLink is mutual authentication, which enable the 

MQTT broker to verify the connecting client certificate. 

 

We introduce the steps to use this scenario as below. 

7.1 Generate a client key/ certificate pair. 

User may generate a certificate signing request and key in MQTT client side. However, in our 

demo, we use CA server to generate the client.key and client.crt. 

Command is: openssl req -out client.csr -key client.key –new 

 

http://www.advantech.com/
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7.2 Generate “client.crt” file. 

Now we use the CA key to verify and sign the server certificate (CSR). This creates 

the client.crt file. 

Command is: openssl x509 -req -in client.csr -CA ca.crt -CAkey ca.key 

-CAcreateserial -out client.crt -days <duration> 

 

7.3 Load the CA certificate file (client.crt, client.key, ca.crt) to the client. 

 

  

User could see the uploading results on Mosquitto broker. 
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8. Trouble shooting 

8.1 Because iRTU device uses TLS Version 1.2, in mosquitto.conf, it needs to be configured as 

“tls_version tlsv1.2”. 

 

 

8.2 Because our broker is not verified host by CA, we cannot use “Verify Host” to connect. 

 

It would not successfully connect to the MQTT broker if the broker does not purchase 

certificate. 
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