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Limitation: AMT function is not supported when AMT’s IP is

Abstract _

set differently from the IP address of OS.
Related _ _

Platforms which support AMT function & RMM3.3.
Product

B Problem Description:

In static IP mode:
AMT function is not supported in RMM when AMT’s IP is set differently in BIOS from

the IP of OS.
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m Brief Analysis :

In DHCP mode:

When IP of AMT and OS are all being set in DHCP mode, the AMT function built in
RMM is workable normally.

The IP of AMT and OS are set to the same one automatically in DHCP mode.

In our experiment, the IP of AMT is set to 172.16.12.32 as shown below.

Rithin the Intranet, Intel(R) AMT will attemot to send an alert to your system
administrator...

Intel (R) Manageability Application Network Status:

FODN: [UND-24836)

Wired IPV4 addresses: Dhcp Enabled: Yes
IP Address: 172.16.12.32

Press <Enter> to continue boot

The IP of OS is set to 172.16.12.32 as shown below, which is the same one as in BIOS.
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ernet adapter Local firea Connection 4:

Connection-specific DNS Suffix . : ADUANTECH.CORP

Description . « : Intel<{R) Ethernet Connection I218-LM

Physical fAddress « « « * BB-DB-C9-B7-9A-AC
DHCP Enabled. . :

nutoconfiguratio; Enabled :
1Pv4 Address .« « = 172.16.12_.32¢{Preferred)

Subnet Mask 255.255.254.0

: Thursday, January 11, 2818 5:32:81 PM

Friday, January 12, 2018 5:32:81 PM
Default Gateway : 172.16.13.254

DHCP Server 172.28.1.66
DNS Servers 172.20.1.168
172.28.1.99

Lease Expires

Primary WINE Server
NetBl0S over Tepip




In static IP mode:
The AMT function built in RMM only works when AMT’s IP in BIOS and IP of OS are
set exactly the same. Check reference below for the IP settings.

WISE-PaaS/RMM

Protection Management Backup & Recovery

° NO-24330 NA NA [(operaton 4] =

ot Serv o INO2184G NA NA Operation
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[Reference]

AMT’s IP setting page in BIOS.

RMM client’s IP in Windows OS.
Prinnr; Dz Suffix i,
Node SR AET

v Hubrid
lr"noucﬁg Enabled. .

No

i}thorn-t ada fArea Connectdon 4:
|

Con Suffix
Delcription ik iy p> o 2 ~ P . * Inteld{R> Ethernet Connection 1218~
thsicll fRddress. . . e o . * B8-DB-C9-B7-9A-AC

P Enabled. . . : No

1Pv4 Address. . . . . :
Subnet Mask . . . . : 255.255.255.8
Default Gateway . . . g . * 192.168.1.1
NetBlOS over Tcpip o e e ol e 8 Enab]ed

192.168.1 . 4(Preferred)

flutoconf iguration Enabled . . . . : Yes

Elhernet adapter Local ﬁrca Connection 3:

Nedia State .
Connection- spccific DNE Suffix
Description . . « « » % « » % Intel<R> 1210 Gigahit Network Comkctlo

Media disconnected




B Conclusion:

Set the same IP Set the different IP
OS LAN IP AMT IP OS LAN IP AMT IP
Intel Manageability 0]
0] (0] 0]
Commander o o
RMM 0] (0] | (0] X 1

O: server can connect to agent through the IP

X: server cannot connect to agent through the IP

This document described a limitation in RMM for the IP settings in BIOS(AMT) and
0OS. AMT's function works when enabled by Intel Manageability Commander, even
the IP is set differently from IP of OS.

Intel® Manageability Commander

Ouconnect Network Settings
System Status
Remote Desktop Refresh | Changing network ssttings may cause tis page 10 becaume unavadable
Serial-over-LAN
Harawere infrmation General Settings
EventLog
Audit Log Name & Domain + UNO-2483G, shared with CS.
Network Settings Dynamic ONS » Update by DHCP server
Internet Settings
Seceriy Setings Wired Interface
System Defense
User Accounts Link state Link is up
MAC address 00-00-c9-07-22-a¢
Respond 10 ping ¢ ICI4P & RMCP response
4 » Static 1P address
Pvd 19216814
IPv4 gateway / Mask 192.168.1.1 12552552550
_IPv6 state » Disabied
.....
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B Contact Window:
If you need further information from headquarter or if you would like to

provide some feedback, please contact PAE Tony.Cheng #7820.
Thank you.




