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B Problem Description & Architecture:
How to connect to OPC UA server via EdgeLink OPC UA Client driver
OPC UA server - Kepware software

WISE-PaaS/EdgeLink
OPC UA Client

172.16.12.xxx

KepWare software
OPC UA server
172.16.12.126:49320

B Brief Solution - Step by Step:
Kepware OPC UA server software

1. Install Kepware(KEPServerEx5) and “OPC UA Local Discovery Server 1.02” software
2. Open OPC UA Configuration on the Kepware software
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3. Add an endpoint on the Server Endpoint: “opc.tcp://1

figurat Aznage

Server Bndpoints  Trusted Clents  Discovery Servers  Trusted Servers  Instance Certificates

LRL Endpoint Defintion X
Teectdl 0P Cannection
i opc.top
Network Adacter: | Intel(R) T210 Gigabit Netwark Connection ~
Port Mumber: | 43320 =
opc.tepy 172, 16, 12. 126:49320
Security Polides
CMone
[FlBasic128Rsa15 Sgr; SgnadEnypt. |
[ABasicass Sgn; Sign and Enarypt |
[Z]Enabled [ ]| cance Hely
| Mote: Server Runtime reinitalzation is raqured to utlize changes. Close

72.16.12.126:49320”

T

lﬁ‘ OPC UA Configuration Manager

Server Endpoints  Trusted Clients Discovery Servers Trusted Servers Instance Certificates

URL Security
"°mc tep /12700 1:49320 Basic128Rca Rac - E)
[ pc. tep: [/172. 16,12, 126:49320 Basic128Rsa 15 (S,SE), Basic256 (S,SE)

A Enabled
Add...

Edit...

Remove

Note: Server Runtime reinitialization is required to utilize changes.
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2. EdgelLink Studio Setting

2-1. Create one Project of Edgelink Studio.
2-2. Select WISE-710 device on the Edgelink Studio, and enter IP Address.

& Advantech EdgeLink Studio —J(o](x
(B> | project | Help & @
—_— f— - — —
0 B | 0 B = W
Cose  Save | Project Show Tag Import tags Export tags Device
Project Download Count  fromExcel toBxcel Model
Project Configuration « | EBOPC dient-test x

=1 OPC UA Client:

[E2..| orC dient-test-172.16.12.145)

& pata Center F General Information
5 Data Sterage
2 Senice Name: OPC client-test

¢ Event Manager
-7 Connectivity
B doud Password: | semmsas
System

Model:

Indentity: 1P Address h
1P Address: 172.16.12.145

Time Zone: (UTC+08:00) 4L - BB » SigH5Rl.. - @
Description:

2-3. Add OPC UA driver on the TCP and setting the communication parameter.
Device Type: OPC UA

Unit Number: Different from other devices in one interface is ok.

IP Address and Port Number: OPCUA server’s IP and Port.

& Advantech Edgelink Studio — o jx
[E+ || Pproject Help

I B GH O & © B E B

Close  Save Show Tag Device
Project Count: Model
Broject Configuration « OPC cient-test | [1WISE710-A2{OPC client-test) = OPCUA(OPC client-test) x

=7 OPC UA Client
= M OPC dient-test-172.16.12.145

[ Data Center “F General Information
&-% 10 Tag
: WISE-710-A2 Enable
i =7 CoM1(Disable)
== CoM2(Disable) [ OpCuA
i -7 coM3(Disable) Device Type: OPC UA
i o[ TCP
[ [ Device Madel
[ {od 10 Tag Unit Number: 1
-4 System Tag
L g Calculation Tag : Tag Write Type: Single Write -
5L user Tag
Description:
= Data Storage
-2 Service
-« Event: Manager
¥ Connectivity
B cloud Add device name as prefix to 10 tags Buk Copy
System
£ TCP/IP
P/Domain: 172.16.12.126
Port Number: 49320

N

1§

Fxtention Pronerties

Use URL as Connection Address: If OPCUA server must be connected by its URL, you can choose this.
Security Policy and Authentication Setting: Follow the OPCUA server.

Certificate and Private Key: We have self-authentication files by default. If customer needs to use the
special file, they can choose in here.

Cyclic rate of subscribing data changes: By default, the mode of our opcua master is Asking-Answer. If
choosing this, the mode we use will be: We send a message to OPCUA server to tell it to check itself by
cycle if there is some data changed. When some data changing, server will tell us, we don’t need to ask
server any more.
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= OPC UA Client

5 Advantech Edgelink Studio
[E= Project Help
= 3 - fm W
Open Close  Save Project  Export To | Show Tag Importtags Exporttags Device
Project  Project Downlk SD Card Count from Excel to Excel Model
Project 4 Deploy 4 Option 4
project Configuration < OPC client-test | [E3 WISE-710-A2(OPC client-test) OPCUA(OPC dlient-test) x

=] OPC client-test-172.16.12.145

& Data Center
=~ % 10 Tag
| WISE710-A2
€7 COM1(Disable)
7 COM2(Disable)
-7 COM3(Disable)

<

o  Apply

Extention Properties

K Discard

W Use URL as Connection Address:

opc.tep:/f172.16.12.126:49320
Security Policy - Message Security Mode:

Select Private Key:

=i TP Basic126Rsa15 - Sign & Encrypt -
Authentication Settings:
1ol 10 Tag
7 system Tag Anonymous -
-5 Calculation Tag Username:
-fa User Tag
(= Data Storage
2 Service Password:
- Event Manager
¥ Connectivity
B Cloud Select Certificate:
I5 system Default Certficate File -

Default Private Key File

[ Cyelic rate of subscribing data changes (ms):

v 1000

2-4. Add tag of OPC UA server: ID=ns=2, Item ID=<string>=Channel1.Devicel.Tagl

Eepware OPC UA server tag:

File

Edit View Tools Help

DFH sced bl X

B+ Kepware KEPServerEXVS ~ [ temiD | Data Type [ value
23 system @ Channel1.Device1.Tag! Word 10657
Channell,_Statistics @ Channell.Devicel.Tag2 Word 0
Channel1.D Item Properties. X
Data Type Examples._Statistics
Data Type Examples. System Geneial
3 i 4 »
oottt Y ]
Data Type Examples.16 Bit Devi |IImID: [Cranneli DeviceT Tag1
Data Type Examples.16 Bit Devi
(TRt || s ]
Date 7 Active 2
€ 3/30/2020
Advanced
©3/3072020
€3/30/2020 o Ds 2 — | V:if ltem D
/3072020 1 m Al 18 (i) LA
33,}0 /2020 2 ltem Value 10852 N/A
+ ety 42 T
373072020 4 Item Timestamp 01:1327 N/&
@ 3/30/2020 5 Item Access Rights 3 N/A
@ 373012020 5 Server Scan Rate 0 N/A
© 330200 101 Item Description Ramping Rea.. N/A
0220200 5003 DDE Access Name Channell_De... N/A
Address RO0O1 N/&
@ 3/30/2020
€ 3/30/2020
©3/3072020
#2000
s e
|[LO05° project | Heb a0
— — o — \ — — .
m == H R &8 & B & W
Cose  Save Show Tag ¢ Device
Project Count Model
Project Configuration « | EBOPCUADPC dlenttest) | [l 10 Tag(OPC chient-test-OPCUA) % <
=7 OPC UA Clent @ Add.. v/ B Deete ||T Modfy.. 2 save Model
< B8 OPC clent-test-172.16.12.145
& B Data Center B
5% 10 Tag
8 WISE-710-A2 1 Advanced
EF COM1(Dsable)
'EF COM2(Dsable) Name: Tagl ScaingType: No Scale -
| g i?;ﬂ(bab&) Data Type: Anaiog . Formul:
& &3 opcuA fedress: ns=2;5=Channelt.Device1. Tagt |
10 Tag 7 Saale:
£ system Tag 208 ol I 11000 i
£3 Calculation Tag Span Low: 0 oo
E§ ser T3 % Camp: 1 Camp to span low
&m D‘m:"am:& ERVES 00 ] Camp to span high
= % Scan Rate: 1 Camp to zer0
@ Event Manager Read Write: Read -
# 7 Connectity Description:
&3 Coud
18 system
\ B
o ] Cose
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The address grammar is: ns=<Namespace Index>; <type>=<value>
Example:
Namespace
Address Type Example
P Index P
Numeric 2 ns=2;i=1234
String 2 ns=2;s=Device.System_Tag.#SYS_TIME_SECOND
GUID 0 ns=0;g={8ACE8827-ECC3-4c9a-8032-CA1E9957A8ES}
Opaque 2 ns=2;b=M/RbKBsRVkePCePcx240RA==

2-6. please press “Project Download” and download project to WISE-710

2-7. it will show Client Name “DevOPCUA” on the OPC UA configuration manager, and enter “Trust”

KA OPC UA Configuration Manager

Server Endpoints  Trusted Clients Discovery Servers Trusted Servers Instance Certificates

X

| Chanti as
[ urn:ua.DevOPCUA: applncauon
T3 REPSETVErEX/UR CIEnT DIver TN 33826 RE

4NEO OPC UA Client urn:UNO-3382G:NEO OPC UA Client

_4/NEO OPC UA Client urn:NB030406:NEQ OPC UA Client

aUaExpert urn:UNO-3382G:UnifiedAutomation:UaExpert

Import... Export... Remove Trust View Certificate...
Note: Server Runtime reinitialization is required to utilize changes. Help

lﬂ OPC UA Configuration Manager

Server Endpoints  Trusted Clients Discovery Servers Trusted Servers Instance Certificates

urn:ua. DEVOPCUA appllcabun
+/NEO OPC UA Client urn:UNO-3382G: NEO OPC UA Client
# NEO OPC UA Client urn:NB030406:NEQ OPC UA Client
-aiUaExpert urn:UNO-3382G:UnifiedAutomation:UaExpert
Import... Export... Reject View Certificate....
Note: Server Runtime reinitialization is required to utilize changes. Close Help
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2-8. Please change to Monitor screen and connect to WISE-710, change to |0 Tag and will show the value
of OPC UA tag.

5 Advantech EdgeLink Studio
; (00, Onine Heb

S = a3

Add Search Oear  Password S5H

Devce =~ Device Settng Console

Onine Device « " Online Monitor(OPC chent-test ) x

= Onine Device WISE-710-A2 N N

I8 [0]JECU1051_Haley_261 - 172.16.12.28
I [0)ECU1051_DQA(Do not touch) - 172.16.1

N [0JUNO2484G - 172.16.13.208 W Tags
N [0]WISE-6610 - 172.16.13.225
{8 [0RTU_000 - 172.16.13.227 Tag Value Quality Timestamp
I [0]RTU_000 - 172.16.13.228 il System Information
[0JRTU_000 - 172.16.12.98 B0aralo DI_0 1 Good 2020-03-30T08:13:35 (UTC)
S [0]OPC clent-test - 172.16.12.122
& Configuration Boargio Di_1 1 Good 2020-03-30T08:13:35 (UTC)
Boaralo DI_2 1 Gooa 2020-03-30T08:13 35 (UTC)
Boardio DI_3 1 Good 2020-03-30T08:13:35 (UTC)
BoaraiO'0O_0 0 Gooa 2020-03-30T08:13:35 (UTC)
BoaralO DO_1 o Gooa 2020-03-30T08:13:35 (UTC)
Boardi0:DO_2 0 Good 2020-03-30T08:13:35 (UTC)
Boardio:DO_3 0 Good 2020-03-30T08:13:35 (UTC)
. N OPCUA Tagl 10694.00 Good 2020-03-30T08:13.36 (UTC)
18§ OPC Quick Client - Untitled * - ] x
Fle Edit View Jools Help
Dl el $BEX
=+ Kepware.KEPServerEX.VS
& System |_
&3 Channell, Statistics

& Channell._System

4 Channell.Devicel

23 Channell Devicel,_System

& Data Type Examples._Statistics

& Data Type Examples,_System

& Data Type Examples. 16 Bit Device. S
@4 Data Type Examples. 16 Bit Device.X
&3 Data Type Examples. 16 Bit Device.R
8 Deta Type Examples.16 Bit DeviceS

< > < >
Date Time Event ~
Q2302020 1:13:09 AM Added group 'Dat...

A snanaa 14300 Ane Added S aian

B Pin Definition (in case of serial connection):

B Reference:
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