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[Abstract]

This tutorial teach How to Remote Login Intel AMT by Serial over LAN and how to
verify it. The tested environment is UNO-2483G-474AE with BIOS V1.15.

[Solution]

1. Make sure AMT is enabled in BIOS

2. Enable BIOS Hotkey Pressed and Save Changes and Reset. The AMT screen will
show up after reboot.

e b

bt

BINS Hotkey Pressed [Enahled]

Save Changes and Reset
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tE1{R) ME General Settings
L(R) AMT Conf igurat fon

1(R)
1

OEM Debug Cont Lgurat lon
Exit

3. The default password is “admin”. But you will need to modify password with
particular rule. We suggest “P@sswOrd” here.

HAIN MENU

INtel(R) ME General Settings
PINteLtR) AMT Conf lguration
INteL(R) OEM Debug Cont igurat lon

MEBx Exit

4. AMT configuration.

MAIN MENU

b_Intel(R) ME General Settings

Intel(R) OEM Debug cConfiguration
MEBx Exit

Revision: 1.0 Written by Eric.Yang

Page 2
2015, 08,14



ADMNTECH

Enabling an Intelligent Planet

5. Enable Manageability Feature Selection.

Intel(R) Management Engine BIOS Extens
Copyright(C) 2003-13 Intel Corp

INTEL(R) AMT CONFIGURATION

Hanageabllity Feature Selection
SOL/IDER/KWM
User Consent
Password Pollicy

> Network Setup
Unconf lgure Network Access
Remote Setup And Conf igurat ion
Power Control

<Anyt ime>

6. In option SOL/IDER/KVM. Enable ALL.

Intel(R) Management Engine BINS Extens
Copuright (C) 2003-13 Intel Corpor

L/ IDER/KVM

Username and Password :
SOL <Enabled>

IDER <Enabled>

KVM Feature Selection

<Enabled>
Legacy Redirection Mode <Enab led>

7. In option USER CONSENT.

Intel(R) Management Engine BIOS Extensic

copyuright(C) 2003-13 Intel Cor

ra
USER CONSENT

User Opt-in

Opt-in Confligurable from Remote IT <Enabled>
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8. In option NETWORK SETUP -> Intel (R) ME Network Name Setting

) ME NETHORK SETUF

9. Type a host name and make “Shared/Dedicated FQDN” as “Shared”

Intel(R) Management Engine BIOS Extension v9
Copyright(C) 2003-

13 Intel Corporation.
| INTEL(R) ME

NETWORK NAME SETTING

Host Name -
Domain Name

Shared/Dedicated FQDN :Shar‘ecb
Dunamic ONS Update <Disabled>

10.In option TCP/IP SETTING -> Wired LAN IPV4 Configuration.

Intel(R) Management Engine BIOS Extension va.f

13 Intel Corpora

Copuright (C) 2003~

TCP/IP SETTINGS
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11.Enable DHCP or specify the IP Address/NetMask by Static IP. Recommend to use
Static IP

12. Verify with the third party tool:

a. Intel AMT SDK
https://software.intel.com/en-us/articles/intel-active-management-technology-dow
nloads

b. Open Source Tool Kit
http://opentools.homeip.net/open-manageability

13.Take MDTK tool kit as an example. (download from link ).

a. Please make sure the firewall is disabled. UNO-2483G-474AE only has LAN port
A(1218) can support AMT function.

b. Add AMT Computer

[_ Manageability Commander Tool Mesh Edition D = |C||£|
|| File | Edit View Help
| Aa » || AddTntlAMT Compubr.. |
Load Intsl AMT Computers... £4dd Online Service...
|E d anew IAMT computer to the list of known computers
Save Intel AMT Computers... Add MPS Server... T 4
< remotely, remotely tum
Clear all entries on or off the Intel AMT computer you are connected to, control
network policies and filters, boot the computer to a remote drive,
Certificate Manager... vbsew the hardware asset inventory, and read the computer's event
2.
Batch Remote Control... ’
Alert Viewer...
ion  Remote Control | M. t Engine | Security i
Clear Web Service Cache S| SEGE Egins l l Networkmgl
—Remote Control
Fetch Web Service Cache
Serial-over-LAN Enabled _w |
Exit IDE Redirect Enabled || Take Control
Redirection Port Enabled _« |
User Consent Required None _« |
—Remote Desktop
Remote Desktop Settings Enabled _« | ‘
) Launch Viewer
Remote Desktop Viewer NotSet _«|
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c. Enter IP address of target platform, account “admin”, password “P@sswOrd”for
this document.

€) Add Intel AMT Computer e

Intel AMT computer hostname or IP address 2 L
172.16.12.126 -
—Authentication

Usemame ad min
Password 00000000 [V Hide

IV Remember Password

Tmsptfert Layer Security (TLS) is automatically detected and used when

available.
OK | Comcel |

d. Once you are able to connect to unit, click “Take Control”
| © Manageabiity Commander Tool Mesh Baition 1 ~loix|

File Edit View Help
=) Network

-8 172.16.12.126 /adrmin Connect & Control

_| Mesh Discovery

In this window, you can connect to an Intel AMT computer. Once

connected, you can control the computer remotely, remotely tum

on or off the Intel AMT computer you are connected to, control

network policies and filters, boot the computer to a remote drive,

]\;iew the hardware asset inventory, and read the computer's event
2.

Connection Remote Control | Management Engine | Secun'tyl Networkﬁgl

—Remote Control
Serial-over-LAN Enabled _« |
IDE Redirect Enabled _w|  Take Control
Redirection Port Ensbled _« |
User Consent Required None _w |

—Remote Desktop
Remote Deskiop Settings Enabled | .

Launci-yaeswer

Remote Desktop Viewer NotSet _«| ?

e. Reboot Unit after you enable Serial Over LAN (Terminal -> Connect SOL)

€) Manageability Terminal - 172.16.12.126

Terminal | Edit Remote Command Disk Redirect Serial Agent Help
| Connect SOL I

Disconnect SOL

Set Font...

Terminal Emulation >
Terminal Size »
Special Key Translation  »
Testing Features »
Capture >
Run Seript...

Script Editor...

User Consent...

Exit

f. After you click Remote Reboot to BIOS setup. You are able to Control/ Monitor

Revision: 1.0 Written by Eric.Yang Page 6
2015, 08,14



ADMNTECH

Enabling an Intelligent Planet

BIOS Screen.

Terminal Edit | Remote Command | DiskRedirect Serial Agent Help

Serial-over-LAN - C Normal Reboot

srican Megatrends, Inc.

Exit

Main

Power Down
BICS Inform Remote Reboot Set the Date. Use Tab
BICS Vendorx Remote Reboot to BIOS Setup to switch betwesn Date
Core Versio elements.

Remote Reboot to Redirect Floppy
Compliar

ney
Pronect Year Remote Reboot to Redirect CD

Remote Reboot to Redirect Secure

Remote Reboot to PXE
Memory Info
Memory Freq

Total

Soft Remote Commands »

Memox

><: Select Screen

Custom Command...
S ti: Select Item

System Time View Boot Capabilities Enter: Selsct
+/~: Change Cpt.
Access Lavel Adrainistrator Fl: General Eelp

F2: Previous Values
F3: Cptimized Defaults
F4: Save & Exit

ESC: Exit

1DE Redirect | Floppy <unspecified>
No Mapping = COROM E:
Ok/Tk gt |DE Redirect Disabled

€ Managea Terminal - 172.16.12.126 1] -10f x|

Terminal Edit Remote Command  Disk Redirect Serial Agent Help
Serial-over-LAN - Connected

Full power (S50)

rporation. C

tel Active Managemen

BIOS Revision:

Intel (R)
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g. After specify Floppy and CDROM targets. You can select Redirect Active to
activate IDE-R.

Manageability Terminal - 192 168210 =JLa
Terminal Edit FRemote Command | Disk Redirect | Seral Agent Help
Serial-over-LAN - Connected E Redirect Active Full power (50)
] y Utility — f .
Main Advanced Chipset [B Redirection Start ’
i Change Target Floppy "
Boot Configuration e ts the aystem boot
Setup Frompt Timeout 1 E L TRl R b Bar
Beotup Murlock State [cf Show Redirection Stats...
Cuiet Beoot [Eisabled]
UEFI Beot [Enakl=d]
Boot Option Briorities
Boot Cptiom #2 [BATA EM: Intel Vir...] ><: Select Screen
Boot Option #3 [IE2 GE 3leot 0700 w1410] t4: Select Item
Boot Cptiom §4 [BO: SCF-S25M5-160G—...] Entar: Salect
+/=: Change Cpt.
Metwork Device BES Prioritiss Fl: General Help
Hard Drive BBS Pricrities F2: Previous Valu=s
CD/OVO ROM Orive BES Priorities F3: Cptimized Defaults
Floppy Drive BES Pricrities F4: Save & Exit
CEM paramsters ESC: Exit
Version 2.15.1236. Copyright (C) 2012 American Megatrends, Inc.
TCPRedirect | IDERedirect | Fopoy  RHEL 4-U7i386 Disc 1img
Mo Mapging - COROM  E:
O /Dk: "*—::"“! IDE Redirect Active: [ bytes Sent / D byles Received
v0.1.34

h. You can see floppy and CDROM devices on shown UNO-2483G. You can get files
from these devices or even boot from them.

Osganze v Sytempeopeties  Unnstall o change aprogram  Map network deve

5 Favortes 4 Hard Disk Drives (1)
M Desiaop Local Dk (C2)
B Downices. w - .
W Fecent Pisces 347 eyt
4 Devices with §

1) GRIMYOL M
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Welcome to Setup.

portion or Ci vetup progran prepares Microsof
lindows(R) X l ‘n on your computen.

lo set up Windows XP now, press ENTER.

[o repair a Windous XP installation using
Recovery Console, press R.

[o quit Setup without installing Windows XP, press F3.

(Boot from remote CD-ROM)
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