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B Problem Description:

This document provides an introduction of SNMP, and how to configure SNMP function in
ADAM-6000 series, DI/O module with CE hardware version.

Answer:

SNMP Introduction

ADAM-6000 supports SNMP v2c that helps user to manage ADAM-6000 on the network.
Furthermore, ADAM-6000 also supports SNMP Trap vlc. After enabling the SNMP trap
function, when 1/0 status changes, ADAM-6000 will actively notify management station of
the change by way of SNMP message.

ADAM MIB File

Advantech offers ADAM MIB file which is designed based on standard SNMP format for
ADAM modules and simplifies the integration with NMS (Network Management Software). By
importing ADAM MIB file to NMS, ADAM-6000 can be monitored on the network easily

Note: The object Identity(node) CounterObj for counter is only supported for ADAM-6051 in

counter mode.

SNMP Trap Configuration
There are two way to configure SNMP function in ADAM. One is using Adam/Apax.NET Utility,

and the other one is using ASCIl command.

Host IP: The management station IP where SNMP trap message send to

Deadband: Deadband is set to determine the minimum period between triggers of two traps.
It can be set to prevent traps from triggering excessively by noise.

Specific type: Trap information contains specific type which can be used to identify the event

location. The specific type is shown in below table
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Specific Type Channel Description

1 0

2 1

3 2

- 2 Digital Input Change
6 5

7 6

8 7

17 0

18 1

19 2

20 3 o

” 2 Digital Output Change
22 5

23 6

24 7

Configuration by using ADAM.Net Utility
The host IP where SNMP trap message send to can be configured by ADAM.Net Utility
V2.05.10 (BO4) or higher version. Below are the brief steps by using Utility.

1. Select the host to receive trap notice and enter host IP address
2. Set trap deadband, the trap notice will only send one time within 100ms

Information | Network StreamTrop | Administration | Fimwere | P2F/Event | dcress Control | Modbus Address |

Hosts to recedve trap Diats, Streaming  SHME Trap ]
[~ 0. (1000100 Lpply Dead band : 9 100 {50-1000) 73

||7 1. [t00.100 9 Apoly || Apply changs
— 9. [255.255 255255 Aply

— 3. [255.255.255 255 Apply

— 4. [255255255 255 e 1. Enable channel
e | 5. Set Host IP
5. [255 255 255 255 Apply 3. Set deadband

— . [255.255.255 255 Apply
7. [255.255.255 255 Apply
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Configuration by ASCIl Command

Advantech also provide ASCIl command for SNMP function configuration. The support

commands are listed in below table.

Enable Trap

Disable Trap

Set the host IP

Set Trap dead band

Get the IP of host

Get trap dead band

Get trap
enable/disable flag

%01SETTRAPCR
(c: Host ID, 0~7)

%01SETTRAPCP
(c: Host ID, 0~7)

%01SETTRAPcaabbddee
(aabbddee: host IP in
hexadecimal format,
c:Host ID,0~7)
%01SETTRAPSTO0000xxx
(xxx: ms in hexadecimal
format)

%01GETTRAPCc

(c: Host ID, 0~7)

%01GETTRAPST

%01GETTRAPCSTU
(c: Host ID, 0~7)

Situation: Enable host 1 SNMP trap notice
Command:%01SETTRAP1R

Response:>01

Situation: Disable host 1 SNMP trap notice
Command:%01SETTRAP1P

Response:>01

Situation: Set Host 1 IP to 10.0.0.100
Command:%01SETTRAP10A000064
Response:>01

Situation: Set Trap dead band to 100 ms
Command:%01SETTRAPSTO00000064
Response:>01

Situation: Get IP address of host 1
Command:%01GETTRAP1
Response:!0A000064

Situation: Get Trap dead band (100ms)
Command:%01GETTRAPST
Response:!00000064

Situation: Get Trap enable/disable status of
host 1

Command:%01GETTRAP1STU
Response:!00 / 101 (00=disable,01=enable)

Monitor ADAM information by using 3rd party software

After finishing SNMP function configuration, user can use 3" party tool like MIB browser to get

ADAM information by sending SNMP request.

Below is the brief step of how to use MIB browser to get ADAM information.
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1. Download MIB browser and complete installation process
(https://www.manageengine.com/products/mibbrowser-free-tool/mib-browser.html)

2. Configure MIB browser setting to correct SNMP version

r ~
] ManageEngine MibBrowser Free Tool | o | B % | rm MibBrowser Settings 3 ﬂ‘
File Edit View Operations Help 1 | |

i General | Mib Settings | Templaie Settings
%&Em|%%%@ﬁ|*\@‘ *£®| SNMF Version 9
Loaded MibModules i ) .
- IANAIType-MIB Host localhc = | Port 161 - ©v @ v2c @3
& RFC1213-M1B
& IF-uB Community o009 8® Wite Community @908 General Options Get Bulk Options
g SNMPV2-MIB Sel Value 123 Timeout |5 =
Max. Repetitions |20
Device Type I Retries 0 :I I
Device Type Identif . Hot Availsbls Il | |Encoding 1508859 1 . Mon Repeaters |
Suggested OIDs MNone
- [7] validate Broadcast Address BT
ObjectID Context Mame
Met Mask . L
Loading MIBs \mibs\RFC1213-MIB \mibs\IF-MIB Context ID
D
one V3 Settings
Save V3 Setlings to File Set EnginelD For Adding V3 entry
il Save V3 Settings to Database Database Settings
Description | MultiVar User.. Secur.. Awth.. Pov .. Awth.. Prv.. Terge.. Targ.. Engi.. Entity
Syntax Status
Access Reference
Index - -
ObjectID | Add Modify Delete

3. Load MIB file “advantech-IOcommon_V1.00 BO1.mib” into MIB browser

[#] ManageEngine MibBrowser Free Tool .

File| Edit View Operations Help

Load MIB Cerl+0 |
UnLoad MIB Delete
Load All MIBs Ctrl+4
UnLoad All MIBs Ctrl+U
Save Results As_. Cirl+5
Print Results... Cirl+P

ADVANTECH-10-COMMOM-MIB
[F-MIB
RFC1213-MIB

Euxit

4. Fillin below fields to get ADAM information by sending a SNMP request and click “GET

=

SNMP variable” icon to send SNMP request

Host: Module IP Port: 161 (send and receive)

Community: public Write community: private
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File Edit View Operations Help

Dawrload
More Free Tools

Loaded MioModules
& |ANAIType-MIB
&-d§ RFC1213-MIB
B¢ ADVANTECH-IO-COMMON-MIB

=@ enterprises

=23 advantech
£+23 advantechlOCommonMIB
=43 atBasid0Q
(1 ioModuleQbj
[ firmwareObj
-] analoginputObj
-] analogQutputObj

§ ioModuleindex

Lo dilndex

+“m diChannelindex

5y diModbusAddress

& dilnverted

% diLatched

% diFilterEnabled

-5 diFilterHighWidth

% diFitterLow\Width

% diModeName
‘.3 diModeCode
-8y diValue

-] digitalQutputObj

[ counterQbj

=23 atloDevice

+-(] ioDeviceObj

& IF-miB
&b SNMPv2-MIB

@@Ew\@%%@ﬁl«{@\&gwulmgﬂ

Device Type Identified Not Available

Suggested OIDs .None

Host 10.0.051 - | Port 161 -
Community ~ |eeeees | write Community @eeeeee

SetValue 123 -

Device Type

C Reload

-

ObjectID

isn.org dod infemet private entexprises advantech advantec hIOCommontIB atBesicIO digitallnputObi.diTable

(]

Global View []

diValue.2 1
diValue.3 0
diValue.4 o
divalue.5 1
diValue.6 1
diValue.7 1
diValue.8 1
divalue.9 1
diValue.10 1
diValue.11 1
divalue.12 1

Description | Multi¥er

Syntax

‘ Status ||:|1rmn(

Access not-accessible

‘ Reference |

Index

Object 1D 1.36.14.1102871011.5.1

Description "The Digital input table"

5. Use trap Viewer to check trap message, below is an example when Logic status of DI

channel 0 is changed.

|.£| Trap Details

TimeStamp |21 houys, 40 minutes, 5 seconds. |

HelpURL

Enterprise .iso.org.dod.Internet.private.enterprises.advantech |
GenercType |guierprize Specific |
Specific Type [{ I E |
Message
Severity clear Closs Type Source Date Message
Clear w1 Trap 100051 Tue Mar 21 12:37:31 CET 2017
Entity 10.0.0.51 Clear w1 Trap 100051 Tue Mar 21 12:37:52 CET 2017
A Clear w1 Trap 100051 Tue Mar 21 12:40:07 CST 2017
Clear w1 Trap 100051 Tue Mar 21 12:49:22 CST 2017
RemotePort |161 |
LocalPort |162 |
Community public
Authenticate viA2c traps (Community) Enable Logging |Log Format
Do 10.0.0.51
Authenticate v3 Trap Enable Mail Configure Mail
Source
10.0.0.51 | Port 162 TrapList 162 public - Add Del
TimeRecelved |Typ way 21 12-37-31 €8T 2017 | Community public TrapParser | Load
| Start [ Stop H Show Details H Delete Entry I ParserEditor

|6-1.html

o

Traps: 4Inform: 0 |

Status - Listening for Traps

Specific Ch Description
1 M 0
2 1
3 2
4 3
5 2 DI Change
i) 3
7 il
8 7
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