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Abstract

This SOP explains how to configure VLAN on Advantech EKI-7700
series industrial ethernet manage switch and EKI-5000 series protocol
switch by WebGUI and Command Line Interface(CLI).

Related products:

EKI-7428, EKI-7706, EKI-7708, EKI-7710, EKI-7712, EKI-7716, EKI-7720,
EKI-5526-PN, EKI-5526-El, EKI-5526-MB,

EKI-5528-PN, EKI-5528-El, EKI-5528-MB,
EKI-5629C-PN, EKI-5629C-El, EKI-5629C-MB.
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Configure VLAN with WebGUI

B Topology: Create one VLAN with two switch

SW1 SW 2
192.168.10.1 192.168.10.2

R Port10 Port10

Port 2

VLAN 2

PVID 2 Untag 2
192.168.10.49 192.168.10.101

ADVANTECH
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Configure VLAN with WebGUI

B Setting:
« Step 1. Logging the switch with admin/admin as Username/Password by
default.

Username

admin

Password

AD\ANTECH
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Configure VLAN with WebGUI

B Setting (Both SW1 and SW2 use the same setting):

« Step 2: Under VLAN Management, add VLAN 2 and press “Apply” button.
And now VLAN 2 has already created.

ADVNTECH neligen industial Swich ©

L Monitoring = Switch / L2 Switching / 802.1Q VLAN / VLAN Management

System

£+ VLAN Settings A
= L2 Switching

Port Configuration VLAN list 2

el VLAN Action @© Add O Delete

© Link Aggregation VLAN Name Prefix

© 802.1Q VLAN

VLAN Management

PVID Settings

B8 VLAN Table P
Port to VLAN
VLAN ID VLAN Name VLAN Type Modify
Port-VLAN Mapping
1 default Default Edit
© Q-in-Q
© GARP VLANODOO2 Static Edit Delete
802.3az EEE )
Showing 1 to 2 of 2 VLANs Previous n Next

AD\ANTECH

Enabling an Intelligent Planet




Configure VLAN with WebGUI

B Setting (Both SW1 and SW2 use the same setting):
Step 3: Under PVID Setting, select the VLAN 2 member port 2 (GE2) and

then input PVID = 2.

Press “Apply” button. And accordingly, GE2 will have its PVID as 2.

ADMNTECH

L3 Monitoring = Switch / L2 Switching / 802.1Q VLAN / PVID Settings

System

= L2 Switching

Port Configuration

Port Mirror

© Link Aggregation

© 802.1Q VLAN
VLAN Management
PVID Settings
Port to VLAN
Port-VLAN Mapping

© QinQ

EKI-7710G-2CI-AE o
Intelligent Industrial Switch

© GARP EEZ

802.3az EEE
© Multicast
Jumbo Frame

© Spanning Tree

Enabling an Intelligent Planet

£ Edit Interface Settings ~

| Port Select x GE2 I

| PVID 2 I (1-4094)
Accepted Type ® Al Q Tag Only QO Untag Only
Ingress Filtering @& Enabled O Disabled
BEE Port VLAN Status -~
Port Interface VLAN Mode PVID Accept Frame Type Ingress Filtering
GE1 Hybrid 1 ALL Enabled
Hybrid 2 ALL Enabled I

GE3 Hybrid 1 ALL Enabled
GE4 Hybrid 1 ALL Enabled
GE5 Hybrid 1 ALL Enabled
GE6 Hybrid 1 ALL Enabled

AD\ANTECH




Configure VLAN with WebGUI

B Setting (Both SW1 and SW2 use the same setting):

Step 4: Under Port to VLAN, selects VLAN ID = 2, and then changes GE2
to Untagged and GE10 with Tagged. So now port 2 belongs to VLAN 2,
and normally we’ll call port 2 as access port, port 10 as VLAN trunk port

with tagged 2 connects to SW2.

ADVANTECH

L Monitoring

System
= L2 Switching
Port Configuration
Port Mirror
© Link Aggregation
© 802.1Q VLAN
VLAN Management
PVID Settings
Port to VLAN
Port-VLAN Mapping
Q Q-in-Q
© GARP
802.3az EEE

© Multicast

EKI-7710G-2CI-AE o
Intelligent Industrial Switch

= Switch / L2 Switching / 802.1Q VLAN / Portto VLAN

VLANID :

[1

)

B Port to VLAN Table P
Port Interface VLAN Mode Membership PVID
GE1 Hybrid (Q Forbidden (@ Excluded ) Tagged ( Untagged NO
GE2 Hybrid (Q Forbidden () Excluded () Tagged () Untagged YEﬂ
GE3 Hybrid Q Forbidden (@ Excluded ) Tagged () Untagged NO
GE4 Hybrid (Q Forbidden (@ Excluded () Tagged ( Untagged NO
GE5 Hybrid (Q Forbidden @ Excluded ) Tagged ( Untagged NO
GEB Hybrid (Q Forbidden (9 Excluded () Tagged (O Untagged NO
GE7 Hybrid QO Forbidden (@ Excluded ) Tagged (O Untagged NO
GE8 Hybrid (Q Forbidden () Excluded () Tagged (Q Untagged NO
GE9 Hybrid (O Forbidden (® Excluded ) Tagged () Untagged NO
GE10 Hybrici QO Forbidden ) Excluded () Tagged (O Untagged Noj

Enabling an Intelligent Planet
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Configure VLAN with WebGUI

B Setting (Both SW1 and SW2 use the same setting):

Step 5: Under Port-VLAN Mapping, we can see the overall VLAN setting
result. For port 2 (GE2), the port is untagged and has its PVID = 2 (U for
untagged, P for PVID). For port 10 (GE10), the port is VLAN trunk port

with Tag = 2 (T is tagged and VLAN trunk).

ADMNTECH

& Monitoring

System
= L2 Switching
Port Configuration
Port Mirror
© Link Aggregation
© 802.1Q VLAN
VLAN Management
PVID Settings
Port to VLAN
Port-VLAN Mapping

© QinQ

© GARP

EKI-7710G-2CI-AE i)
Intelligent Industrial Switch

= Switch / L2 Switching / 802.1Q VLAN / Port-VLAN Mapping

B Port-VLAN Mapping Table

Operational VLANs

Port Mode Administrative VLANs
GE1 Hybrid 1UP 1UP
@2 Hybrid 1U, 2UP j 1U, 2UP
GE3 Hybrid 1UP 1UP
GE4 Hybrid 1UP 1UP
GE5 Hybrid 1UP 1UP
GE6 Hybrid 1UP 1UP
GE7 Hybrid 1UP 1UP
GE8 Hybrid 1UP 1UP
GE9 Hybrid 1UP 1UP
EEm Hybrid 1UP, 2T j 1UP, 2T

Enabling an Intelligent Planet
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Configure VLAN with WebGUI

B Result:

After the setting on SW1 and SW2, the laptop 192.168.10.49 on SW1 can
communicate with laptop 192.168.10.101 on SW2 now. Because SW1 port
2 and SW2 port 2 are all belonging to VLAN 2 member.

SW1

192.168.10.1

192.168.10.49

2 Port 10 Port 10

SW2
192.168.10.2

VLAN Trunk
Tag 2

Untag 2

192.168.10.101

Enabling an Intelligent Planet
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Configure VLAN with CLI

NOTE : CLI setting only for EKI-7700 series industrial manage
switch. There IS no console interface on the EKI-5000 series
protocol switch.

CLI User Manual : (Page 14 — Page 16)

http://support.advantech.com/Support/DownloadSRDetail New.aspx?SR_I1D
=1-19HAUMG&Doc_Source=Download

Enabling an Intelligent Planet ADNANTECH




Configure VLAN with CLI Commands

B Topology: Create one VLAN with one switch

B [n the following slides, we will show you how to configure the VLAN setting by
CLI commands with corresponding WebGUI as reference step by step.

Switch 1(EKI-7710G)

Port 6

HOST 1

Port 1

VLAN 10

VID=10 ; PVID=10

Enabling an Intelligent Planet

HOST 2
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Configure VLAN with CLI Commands

B For Switchl
« Step 1. Create a new VLAN (VLAN 10)

EKI-TT10G-2CPI-AE
AD\'\NTECH ntelligent Industrial Switch e

L Monitoring = Swiich / L2 Switching / 802.1Q VLAN / VLAN Management
System
##+ VLAN Settings ~
= L2 Switching
Port Configuration VLAN Action @ Add O Delete
Port Mirror VLAN ID / VLAN List

© Link Aggregation VLAN Name / VLAN Prefix

© 802.1Q VLAN

el

VLAN Management

PVID Seitings
£ VLAN Table ~
Port to VLAN
VLAN ID VLAN Name VLAN Type Modify
Port-VLAN Mapping
1 default Default Edit
© QinQ
© GARP 10 EKITT10G Static Edit Delete

802 3az EEE
Showing 1to 2 of 2 VLANS

© Murticast

AD\ANTECH

Enabling an Intelligent Planet




Configure VLAN with CLI Commands

B For Switchl
« Step 2: Assign PVID for port 1 & port 6 (PVID = 20)

ADVANTECH rellgent indstnal Swicn ©

L Monitoring = Switch / L2 Switching / 802.1Q VLAN / PVID Setlings

Sysitem

# Edit Interface Settings
= L2 Switching

Port Configuration Port Select x GE6

Port Mirror BVID 10 (1 - 4094)

(= Ml Accepted Type ® Al Q Tag Only QO Untag Only
Ingress Filtering @ Enabled O Disabled

VLAN Management

+oet

PVID Settings

Port to VLAN
B2 Port VLAN Status
Port-VLAN Mapping
Port Interface VLAN Mode PVID Accept Frame Type Ingress Filtering
© QinQ
| GE1 Hybrid 10 ALL Enabled |
© GARP
GE2 Hybrid 1 ALL Enabled
802 3az EEE
GE3 Hybrid 1 ALL Enabled
© Multicast
GE4 Hybrid 1 ALL Enabled
Jumbo Frame
GE5 Hybrid 1 ALL Enabled
() Sy UES GE6 Hybrid 10 ALL Enabled |

© X-Ring Elite

GE7 Hybrid 1 ALL Enabled




Configure VLAN with CLI Commands

B For Switchl
«  Step 3: Assign VLAN egress rule for port 1 & port 6

ADMNTECH neligont ndustial wich @

& Monitoring = Switch / L2 Switching / 802.1Q VLAN / Port-VLAN Mapping
System
B Port-VLAN Mapping Table
= L2 Switching
Port Mode Administrative VLANS Operational VLANS
Port Configuration
J I GE1 Hybrid 1U, 10UP 1U, 10UP I
Port Mirror
GE2 Hybrid 1UP 1UP
© Link Aggregation GE3 Hybrid 1UP 1UP
2 T B GE4 Hybrid 1UP 1UP
LA LETEE ETIE GES Hybrid 1uP 1uP
PVID Setings GEB Hybrid 1U, 10UP 1U, 10UP
Port fo VLAN GET Hybrid 1UP 1UP
Pori-VLAN Mapping GE8 Hybrid 1UP 1UP
© Qin-Q GE9 Hybrid 1UP 1UP
© GARP GE10 Hybrid 1UP 1UP

AD\ANTECH
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Configure VLAN with CLI Commands

B Topology: Create one VLAN across two switches

B [n the following slides, we will show you how to configure the VLAN setting by
CLI commands with corresponding WebGUI as reference step by step.

Switch 1(EKI-7710E)  Switch 2(EKI-7710G)

Port 8

Trunk

— Port 1

VLAN 20

Port 7

Port 2

VID=20 ; PVID=20

Enabling an Intelligent Planet
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Configure VLAN with CLI Commands

B For Switchl
« Step 1: Create a new VLAN (VLAN 20)

ed, default name is VI

& Monitoring = Switch / L2 Switching / 802.1Q VLAN / VLAN Management
System
£ VLAN Settings ~
= L2 Switching
Port Configuration VLAN Action @ Add QO Delete
Port Mirror VLANID / VLAN List

© Link Aggregation VLAN Name | VLAN Prefix

© 802.1QVLAN

£

VLAN Management

PVID Settings
B8 VLAN Table ~
Port to VLAN
VLAN ID VLAN Name VLAN Type Modify
Port-vVLAN Mapping
1 default Default Edit
© Q-inQ
© GARP 20 VLAND020 Static Edit Delete

802.3az EEE

Showing 1 to 2 of 2 VLANs

Enabling an Intelligent Planet

Port 8

HOST 1

Port 1

VLAN 20

VID=20 ; PVID=20
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Configure VLAN with CLI Commands

B For Switchl
« Step 2: Assign PVID for port 1 & port 8 (PVID = 20)

# Edit Interface Settings A
= |2 Switching
Port Configuration Port Select
Port Mirror PVID 1 (1-4094)
© Link Aggregation f
Accepted Type ® Al O Tag Only O Untag Only
© 302.1Q VLAN vy e -
Ingress Filtering @ Enabled QO Disabled SH’IIC]I I (EI‘ I- 771 OE)
VI AN Mananamant T K
run
PVID Settings —
Port to VLAN Port 8
- S
Port-VLAN Mapping E8 Port VLAN Status A
Port Interface VLAN Mode PVID Accept Frame Type Ingress Filtering
© QinQ
FE1 Hybrid 20 ALL Enabled I
© GARP
FE2 Hybrid 1 ALL Enabled
802.3az EEE
FE3 Hybrid 1 ALL Enabled
© Multicast
FE4 Hybrid 1 ALL Enabled
Jumbo Frame
FES Hybrid 1 ALL Enabled Port 1
5 ing Tr 7
© SAnrEs FEG Hybrid 1 ALL Enabled HOST 1 VLAN 20
© X-Ring Elite FET Hybrid 1 ALL Enabled ViD=20 : PVID=20
SRk g e FES Hybrid 20 ALL Enabled I

Enabling an Intelligent Planet AD\\NTECH




Configure VLAN with CLI Commands

B For Switchl
«  Step 3: Assign VLAN egress rule for port 1 & port 8

= Swiich / L2 Switching / 802.1QVLAN / Port-VLAN Mapping

[E8 System
E Port-WLAN Mapping Table
= L2 Switchin
= 2 Port Mode Administrative VLANs Operational VLANs
v . -
_ Switch 1(EKI-7710E,
Port Configuration FE1 Hybrid 1U. 20UP 1U, 20UP ( )
: Trunk
Port Miror - Tond 1) 1P —
: ) Port 8
© Link Aggregation FE3 Hybrid 1UP 1UP
© 802 1Q VLAN FE4 Hybrid 1UP 1UP
VLAN Management FES Hybrid 1UP 1upP
PVID Settings FEE Hybrid 1UP 1UP
Port to VLAN FET Hybrid 1UP 1UP
Port-VLAN Mapping FES Hybrid 1U, 20TP 1U, 20TP Port 1
or
Q-in-0 GE1 Hybrid 1UP 1UP R
oo ' HOST 1 VLAN 20
© GARP cE2 Hybrid 1UP 1UP VID=20 ; PVID=20

AD\ANTECH

Enabling an Intelligent Planet




Configure VLAN with CLI Commands

B For Switch 2
« Step 1. Create a new VLAN (VLAN 20)

L name is VLANI

2 Monitoring = Switch / L2 Swiiching / 802.1Q VLAN / VLAN Management
System
£ VLAN Settings A
= L2 Switching
Port Configuration VLAN Action @ Add O Delete
A . T =1
Port Mirror VLAN ID / VLAN List xS“’ltC]l Z(EI\ I— 771 0(1)

© Link Aggregation

Trunk |
VLAN Name / VLAN Prefix

© 802.1Q VLAN

VLAN Management

PVID Settings
B VLAN Table ~
Port to VLAN
VLAN ID VLAN Name VLAN Type Modify
Port-VLAN Mapping
1 default Default Edit
© QinQ —
© GARP 20 VLANOO020 Static Edit | Delete Port 2
VLAN 20 HOST 2

VID=20 ; PVID=20

AD\ANTECH
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Configure VLAN with CLI Commands

B For Switch 2
« Step 2: Assign PVID for port 2 & port 7 (PVID = 20)

nfig)#

; tch
switch (

switch (
switch (
switch (

& Edit Interface Settings A
= L2 Switching

Port Configuration Port Select

Port Mirror PVID 1 (1-4094)

© Link Aggregation .
Accepted Type ® Al O Tag Only (O Untag Only

o 2 aviaN ot I Switch 2(EKI-7710G)

Ingress Filtering

VLAN Management N Trunk |
PVID Settings
Port to VLAN
o S
Port Mzpping B8 Port VLAN Status i
Port Interface VLAN Mode PVID Accept Frame Type Ingress Filtering
© QinQ
GE1 Hybrid 1 ALL Enabled
© GARP
GE2 Hybrid 20 ALL Enabled I
802 3az EEE
GE3 Hybrid 1 ALL Enabled
© Multicast
GE4 Hybrid 1 ALL Enabled
Jumbo Frame ———
GE& Hybrid 1 ALL Enabled Port 2
© Spanning Tree GE& Hybrid 1 ALL Enabled ‘_L AN 20
@ CRnae el e 2 — = | VID=20 ; PVID=20
© X-Ring Pro GE& Hybrid 1 ALL Enabled ’
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Configure VLAN with CLI Commands

B For Switch 2
«  Step 3: Assign VLAN egress rule for port 2 & port 7

vlan add 20 unt

d Monitoring = Switch / L2 Switching / 802.1Q VLAN / Port-WVLAN Mapping
System
B Port-WVLAN Mapping Table
= L2 Switching P Mod Administrative VLAN (o} ional VLAN
ort ode ministrative s perationa s . - -
: Switch 2(EKI-7710G)
Port Configuration GE1 Hybrid 1UP 1UP Trunk |
Port Mirror GE2 Hybrid 1U, 20UP 1U, 20UP
© Link Aggregation GE3 Hybrid 1UP 1UP
© 802.1Q VLAN GE4 Hybrid 1UP 1UP
VLAN Management GES Hybrid 1UP 1UP
PVID Settings GE6 Hybrid 1UP 1UP
i 1) 1
Port to VLAN GE7 Hybrid 1U, 20TP 1U, 20TP
Port 2
GEB Hybrid 1UP 1UP
Port-VLAN Mapping o VLAN 20 HOST 2
. GE9 Hybrid 1UP 1UP B ) B .
© QinQ VID=20 ; PVID=20
GE10 Hybrid 1UP 1UP

AD\ANTECH
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