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Abstract

< This SOP explains how to configure the EKI-6332 & EKI-136x-AE
to build up the wireless connection and set the VCOM mode on
EKI-136x-AE for collecting data from the SCADA PC

<+ Related products:
EKI-6331, EKI-6332, EKI-136x-AE

4

)
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Topology

Ethernet

PC1 o ﬂ. PLC

D) WicFi (((ﬂ-
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EKI Utility create Wi-Fi AP Wi-Fi client
VCOM on PC
EKI-6332 Config : EKI-1361 Config :
WLAN IP: 192.168.1.1 WLAN IP: 192.168.1.2
VCOM mode
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EKI-6332GN Configuration Flow chart

EKI-6332

Ethernet
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EKI-6332

WLAN IP:192.168.1.1
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Device Basic Setting

ADVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Network Settings

This page configures the IP address, subnet mask, DHCP, and cther parameters for vour local area
network that is connected to the LAN port of the device.

Network Settings -

Time Settings
Basic Settings

RADIUS Settings

Metwork Mode: Bridge L — IR ’

. _ Use Default “Bridge” mode
Spanning Tree: Enabled '"* Disabled
STP Forward Delay: 1 (1~30 seconds)

Enable 802.1Q VLAN

Management WVLAN ID: ] (0~4094)

IP Address Assignment

DHCF Client
* StaticIP
IF Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Gateway IPF Address: 0.0.0.0
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TCP/IP Setting
DVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Metwark Mode: Bridge ¥
Network Settings = Spanning Tree: Enabled ® Disahled
STF Forward Delay: 1 (1~30 seconds)

Time Settings

Enable 802.1Q VLAN
RADIUS Settings

Management VLAN ID: 0 (0--4084)

IP Address Assignment

DHCF Client
® Static IP
IP Address: 192.168.1.1 — P Setting
Subnet Mask: 255.255.255.0
Gateway IP Address: 0.0.0.0
DNS 1: 0.0.0.0
DNS 2: 0.0.0.0

Apply Cancel
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Wireless Basic Setting
ADVANTECH Industrial Wireless EKI-6332GN-AE

Status System Wireless Management

Basic Settings = . .
Basic Settings
Profile Settings , , , ,
Use this page to change the wireless mode as well as configure any associated wireless network
. parameters.,
Advanced Settings

Disable Wireless LAN Interface

Traffic Shaping Set to AP mode
Operation Mode: AF | Site Survey | .

Access Control Give SSID
b | I abcde (more...)

WDS Settings Broadcast SSID: ® Enabled Disabled
20211 Mode: B02.11B/G/N r
Channel Mode: 20 MHz v Select channel based on site
Channel: 2462MHz (11) ¥ survey result.
Extension Channel: MNone ¥
Data Rate: Auto v AdeSt the value as
HT Protect: Enabled '® Disahled /Same as your Antenna
0 _—1 ogain
Antenna Gain: _ dEi (default antennas 5dBi)
15

Cutput Power: : iz (15 dBm

\

Adjust the output power
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Wireless Basic Setting

DVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Profile Settings

Profile Settings = : :
. Define each VAP's attribute. Select the security proflle
Advanced Settings

# = Enabled Profile Name & S8ID & Security + VLANID

Traffic Shaping 1 Profile1 abede WPA2-PSK 0

Access Control 2 Profile2 Wireless Open System 0

WDS Settings 3 Profile3 Wireless Open System 0

4 Profiled Wireless Open System 0

3 Profiles Wireless Open System 0

G Profilet Wireless Open System 0

7 Profile? Wireless Open System 0

3 Profiled Wireless Open System 0

Apply Reset
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Security Setting

ADVNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings Define the VAP's basic settings and security settings.

Profile Settings == Basic Settings

Frofile Mame: Profilel
Advanced Settings
S3ID: abcde
Traffic Shaping Broadcast SSID: ® Enahled Disabled
Wireless Separation: Enabled '™ Disabled
Access Control i
WIMM Support: Enahled Disabled
WDS Settings IGMF Snooping: * Enabled Dizabled
Max. Station Mum: 32 (1-32)
Kick STA RSSI: a0 (1~98)

Security Settings

Security setting

Metwork Authentication: WPAZ-PSK
AES

WPA Passphrase: Hkk

Data Encryption:
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Reboot the Device

AP 192.168.1.1

Wireless Management

Password Settings

Firmware Upgrade

Configuration File

=

User Certificates
Remote Services

SNMP Settings

Configuration File

This page allows you to save current settings to a file or lead the settings from the file which was
saved previcusly. You may also reset the current coenfiguration to factory default or reboot the device,

Save Settings to File: Save...

Load Settings from File: BERT  FBETREE
Feset Settings to Default: | Reset |
Reboot The Device: | Reboot |

Reboot the device
and wait for starting
the WiFi service

This device has been reboot, you have to login again.
Please wait for 36 seconds before attempting to access the device again...
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EKI Setting flow chart

NB

Ethernet

Step 1 :Connect the EKI-136x via Ethernet cable to configure EKI
Step 2 : follow the flow chart to set up EKI step by step.
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LAN port configuration

1.EKI Utility will
able to scan the
EKI-136x

Eile View Management Tools Help

3.Click on Launch
browser after
“reboot”. To Enter

el B

R f:'@

1

=~ I Device

- E-i=F ProView Switch

. - # EKI-5729F

&- § EKI-5720F
12] Tlansics Hamaee

EKI-1362
-l§ (MEKI1362-F57634
g Eth1 (192.168.253 103)

et WIAN ] (102 1681 3

----- 3 Bavorites

I';'Iﬂ serial Ports

-l Systern Serial Ports
o | Virtual Com Ports

port configuration

2.Config LAN IP to
be the same
subnet as the PC.

Basic
Lannch Browser
MAC Address |EIEI:DEI:C9:F5:'I"6:34
Address |192.16E=.253.1EIB
Subnet Mask |255.255.255.EI
Defanlt Gateway |192.1I58.253.1
DHCFP Adwvanced Setting

DHCP Timeoutiz)

—

DNE Setting

|Au1::umati1: ﬂ
Primary DNS Server pooo
Secondany DNE Server W
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Wireless LAN (WLAN) Configuration

ICom

Set static IP for the WLAN interface

S

g

L

L.advantech.co

ﬁgme WIlan1 Configuration

E”.' i::n";t Configuration Mode st I

b Emng MAC Address DD—DD—CQ-Fﬁ-/?/ 6-35

e IP Address 192.168.1 2

I?'"_Wireless Configuration Subnet Mask 4552552550

7% Wian 1 Default Gateway

:: o Contouriten DNS ® Aulomalic O Specific
__ . Current Status
Bl To o1 IP 1 192.168.1.2

"_ Management Cave

Click save on every config change,
Note: config will only be activated after device reboot
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Wireless setting (1/2)

ICom

S Wireless Configuration

""" 9 System I @ Mt @ AR L
E}i.Ethernet Configu ’ D Clent il .
'9 e |\ SSID | | ,IM—I 2. Site survey
Lo a1 | Country code | United States *
é@m:esgstes;‘ﬁgu hancel [[11- 2407 6Fs
I— —— L_Encryption . WPA/WPA2-Personal
E’ & Port Configuratic 00:3a:9a:3c:ab:d6 11 -76 dBm WPA-personal
[ Advantecher 00:22:90:50:89:49 1 -88 dBm WPA-enterprise
§ ’,@P”” 00:22:55:f3:74:36 6 .74 dBm  WPA-personal
~Bport2 WiFi 00:22:55:f3:74:32 6 -61 dBm Open
{8 \vonitor Signage 00:3a:9a:3c:ab:d7 11 -74 dBm Open
{0 Ajarm BUFFALO-E9B620 10:6f:3f.e9:b6:22 11 -73 dBm WPA-personal
® 1 sysi0gd || 3.Popup this window,00:22:55:ed:ea:46 11 -67 dBm WPA-personal
&) W Tools Please choose and apply the “SSID” what you are using.
® _Management Apply Close
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Wireless setting (2/2)

AD\\NTECH lCom

* Management

@ Client

Ad-hoc

Pite survey

United States ‘Make sure the SSID is as same as AP

j Channel 11-2.462 GHz
[ Encryptlon - \WPA/WPA2-Personal +
| WPA key 12345678 4. Fill in the AP’s “Password”
Advanced Wireless Settir |f you have configured.
RTS threshold 2347
Fragment threshold 2346
Preamble e Short Long
Roaming Enable @ Disable

[ 5.Save it

Enabling an Intelligent Planet
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COM Port Basic setting

el iCom

Home
ﬁ System

E'. Ethernet Configuration

E' Wireless Configuration

EJ'_ Port Configuration

[ Bpot1 ]

- Aport2

E' Monitor

Ei Alarm

E'. Syslogd

Ei Tools

{0 Vg nagement

Port 1 configuration

Type RS232 WV

Baud Rate 9600 v
Parity None W

Data Bits g v Com port setting
Stop Bits 1 v

Flow Control

Enabling an Intelligent Planet
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COM Port Operation setting

It iCom

& Home

@ system

-l Ethernet Configuration
Eh’- Wireless Configuration
Ellh Port Configuration

- Aport 1

- Bport2
'?"-Mnnitor

@".Nan‘n

&1l sysiogd

& | Tools

E- Management

Port 1 configuration

Basic

Advanced

Mode

Virtual COM Mode W

Host Idle Timeout(s)

Response Timeout(ms)

Frame Break(ms)

Pack conditions (Pack sent immediately when reach 1024 Bytes)

L] By size

Bytes(1 ~ 1024 Bytes)

[] By interval

ms(1 ~ 60000 ms)

[J By end-character

Char Format 'HEX W
Char Value

RVCOM Extra Options

RVcom Number

Port Data Buffering

Media
When Data Full Stop v

[l
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Reboot and Run the ping test

Step 1 :Reboot device after all setting done
=X iCom

Step 2 : ping EKI-6332 to make sure the wireless connection is established

-
ADMNTECH R[efe])7]
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Check wireless connection

You may also check the Wi-Fi signal for AP/client on Web GUI

EKI-6332 Wireless Management

Information

Association List

This table shows the MAC Address,8302.11 Mode,Signal Strength and Connected Time for each
associated device(s).

Connections =

Statistics
ARP Table #+ Interface £ MAC Address & 802.11 Mode 4+ Signal Strength £ Connected Time & Action £
WAPT 00:d0:c9:f7:48:0 802 11B/GIN -32 dBm 24m:49s Kick
Bridge Table
—uf—’;r'll'
3 System . =
EK|_1361 + |l F1he et Cantiguration Setting ) Statistic
= W ireless Sonfiguration
_,_’; .',»:nr.’ 1 Mode lient
r..;xh.'_:_ 1rw..n.|_‘_-v~ ‘ SsSiD testing
Ol BSSID 001970 C1 1E
;- ", Channel/Frequency 2 437 GHz (Channe
=W Bitrate 72.2 Mbps
8l Aam | Tx power T
+ | s ysi000 | Signal Level D
£ |l To0 RSSI 4
W sanagement /
IP address [ 19216
Tx packets
Tx bytes G606 2¢

i Fiosds AD\ANTECH




VCOM Mapping via EKI
Utility
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Topology

PC1

EKI Utility create
VCOM on PC

I1P:192.168.1.x

Ethernet
PLC
) Wi-Fi
Wi-Fi AP Wi-Fi client
EKI-6332 Config : EKI-1361 Config :
WLAN IP: 192.168.1.1 WLAN IP: 192.168.1.2

VCOM mode

ADVNTECH
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Mapping the VCOM on PC1

» .
e .
a N -
/ \,
/ “
4 \
A
1
i — ——
I 1
[l I
[l ]

PLC

) wir (( ![—?IL m

o iy

\ EKIUtlity create’ Wi-Fi AP Wi-Fi client
\, VCOMonPC
N
N QPr102.168.1077 EKI-6332 Config * EKI-1361 Config :
-------- WLAN IP: 102.168.1.1 WLAN IP: 192.168.1.2
VCOM mode

Step 1 :Run the EKI utility on PC1 to scan the EKI-1361.
Step 2 :Right click the device and press “auto mapping”.

£ Advantech £ Devies EonfaureR RO S O

File View MWManagement Tools Help
. - =
& A28 ]a
= tg EET Device ST ]

El tﬁ Serial Device Berver (1) Basic Information

H E bl S s W |

a"'lﬂ FNABLE NT Dg Tvpe | EKI-1361 1.40
M rwwTTTYy EMABLE JIT DIAG

{ el WLAN 1 (19 frach

----- {8 ProView Switch () Refresh Data

----- tﬁ Protocol Switch (0 Locate
----- F&V.Dntes [~ | Subnet Mazk | Drefanlt Cratewanr
H"'ﬂ serial Ports ack Levice 192.168.1.25 255.255.255.0 0.0.0.0

)] System Serial Ports
- | Virtwal Com Ports

Restore to Factory Default Settings

Reset Device

Add to Favorite

Auto Mapping

Manual Mapping

Update Firmware

2552552550 0000

| Host IP

I
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Mapping the VCOM on PC1 (2/2)

= Choose the VCOM port and click “Map Select Ports”

P bamroe et e s |
Batch Automatic Mapping Virtual Com Port Choose the Port

: From Swstern Port JCOM 1 ﬂ Device Twpe |EKI—1361
Select | Address1 | Address2 | Device Port | Sustem Port |
192.168.1.25 192.168.1.2 Port COM 1

Select AN

Clear All

Map Selected Ports

Cloze

Enabling an Intelligent Planet
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Double check the VCOM information

= If the VCOM is mapping successfully, you can see the VCOM port on Utility.
- Click the COM port to double check the VCOM information

File Wiew Management Tools Help

= . .
@ A< @] a B
=)-j=# EKI Device Basic Com Port Information Virtual Com Port Information
EHQ Berial Device Server (1)
- =g EKI361 Nams COML Mode] Hame EKI-1361
=i ENABLE_T_DIAG _
..... o Eth1 (192.168.1.25) Friend Ly Hame |EDG WiZOM Port 1 (COM1)
LS WILAN 1 (1921681 2)
o Pro¥izw Switch (1) Manufactnre [Advantech Co., Lt
j= Protocol Switch (1) Hardware ID [AESPVZEPO0L Address 1 |192.168.1.25
F‘g Faworites
-3¢ Serial Ports Service |AESP‘.?2X Address T |192.168.1 3
il Systern Serial Ports
B- U, et Som Boste—— Remote COM Port |Pl:|1't1 ﬂ
i Ljcot! Lnto Reconnect |E]‘.IB.]J].B ﬂ
See the VCOM Double check |
) o TCP Timeout (000
information Pasity [Wone El
Data Bits B ~|
Stop Bits I =]
Flow Comtrol |Hum ﬂ
Tgnore Purge | Disable -]
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Test VCOM Mode by TestView
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Topology

PC1 ..
- ﬂ._, Loopback
) wir (( ﬂ. ¢
— [ - \/i
EKI Utility create Wi-Fi AP Wi-Fi client
VCOM on PC
EKI-6332 Config : EKI-1361 Config :
WLAN IP: 192.168.1.1 WLAN IP: 192.168.1.2
VCOM mode

This is very important test way to check your device can work or
not !l

Connect the com port which you are mapping to and connected
with loopback connector with the WLAN Device Server

Enabling an Intelligent Planet
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Test Tool: Testview

=  Simulate COM Port mode of the EKI device server.

PC1 _—
~- ‘ L_ Loopback
- ] | .m Wi-Fi (((- I. } &
TestWiew l_lj] |
EKI Utility create Wi-Fi AP Wi-Fi client
VCOM on PC
EKI-6332 Config : EKI-1361 Config :
WLAN IP: 102.168.1.1 WLAN IP: 192.168.1.2
VCOM mode
&l TestView V2.0 A Open Com Fort || -0
| Port | Setting Burning "-.-"."indnjﬁ.-'-.n's‘? e HB"i':'_" _ Step by Step
[ Com Port fon_com_~ ey 225 1 1. Click Port -> Com Port to
TCP/UDP Port omt__~| 0Pots Open Com Port
Open (COM1 - 0Ports =
ST Com Options 2. Set up your serial setting

Exit Baudrate lEII]I:I[I = | [ala Br.s,lﬁhits .

Paity Bts[ieme  +swpmsli <] 3.  Select to the connected

Flow Contrl COM Port and set up option
MNone Hion o
SIRTEICTS 1 DTROSR

ik . Cancel ‘



Test Tool: Testview

4. Click Connect to enable VCOM Port

@ TestView V20
Port Setting Burning Windows About

| Bl Crm Parts

H lisconnect Setup Clear Send Data | | Stop Data | |Start Throughput| | Stop Throughput Terminal
| Port Status Option RTS DTR CTS | DSR | DCD | RI Send Receive Parity Overrun Fram Transmit Rec
Bytes Bytes Error Error Error throughput throu
COM1 Close  9500/N/3/1: Flow DTRRTS " =5 o ¢ @ ¢ 0 0 0 0 0 0

| ‘ : |

5. Click Terminal to send data. See the receive data in Terminal as well.
o | [ |-

@l TestView V2.0

Port Setting Burning Windows About
ﬂCDm Parts o || = || =
Connect |Disc0nnect| | Setup | | Clear | |Send Data| Stop Data | | Start Throughput| | Stop Throughput
Port Status Option RTS | DTR | CTS DSR DCD | RI Send Receive Parity Overrun Fram Transmit Rec
Bytes Bytes Error crror Error throughput throu
COM1  Connect S9S00/N/3/1: Flow DTRRTS " = i 0 0 0

4 2

<8l COM1 (9600/N/8/1: Flow DTRE TS) EH__@

Send the data and see the
receive data
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