EKI-6332 & EKI-136x-BE
USDG Setup Example

Revision Date  Revision Description Author

May/2018 V1.0 Initial release ICG AE Jacky.Lin

Enabling an Intelligent Planet ADNANTECH



Abstract

\/
0’0

L)

0

4

o0

4

o0

Partl : This SOP explains how to configure the EKI-6332 & EKI-
136x-BE to build up the wireless connection

Part 2: This SOP also shows how to set the USDG Client/Server
mode on EKI-136x-BE for collecting data from the SCADA PC .

Related products:
EKI-6331, EKI-6332, EKI-136x-BE

Requirement: EKI-6332, EKI-136x-BE, TestView tool (Third“pa;gt;it'
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Wi-FI connection Setup Between
EKI-6332 & EKI-136x-BE
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EKI-6332 --- EKI-136x-BE
wireless connection setting Topology

Wireless Client
Wireless AP

EKI-6332
SSID :testing0523

EKI-136x-BE

Ethernet

(0  wiF
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EKI-6332 Configuration Flow chart

EKI-633x

Ethernet

i
T
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EKI-6332

WLAN IP:192.168.1.1
SSID:testing0523
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Device Basic Setting

ADVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Network Settings

This page configures the IP address, subnet mask, DHCP, and cther parameters for vour local area
network that is connected to the LAN port of the device.

Network Settings -

Time Settings
Basic Settings

RADIUS Settings

Metwork Mode: Bridge L — IR ’

. _ Use Default “Bridge” mode
Spanning Tree: Enabled '"* Disabled
STP Forward Delay: 1 (1~30 seconds)

Enable 802.1Q VLAN

Management WVLAN ID: ] (0~4094)

IP Address Assignment

DHCF Client
* StaticIP
IF Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Gateway IPF Address: 0.0.0.0
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TCP/IP Setting
DVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Metwark Mode: Bridge ¥
Network Settings = Spanning Tree: Enabled ® Disahled
STF Forward Delay: 1 (1~30 seconds)

Time Settings

Enable 802.1Q VLAN
RADIUS Settings

Management VLAN ID: 0 (0--4084)

IP Address Assignment

DHCF Client
® Static IP
IP Address: 192.168.1.1 — P Setting
Subnet Mask: 255.255.255.0
Gateway IP Address: 0.0.0.0
DNS 1: 0.0.0.0
DNS 2: 0.0.0.0

Apply Cancel
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Wireless Basic Setting
ADVANTECH Industrial Wireless EKI-6332GN-AE v

Status System Wireless Management Tools

Basic Settings ==

Basic Settings

Use this page to change the wireless mode as well as configure any associated wireless network
parameters.

Profile Settings

Advanced Settings
Disable Wireless LAN Interface

Traffic Shaping Set to AP mode
Cperation Mode: AP ¥ || Site Survey Give SSID

Access Control ssID: testing0523 (more...)

WDS Settings Broadcast SSI0: ® Enabled Disabled
802.11 Mode: 802.118/G/N v
Channel Mode: 20 MHz - Select channel based on site
Channel: 2437MHz (6) v survey result.
Extension Channel: Mone ¥
Data Rate: Auto v Adjust the value as
HT Protect: Enabled ® Disabled ame as your Antenna
0 _—1 ogain
Antenna Gain: .0 dBi (default antennas 5dBi
Cutput Power: .;2 - 12 dBm
Apply | | Cancel \ Adjust the output power

ADVANTECH
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Wireless Basic Setting

DVMNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings

Profile Settings

Profile Settings = : :
. Define each VAP's attribute. Select the security proflle
Advanced Settings

# = Enabled Profile Name & S8ID & Security + VLANID

Traffic Shaping 1 Profile1 abede WPA2-PSK 0

Access Control 2 Profile2 Wireless Open System 0

WDS Settings 3 Profile3 Wireless Open System 0

4 Profiled Wireless Open System 0

3 Profiles Wireless Open System 0

G Profilet Wireless Open System 0

7 Profile? Wireless Open System 0

3 Profiled Wireless Open System 0

Apply Reset
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WIiFi Security Setting

ADVNTECH Industrial Wireless EKI-6332GN-AE

Status Wireless Management

Basic Settings Define the VAP's basic settings and security settings.

Profile Settings == Basic Settings

Frofile Mame: Profilel
Advanced Settings
S3ID: abcde
Traffic Shaping Broadcast SSID: ® Enahled Disabled
Wireless Separation: Enabled '™ Disabled
Access Control i
WIMM Support: Enahled Disabled
WDS Settings IGMF Snooping: * Enabled Dizabled
Max. Station Mum: 32 (1-32)
Kick STA RSSI: a0 (1~98)

Security Settings

Security setting

Metwork Authentication: WPAZ-PSK
AES

WPA Passphrase: Hkk

Data Encryption:
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Reboot the Device

AP 192.168.1.1

Wireless Management

Password Settings

Firmware Upgrade

Configuration File

=

User Certificates
Remote Services

SNMP Settings

Configuration File

This page allows you to save current settings to a file or lead the settings from the file which was
saved previcusly. You may also reset the current coenfiguration to factory default or reboot the device,

Save Settings to File: Save...

Load Settings from File: BERT  FBETREE
Feset Settings to Default: | Reset |
Reboot The Device: | Reboot |

Reboot the device
and wait for starting
the WiFi service

This device has been reboot, you have to login again.
Please wait for 36 seconds before attempting to access the device again...

Enabling an Intelligent Planet
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EKI-136x-BE Setting flow chart

EKI-136x-BE

NB
’ Ethernet [

Step 1 : Connect the EKI-136x-BE via Ethernet cable
Step 2 : follow the flow chart to set up EKI-136x-BE step by step.
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LAN/WLAN configuration on Utility

ick on Launch
Advantech EKI Devi ser to go the
File View Management Tools Help \AZ
ebGUI.

1.EKI Utility will
able to scan the —_
EKI-136x-BE

- EKI-1362-EE
- EKI-1362-BE-FCAT3E

~{=# Protocol Switch (0
Favorites
Eli wertal Ports

----- :iﬂ Svstem Sexial Ports

- g Virtmal Com Ports

 Note: Please make sure the
FW version information.

Note:

Basis |
Lannch Browser .
MAC 4dd O0:D0:COFCAT5E 2.Config
e [00DOCOFCAT LAN/WLAN IP to
Static [P ~| | be the same
Address W subnet as the PC.
Subnet Mask [255.255 2550 Then, press “apply
button.
Diefanlt Gratewsans I
DHCF Advanced Sething
’7DHCP Timecut(s) |_?-n—

DN Setting
[—— |

. You can refer the following link for latest

are bridge together in the . Therefore,

there is only one IP (LAN Interface)you could set on the EKI utility. You won’t see the WLAN IP
setting interface.
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http://support.advantech.com/support/DownloadSRDetail_New.aspx?SR_ID=1-1FLDMSV&Doc_Source=Download

LAN/WLAN Configuration on WebGUI

EKI-1362-BE web configuration interface Logout
ADVANTECH >

Overview = Home [ Network Settings / LAN
@ Network Settings Set static IP for the LAN/WLAN interface
£+ LAN Interface Setup A
LAM
F Wireless Settings Local Hostname
% Port Configuration Network mode Static IP v
L Monitor
IP Address 192.168.1.62
A Alarm
Subnet Mask 2552552550
[# Administration
Default Gateway 0.0.0.0

pNs @ Automatic O Specific

MAC Address 00:DD:C9:FC:AT:2B

Click apply on every config change,
Note: config will only be activated after device reboot

ADVNTECH
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Wireless basic setting
EKI-1362-BE web configuration interface

Overview = Home / Wireless Settings / Basic

@ Network Settings
#+ Basic Wireless Settings

= Wireless Settings

Wireless Network Set it to Client mode.
Basic
Advanced Operation Mode Client v
Security 5sID testing0523
Statistics sssip  00:DO:COFCAT-3C Make sure the SSID is as
same as AP
Site Survey Operation frequency
Log
Country Code US (United States) v
& Port Configuration
Channel Selection Auto v

[ Monitor

=

[# Administration

Enabling an Intelligent Planet
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WIiFi Security Setting

EKI-1362-BE web configuration interface Logout
ADVANTECH ? =

Overview = Home / Wireless Setlings / Security

@ Network Settings
3 Wireless Security/Encryption Seftings

= Wireless Settings

Security Policy

Basic
Advanced Security Mode WPRA-Personal v
Security WPA Pre-shared Key
Statistics WPA Version WPRAZ v
Site Survey
WPA Cipher TKIP+AES v
Log
Pass Phrase password
& Port Configuration ® Unmask )
- B Make sure the security
Monitor .
[ Apoly | type and passphrase is as
4 Atam same as AP.

[# Administration
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Reboot and Run the ping test

Step 1 :Reboot device after all setting done

& Port Configuration Reboot

L Monitor
L Alarm £ Ping

[# Administration
IP Address / Name

System

Syslog

HTTP
Configuration
Fimmware Upgrade

Tools

Step 2 : ping EKI-6332 to make sure the wireless connection is established

#& Port Configuration Reboot Reboot
J Monitor
L Alarm £+ Ping
[ Administration -
IP Address / Name 192.168.1.1 EKI 6332 IP
System
Ping results PING 192.168.1.1 (192.168.1.1): 56 data bytes
Syslog 64 bytes from 192.168.1.1: seq=0 tt=64 time=6.540 ms
64 bytes from 192.168.1.1: seq=1 tt=64 time=2.300 ms
HTTP 64 bytes from 192.168.1.1: seq=2 ttl=64 time=5.470 ms
64 bytes from 192.168.1.1: seq=3 tt=64 time=3.300 ms
Configuration 64 bytes from 192.168.1.1: seq=4 tt=64 time=6.450 ms
Fimmware Upgrade — 192.168.1.1 ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
Toals round-trip min/avg/max = 2.300/4.872/6 840 ms

[Pino]
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Wi-Fi connection check up

You may also check the Wi-Fi signal for AP/client on Web GUI

EKI-6332 Wireless Management

Information

Association List

This table shows the MAC Address,8302.11 Mode,Signal Strength and Connected Time for each
associated device(s).

Connections =

Statistics
ARP Table #+ Interface £ MAC Address & 802.11 Mode £ Signal Strength ¢ Connected Time £ Action £
- 1 VAP 00:d0:c9:f7:48:0 802 11B/GIN -32 dBm 24m:49s Kick
Bridge Table
EKI-1362-BE web configuration interface Logout

EKI-1361

= Home / Wireless Seftings / Statistics

@ Network Settings

B Oveniew -~
= Wireless Settings
Information Name Information Value
Basic _
Mode Client
Advanced 331D testing0523
Securi
2Ly Channel / Frequency channel 11 (2462 MHz)
Statistics
BB Receive Statistics ~
Site Survey
Information Name Information Value
Log
BSSID 00:DO:C9:F7:96:36
& Port Configuration
- Signal Level -35 dBm

2 Monitor

BT iAAn cbadoe
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Test USDG Server Mode by
TestView
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USDG Server Mode
Operatlon TOpOIOgy Set the EKI-136x-BE in

USDG server mode on
serial port setting

EKI-136x-BE Serve
IP 192.168.1.24

Wireless AP

£
\
o EKI-6332
host Q;\\(\ 192.168.1.x

=7 - Host initial the connection

TCP Client
IP 192.168.1.1

ADVNTECH
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Serial Port Setting (1/2)

EKI-1362-BE web configuration interface L
ADMNTECH g

Overview = Home [/ Port Configuration / Port1

@ Network Settings

Basic = Operation  Advanced Com port setting
= Wireless Settings

# Port Basic Configuration

& Port Configuration

Port 1 Type RS485 v
Port 2
Baud Rate 9600 L
[J Monitor
Parity None v
LA Alarm
Data Bits 8 ¥
[# Administration
Stop Bits 1 v
Flow Control Hone r

Click save on every config change, but config
will only be activated after device reboot

Enabling an Intelligent Planet
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Serial Port mode setting (2/2)
USDG server mode

EKI-1362-BE web configuration interface Logout
ADMNTECH —

Overview = Home / Port Configuration / Port1

@ Network Settings

Basic Operation Advanced

= Wireless Settings USDG Data Mode

$# Port Operation Configuration

& Port Configuration

Port 1 Mode USDG Data Mode v
Port 2
Protocol TCP v
3 Monitor
Data Idle Timeout(s) 60 (0-65533)
A Alarm
Data Listen Port 5300 (1-65533)
[# Administration
Command Listen Port 5400 (1-65535)
Response Timeout{ms) 0 (D - 65535)
Frame Break(ms) 0 (0 - 65535)

TCP Mode Extra Options

Device server will listen to
TCP port 5300

Enabling an Intelligent Planet
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Reboot the EKI-136x-BE device

Step 1 :Reboot device after all setting done

IP Address / Name

ADVNTECH
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USDG Server Mode
Test by TestView

1st,
EKI-1362-BE TCP Server
TCP Client : .
Wireless AP IP 192.168.1.24
IP 192.168.1.1 - work as display
host ~ < N
Dl% Ethernet, RS-485 D
= EKI-6332 ,

=

I <81 Open TCP/UDP Port =8 E= <
T TCP/UDP SETUP
Zz:e Connec tion Type IP Adress Start Port| Quantity
TCP Client __~| 192.168.1.24 5300 1Ports| ~
0.0.0.0 4001 16Ports
0.0.0.0 4001 16Ports
0.0.0.0 4001 16Ports
l OK ] l Cancel ]
IP address: TCP Server IP (device server)
Start Port: TCP Server listen Port (device Server)
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USDG Server Mode
Test by TestView

2nd,
EKI-1362-BE TCP Server
TCP Client : .
Wireless AP IP 192.168.1.24
IP 192.168.1.1 - work as display
host ~ |
<Ethernet
EKI-6332

Open -
oz From |COM3 - | Quantity -
Exit COM1 - 0Ports =

COMA1 - 0Ports
COMA1 - 0Ports

Baudrate [9800 v] Data anlabils 'l

Parity EI\ts[None v] Stop Bits l1 vl

Flow Contral
[ Nane [] Xon/Xoff
RTS/CTS DTR/DSR
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TCP Client

IP

ereless AP EKI- 1362-BE TCP Server
192.168.1.1

use

IP 192.168.1.24

A

Ry

work as display

host

€= = -

<Etherne;

EKI-6332

_____________________________ >
TestView to create a TCP Client

H TestView V2.0 =1 X

Port  Setting Burnin: g Windows About
_ | u
81 TCP/UDP Ports = uﬁl G- &l Com Ports ===
I COHHECL’LiSIei Disconnect Clear Send Data | | Stop Data || Start Thoughput || Stop Thoughput || Terminal }‘SCD”W“ Setup Clear Send Data | | Stop Data | |Start Throughput | | Stop Throughput Terminal
Port Status Source Destination Send Receive Transmit Receive Ru| I | Port | Status Option RTS | DTR | CTS | DSR | DCD | R Send Receive Parity n | Fram Transmi it
Bytes Bytes throughput | throughput T, Bytes Bytes Error E rror Error | throughput
Tep_client Disyonect 192.168.1.24:5300 0 13 0 0 COM3 Close  8S600/N/B/1: Flow DTRRTS a =52 o o 9 @ ] 13 0 13 0 ]
— [ e—
4l r < [l G
P C t to initial th ti Host initial th ti
5 T
8l TCP/UDP Ports :ﬁrﬁ& " &8 Com Ports E=3 BB
i
v Stop 5 shput | | Stop hp i
Connect/Listen m nect l Clear ” Send Data ] l Stop Data I [ Start Thoughput I [ Stop Thoughput ] l Terminal I = Connect [Dlsconnect] [ Setup ] [ Clear ] [ Send Data] Stop Data | | Start Throughput | | Stop Throughput
Port Status Source Destination Send Receive Transmit Receive Ru |i Pord] Status Option RTS | DTR | CTS | DSR | DCD | RI Send Receive Parity | Overrun Fram Transmi it
Bytes Bytes throughput | throughput T Bytes Bytes Error Error Error | throughput
Tep_client Connect 92.168.1.1:50554 192.168.1.24:5300 o 0 0 o COM3J Connect SROO/MN/E: Flow DTRRTS ‘ ‘ - ) 9 @ 0 0 o o o 0

— {
[l r < v
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TCP Client W,re|ess AP EKI-1362-BE TCP Server work as display

IP 192.168.1.1 ‘q IP 192.168.1.24
host = :
<Ethernet ,
EKI-6332
6 _________________
use TestView to create a TCP Client use TestView to create a COM pol

after starting connection, data can be sent by both side

<8I TCP/UDP Ports o [= ][5 | M comPorts o [[@][E=
te ‘Dis Connect |Discnnnect| | Setup | | Clear ‘ | Send Data | Stop Data | | Start Throughput | | Stop Throughput Termina |
rt Staty Receive Rt Port | Status Option RTS | DTR | CTS | DSR | DCD | RI send Receive Parity | Overrun | Fram Transmit
hput i Bytes Bytes Error Error Error | throughput | {
nnnnnnnnnnnnnnnn Connect  9600/N/8/1: Flow DTRRTS s = o © @ @

Bl COM3 (9600/N/8/1: Flow DTRRTS) [= ===
1y lient

Enabling an Intelligent Planet

ADVANTECH




Test USDG Client Mode by
TestView
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USDG Client Mode
Operatlon TOpOIOgy Set the EKI-136x in

USDG Client mode
on serial port setting

EKI-1362 TCP client
IP 192.168.1.24

Wireless AP
L) A-
€ == =" >
e work as display
EKI-6332 _ -
192.168.1.x - -
=T EKI-136x initial the connection

Once the PC2 send the data to host

TCP Server
IP 192.168.1.1

ADVNTECH
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Serial Port Setting (1/2)

EKI-1362-BE web configuration interface L
ADMNTECH g

Overview = Home [/ Port Configuration / Port1

@ Network Settings

Basic = Operation  Advanced Com port setting
= Wireless Settings

# Port Basic Configuration

& Port Configuration

Port 1 Type RS485 v
Port 2
Baud Rate 9600 L
[J Monitor
Parity None v
LA Alarm
Data Bits 8 ¥
[# Administration
Stop Bits 1 v
Flow Control Hone r

Click save on every config change, but config
will only be activated after device reboot
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Serial Port mode setting (2/2)
USDG client mode

EKI-1362-BE web configuration interface Logout
ADVNTECH ¢ -

Overview = Home / Port Configuration / Port1

@ Network Settings

Basic Operation Advanced

© Wireless Settings USDG Data Mode

# Port Operation Configuration

& Port Configuration

Port 1 Mode USDG Data Mode v
Port 2
Protocol TCP v
L3 Monitor
Data Idle Timeout(s) 60 (0-65535)
L\ Alarm
Data Listen Port 3300 (1-65535)
(¢ Administration
Command Listen Port 5400 (1-65535)

M CEEQEY

Peer for Receiving Data

Peer Number E v

# LocalPort Peer IP address Port

1 0 | 192.168.1.1 5000 |

Ent Il use an random \ Host’s IP and TCP port

TCP port to build up connection to Host

PC
Enabling an Intelligent Planet AD\ANTECH




Reboot the EKI-136x-BE device

Step 1 :Reboot device after all setting done

IP Address / Name

ADVNTECH
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USDG Client Mode
Test by TestView

1st,
EKI-1362-BE TCP Client
T||S:1F:325 fé;rgvf ; Wireless AP IP 192.168.1.24 F’_C2 work as
port 5000 - ; display
host = < N
Dﬁ <EtherneL EKI-6832
"- 192.168.1.2

Port | Settin
|
Open 4l Open TCP/UDP Port = -2
e
Exit TCP/UDP SETUP
Connection Type IP Adress Start Port | Quantity
LiceSever | 192 1681 1 5000 e |
0.0.0.0 4001 16Ports
MNone »|10.0.0.0 4001 16Ports
[None vl 0.0.0.0 4001 16Poris
| OK | Cancel
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USDG Server Mode
Test by TestView

2nd

EKI-1362-BE TCP Client
T||S:1szs fé;;vf ; Wireless AP IP 192.168.1.24 F’_C2 work as
5000 9 : display

port 5000
host = | < S
<Ethernet
EKI-6332

&8 Open Com Port

ProTr e
Com Region
Open
From JCOM3 ~ | Quantit oSl Re
Exit COM1 - 0Ports =
COoM1 - 0Ports
COMA1 - 0Ports
Com Options

Baudrate [9800 v] Data anlabils 'l

Parity EI\ts[None v] Stop Bits l1 vl

Flow Contral
[ Nane [] Xon/Xoff

RTS/CTS DTR/DSR

ADVNTECH
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TCP Server : EKI-1362-BE TCP Client PC2 work as
IP 192.168.1.1 erel?ss AP IP 192.168.1.24 display

port 5000 "
host i

<Ethernet

EKI-6332

€= = -

use TestView to create a TCP Client use TestView to create a COM port

w
a

B TCP/UDP Ports o (@] =]

<8 Com Ports [E=H E=H ™

Port

Clear Send Data ” Stop Data H Start Thoughput ‘ Stop Thoughput | | Terminal ] isconnect Setup Clear Send Data | | Stop Data | | Start Throughput | | Stop Throughput Terminal

Overrun
Error

Source ‘ Destination ‘ Send Receive Transmit Receive Runnin(

Status ‘ Option ‘ RTS ‘ DTR | cTs

DSR DCD | RI Send Receive Fram
Bytes Bytes Error | throughput
COM3  Close |  9600/N/3/1: Flow DTRRTS a o @ o o @ 0 0 0 0 0 []

1|

Parity
Erros

Transmit ‘

Press “Connect button” and
See the TCP Server is waiting for connection

v

ol Com Ports [r=e =]
Connect [Dlsconnect][ Setup ][ Clear ][Send Data] Stop Data | | Start Throughput | | Stop Throughput

Port]

o8l TCP/UDP Ports :”jﬂf ]
connectListen| |Disqifaect| [ Clear || Send Data || Stop Data | | Start Thoughput || Stop Thoughput | | Terminal .

Port Status Source Destination send Receive Transmit Receive Running
Bytes Bytes throughput throughput Time
Tep_server Watting. 92.168.1.1:5000 [) [ [ 0 000

CTS

Status ‘ Option ‘ RTS ‘ DTR

DSR | DCD | RI Send Receive Parity Overrun Fram
Bytes Bytes Error Error Error throughput

com3 Connect SROOMIE/1: Flow DTRRTS a o @ o o @ 0 0 0 0 [] 0

Transmit |

< v

T Il r e = = = F = T 3§y F 1 ]
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TCP Server _ EKI-1362-BE TCP Client
IP 192 168.1 1 ereless AP IP 192.168.1.24

port 5000 .
host o

<Ethernet

EKI-6332

PC2 work as
display

€ == —_—

Once the PC2 starting sending data, EIEKI will make the connection to Host PC
1

" =l B X
E TestView V2.0 P 4 a - EI_L.L@II TestView V2.0 =] [
Port Setting Burning Windows About

Port Setting Buming Windows About

I
.
& TCP/UDP Ports \?\Fla' & Com Ports S E =

I
Discnnnacl” Clear ”Sand Data || Stop Data || Start Thoughput | | Stop Thoughput l Terminal | I

Port Status Source Destination Send Receive Transmit Rece I Port | Status | Option ‘ RTS | DTR ‘ CTS| DSR ‘ [ ‘ m‘ Send | Receive ‘ Parity ‘ Overrun | Fram ‘ Transmit ‘ R
E E

ve Runni e
Bytes Bytes throughput | throughput “’"l Bytes Bytes rror rror Error | throughput | thro
Tep_server 215311-5000 182 168.1.24:37257 0 5 0 0 nnl COM3  Connect  9800/N/E/: Flow DTRRTS o = ) £ 0 o 0 0 0
4 L b »
e Caniiln? 1631 1:5000
l 11111

Receive the

Connect | [Disconnect 1] [_Setup ][ Clear | [SendData]  Stop Data | [Start Throughput| | Stop Throughpull| [ Termina ]

& COM3 (9600/N/8/1: Flow DTRRTS)

Key the data
data

O R N R S R R R R R
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