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B Problem Description:
This document shows how to use RESTful API to access iRTU devices.

B Answer:
RESTful is a Request-Response protocol in Client-Server network architecture. It composed
by URL, HTTP Method, and Content.
For example,
— URL: http://myserver/tasks
— HTTP Methods: POST, GET, PUT, PATCH, DELETE
— Content: XML, JSON

Request  hitp:/imyserver/tasks

HTTP GET

Response
xml 200 OK

Media-type

Using browser to open a website is also using RESTful. For ADAM-3600, it is provided several
useful RESTful APIs, and the method is listed as below.

GET Get Tag date/IO data

Get version

Get data logger information

Get update information

PUT Login/Logout

Update Tag date/IO data (RW)
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PATCH Calibration
Time Setting
Data logger query
POST Firmware upload

Firmware update

Log message

l. Install REST API Testing Tool
There is one Tool for testing REST API called as Restlet Client.
User could search and install it in Google Chrome Plug-in.

@ =2 | https://chrome.google.com/webstore/detail/restlet-client-rest-api-t/aejoelaoggembcahagimdiliamlcdmfm
%
_© - Restlet Client - REST API Testing S CHROME
Restlet
Fokdkk (2652 ESASTE
a EL e i {ERIRE
°
| FOAERERETRT
i @ momuEEs
o Visually create and run single HTTP
BFF requests as well as complex
scenarios. Automate your API tests
with our CI/CD plugin.
[Please scroll down for permissions ’
i C
1
‘ ’
[
Py
|
&
LEIEEE] ot @
| == = = —= =
RESTful API Client JSONView _ Postman Interceptor _ Sureutils » REST API aeivy
Kk (9) i *hkkd (2673) JO Khkkd (652) Q Client 8 o &

Kkkokk (12)

Il. Add the ADAM-3600 webpage into safety website

Because of https protocol license authentication limitation, user needs to open ADAM-3600
webpage in the browser first.

Add the ADAM-3600 webpage (ex. https://172.16.12.141/login.html ) into safety website
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User may close the webpage once after adding the webpage into trust websites list.

1. Examples of ADAM-3600 RESTful Command

3.1Login

3.1.1 Refer to “ADAM-3600 RESTful Specification”. Find URL, Method, and Content.
http://support.advantech.com.tw/Support/DownloadSRDetail _New.aspx?SR_1D=1-1KPLJQG&Doc_Source=Download

2.10 Login/log out

2.101 Login

fsysflcg_in

Description Login the device for configuration or image updating.
URL Structure https://10.0.0.1/sys/log_in/
HTTP Method PUT:
GET None
PUT Request: PUT /svslog in
[Example]:

® Request: PUT /sys/log_in
Content-type: application/json

{
"password":"00000000"
¥
Pesponse:
{
"sesion_id": "c9f4bafP1d3ededTciblBe598c5T1165",
¥

3.1.2 Select the method as “PUT”, and key in the URL based on the ADAM-3600 IP
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“https://172.16.12.141/sys/log_in”.

3.1.3 Select HTTP Header includes Referer “https://172.16.12.141/” and Content-Type
“application/json”.

3.1.4 Fill the content with users’ password {“password”: “00000000”} in BODY.

3.1.5 Press Send button.

3.1.6 User may get the Response 200 OK and session id. It shows logging in successfully.
3.1.7 Copy the session id for further applications.

I PUT ~ | @ hitps/1172.16.12.141/sys/log_in I W
+ QUERY PARAMETERS ength: 32 byle
HEADERS |13 Form ~ Text
@ Referer hitps://172.16.12.141
@ Content-Type application/json
+ Add header Add authorization 8
L JSON | XML | H 4 al -]
Response Cache Detecte apsed Time: 1.12
208 0K
HEADERS prety - 4 b BODY pretty ~

session_id : "eeeded77514789eb68ce2dd524cd5e257¢6"

©Top OBotiom @ Collapse Open Wh2Request @ Copy & Download

3.2 Get Tags’ information
3.2.1 Refer to “ADAM-3600 RESTful Specification”. Find URL, Method, and Content.

* 2.8 TagInformation~

. 2.8.1 System Tag - Data Acquisition+
/data/ tags/+
o
Description+ Retrieves information about the digitaloutput value resource on |+
specific slot.«
UEL Structure + https://10.0.0.1/data’tags +
a System tags can’t enter next level.«
HTTP Method + GET: Returns the representation of all of tag resources include |
a value, quality and timestamp+
GET» Mhulti-Tag Request: + [+
GET / data/tags/+
u
[Example]:+

® Request : GET /data’ tags /v
Content-type: application/json+
Response: 200 OK +
{+
"#3YS_UPTIME": {«

"valug": "733".+
"quality”:  "0000H"+
"timestamp": "1421395474.600190"+

j

3.2.2 Select the method as “GET”, and key in the URL based on the ADAM-3600 IP
“https://172.16.12.141/data/tags”.
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3.2.3 Select HTTP Header includes:
msg.headers['Referer] = 'https://127.0.0.1/;
msg.headers['Content-Type'] = ‘application/json’;
msg.headers['Cookie'] = "ADAMSID="+sessionID;

3.2.4 Press Send button.

3.2.5 User may get the Response 200 OK and Tags information.

» QUERY PARAMETERS

HEADERS 12 Form - <« » BODY
@ | Referer NMips /172.16.12.141 XHR does not allow payloads for GET request
# Content-Type application/json
@ Cookie ADAMSID=000d0d77514789_.
+ Addheader | P Add authorization C]
Response Cache Detected - Elapsed Time: 421ms
2008 0K
HEADERS prefty + 4 »  BODY pretty

user@ : -
value : "e.ee”,
quality : “88eeH",
timestamp : "1524122426.827197"

+ COMPLETE REQUEST HEADERS B
#SYS_UPTIME @ -
value : "6157,

quality : “eeeeH”,
timestamp : "1524122962.988824" OQTop ©Bottom SColapse B0Open Wh2Request @HCopy & Download

3.3 Change DO value
3.3.1 Referto “ADAM-3600 RESTful Specification”. Find URL, Method, and Content.
PUT+ Single Channel Bequest: + "
PUT /data/do_value/dot_index/ch_num+
[Exammple]+
®  Fequest PUT /data’do_value/slot_0/ch 2+
Contert-type: application] sops
{+
"Wd":0.+
o
Eesponse: 200 OE+
+
{+
"Val":0.+
I
+
Eesponse: 200 OE+
+
a
PATCH+ + "

g
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®  J30N arrayname defimition-+
Field. Ahbr?iaﬁ“ Data Type.
Array of Digital mput confipurations.. DOV Array., #
+
®  PBesource value definitions -+
Field. Abbreviation.  Data Type. Property. Deseription .
Channel Number . Ch. Mumber . E. 0,1, ...: Digital putput channel number. .
Mode., Md.. MNumber.  BW. Digital output mode..,
0. DO,
1. Pulze Qutput., +
Signzl Logic Stztus. Stat., Number. R. 1, 0: Qutput signzl s Logic High or Low..
Chennel Value., Val. MNumber.  BW. DO measurement data

3.3.2 Select the method as “PUT”, and key in the URL based on the ADAM-3600 IP
“https://172.16.12.141/data/do_value/slot_0/ch_0”.

3.3.3 Select HTTP Header includes

Referer “https://172.16.12.141/” , Content-Type

“application/json”, Cookie “session id”.
3.3.4 Fill the content with the modified channel value {“val”: “1”} in BODY.

3.3.5 Press Send button.
3.3.6 User may get the Response 20

0 OK and Werite Success.

3.3.7 User could check if the channel 0 has been changed.

@ hitps://172.16.12.141/data/do_value/slot_0/ch_0 I

I PUT

—
» QUERY PARAMETERS

HEADERS “ |3
@ Referer hitps:/172.16.12.141
@ Cookie 000d0d775147890b68ce2dd524cd5e257c6

@ Content-Type application/json

+ Add header Add authorization

Response

HEADERS

application/json

Content-Type:
Content-Lengtn:

Date

Server:

pretty =

280 0K

‘ »  BODY

Success : "HWrite Success”
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