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B Problem Description & Architecture:

WebAccess supports both OPC UA server and client. When OPC UA server feature is enabled at SCADA
node, all Webaccess tags will be imported into OPC UA server so that other third party OPC UA clients can
get tag value from it.

OPC UA Client

OPC UA

WebAccess OPC

WebAccess)

UA Server

Some customers want to change value from OPC UA client. In webaccess, the following steps must be

done:
WebAccess OPC UA Server

1. Enable OPC UA Server

2. WebAccess tag property “Read Only” should be NO.

3. After downloading project, Basic128Rsal5 should be enabled at Security Setting of WebAccess UA

server.

WebAccess OPC UA Client or other third party clients:

1. User authentication is necessary when connecting to OPC UA server

B Brief Solution - Step by Step:

WebAccess OPC UA Server

OPC UA Client

(UaExpert,
WebAccess)

OPC UA

WebAccess OPC

UA Server
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1. Enable OPC UA Server in node property

SMS When Ack Alam () Yes ®)No
Disable Deadband Checking For Minute Data (| Yes ® No
Modbus Listening Port [0 |

Send Where I Am To IP Address |

Send Where IAmToPort [0 | (Partl Port)

2. Tag property “Read Only” should be NO.
Tag Type Constant (analog)
Tag Name AAA
Scan Type Constant Scan
LogData No
Data Log Dead Band 3 °
Write Action Log Yes

[ reon ]

3. After downloading project,Basic128Rsal5 should be enabled at Security Setting of WebAccess UA

server.
N
Show
Hide
¥ Basic128Rsals 1 Application Certificate  » i i
N : Manage Certificates = m
[ Basic256 Security Setting )
¢ I E
- Exit
b MNone
— v D
= |
o Customize...
. L Jl_

Note: Security setting will be reset after re-downloading the webaccess. Please enable Basic128Rsal5
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again.

WebAccess OPC UA Client or other third party clients:

OPC UA Client
(UaExpert,

WebAccess)

OPC UA WebAccess OPC

UA Server

1. server authentication is necessary when connecting to OPC UA server

WebAccess:
1) Click Add Comport

X Find: | OPCUA

'3 ADAM3600 ~

ATV AN SAN

AlarmMansgementSystem EventLoz H
Map Excel Report MOTT Connection

Start View Start Draw Download Gr
Node: Test+ ADAM3G00

[Caacel]
Inertce Neme
Comport Number
Description | Description
Scan Time OMilliSecond ® Second OMinute ) Hour
Timeout MilliSecond
Rey o
Auto Recover Time Second
Back Pt Nomber [0

Scan Devices in Parallel | ) Yes ®'Na

[Cancer) | Submi |

2) Add OPCUA Device with authentication 1, security Policy 1 and security mode 1. User Name and
Password are the same as WebAccess. WaCert.pfx is default private key located at
\WebAccess\Node\cert. CertiPassword of WaCert.pfx is none. IP is the location of the OPC UA
server and port number should be the same as the port setting in the WebAccess OPC UA Server.
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Device Property  [Cancel]
Device Name |ua‘1 |

Deszcription | |

Unit Number [0 |
Devin Ty
IP Address [172.16.12.188 |

Primary Port Number |12346
Device Address | | ifother than Unit Number

IP Address | |

Secondary Port Number I:I

User Mame/Password/Certificate/CertPassword |admin/{]l]DD/WaCert.pr/ |
Security Policy(0:None, 1:Basic128Rsa15, 2:Basic256) |:| Security Mode(0:None, 1:Sign, 2:Sign&Encrypt)
Authentication(0-:Anonymous, 1:UserMame) l:l Create Monitor ltems per Communication | 10000

Show
Hide
Application Certificate  » P

Manage Certificates
Security Setting

orttnumber:

File Help o

Server Endpoint URLs [opc tcp:/apax-55§0:12346/ |

|| Sessions

||| Sessionid [ Name | User | Last Contact
— L e - - . W

3) Import OPC UA Tag address by WebAccess OPC Import Tool located at:
C:\WebAccess\Node\tool\opcua_import_tool\opcua_import_tool\Opc.Ua.sampleClient. This
tool have some bugs, users only can use None-None with Anonymous to get the OPC UA Server
Address Space. Then, add tag and import into webaccess OPC UA client.

MM \WebAccess Tag Import for OPLLIA

OPC U4 Server o 2
ope kp172.16.12.188:123461

¥ Server Configuration - [l] x
ope.icp [172.16.12.188:17346] Hone - Bins N Erotocol opc iep [172.16.12 188:12346]  ~
| opo top [172.16.12 186-12346] - SignAnd Encrypt - Basic128Rea15 - Bin| Servsity Mode None ~
Security Policy None ~
Message Encoding Binary ~
Application Name WebAccess TA - WebAccess A Server
Application Type T
Apphcaton URI wmnlocalhost TASDE - WebAccessU AServer
Froduct ORI hitp-Fopefommdation orgTASDEWebAccessll AServer
Trmnspont Fiofile TRI | hitpfopefomdation orgfA-Foofile/Transportfoatep-uase-wabi
Galewsy Server IRT
Discovery Profils URI
User Secunity Policies | Anonymons, Userame, Certificale
> | SecuntyLevel 0
il Endpom ecurity [
Refresh Cancel
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E Open Session

Sessaon Hame MySeszion 4

zer Name

Password

A WebAccess Tag Import for OPC UA

O Port(®)
& -0 Modsim

¥ersion

Disconnect || Exit

1.00.002

OPC TA Server

ppe.cp A7l 72.16.12.188:12346/ - [Hone: None Bmary]}

OPCUASHV%MSW WebAccess Tag Import Setting

=2 U S O
5_"3 AD. WebAccess Tag List

Count : 0

—ok
: Refresh
i B0 L
&0 Comtnt]  Add Tag
E—0 AAA Add Child Tag(s)
>
Clear Delete Import
opctcp//172.16.12.188:12346/ (None) UABinary
WK \WebAccess Tag Import for OPC UA - m) X W@ Import Tags into Project <
OPC UA Server Version WebAcress Project
o b T i s e s Bxit | 1ooom
Pojectliome: [OPCUACEent o]
OPC UA Server Address Space Webdccess Tag Imnport Setting.
- Objects Tag Prei:| | [ PostIndesx: [0 Count: 3 Mode Neme ;| Hotebook v
[~ Sexver
Webi coess Tag List
5~@ ADAM3600 Comport Wumber - |1 v
- Port(2)
| 23 Modam :ADAM3600/Port(2)Modsim? Doubls
| =3 401 A2 :ADAM3600/Port(2)Modsim? Double AC2 Device Name ©  val v
i L2 402 Ahk 11 ADAM3600/ Constant?A 4, Donble AbA
(=~ Constent
=TT
<

opc.tcp://172.16.12.188:12346/ (None) UABinary

4) After downloading the project, please trust the certification from OPC UA Server.
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Show

Hide

Spplication Ceritficate »
Ilznage Certificates
Secunty Setting

Exit

Certificate Store

" Trusted Certificate * Rejected Certificate
Name ]Type IPﬁvaei@leoma'\s th' | Vaid Unti I
NBO70740 End-Ente No LOCALHOST;NBO70740.127.0.0.1 NBO70740 2065015
View..,
Delete
Reject
Trust
Import..
| Export...
.

5) For a while (about 1 minute), value from the OPC UA client will show.

Tag Hame: RAOL |P-D1

Description: 222 d
Tag Type: BANALOE

Scan Type: CONSIANT SCEAN ROZ

Port:z: 1 TUnit: O

Device Hame: ual

Address: 1:-ADEM3IE€00/Port(2) /Hodsim?RO1
Span High: 100.00

Span Low - 0_00

Engineering Unit:

Value: 100.00
E|
| 10 Tag ViewDaQ |
Accumulaton |  Porti |  Pomd ||3
Cakuaton |  Pont2 |  Poms |
Goo |  Chne | Ackuoukiz | Bit | Consta | Pmts | Poms |Iﬂ

6) Check the connection (Sessions) status in OPC UA server.
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Show ]
Hide
Application Certificate  »
Manage Certificates )
We Security Setting &
File  Help Exit
- = =®
Server Endpoint URLs [opc1cp //apax-5580: 12346/ >
Sessions {| @ E
Sessonld | Name [ User | Last Cortact |
WebAccess OPC UA Clent Driver fual) admin ns=33=17 19:25:16 Customize..,
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