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B Problem Description & Architecture:
75 7 SRS B A0 $2 e WebAccess MQTT A2 5, 1 TALF%EE = J78KHE MQTTClientTest 48 _FAir
FHY MQTT broker, 2524717 Efi7f% WebAccess/SCADA BRI, RBIEEHEHITHY, 1€ Mk
% publish 5, RHHIBGE EZEE] ErH.

B Brief Solution - Step by Step:
1. ZEfE:
Nfirt% MQTTClientTest (172.16.16.142) — LAN — _Ffir#% WebAccess/SCADA (172.16.12.121)

+ WebAccess/SCADA J:ﬁﬂi%

1 MQTT Broker

« IP Address:
172.16.12.121

+

LAN

- EZAHE i

MQTTClientTest

+ IP Address:
172.16.16.142

- -

Figure 1: Z2F5[H

2. Bt bR TENEL TAZE TR (e.g. upper) FIEE %R TE (e.g. scada)

upper
— scada

Figure 2: I*%*D %gﬁﬁﬁ
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3.  _H{7H%EZFH MQTT broker

Project Home -> Project Management -> login -> MQTT Broker

Setup HTTPS Service f MQTT Broker

_og LogData Maintenance

Figure 3: MQTT Broker

EL &) MQTT Broker
THESEH (R & A A 2 5 AT /2 admin

MOQTT Broker Settings

| Enable ®Yes ONo ||

UserName |ad:1'1j.r_

Password |ad:nj.r. Show Password

TCP Port (1883

TLS Port |8885

Websocket Port (51325

Websocket TLS Port [51329

Project Node Public IP |

Figure 4: B FH MQTT Broker

4.  HAMEITES = 7HEE MQTTClientTest
® |P Address: 172.16.12.121 (MQTT Broker Z&f§ IP Address)
® Port: 1883
® User name: admin
® Password: admin

a;! Forml - e » ———l= — -

[P Address Port Froillame NodelMame
172.16.12.121 1883
Userlame Password Dewice Id

'

Subscribe | Pyblish |Message

Figure 5: 4 A MQTT Broker &
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5. Mizf#&: BE”Connect”##$HAfESY MQTTClientTest /5 K I8 %] MQTT Broker

s Forml =@ %

IP Address Port ProjName NodeMName

172.16.12.121 1883

UserMame Fasswrord Device Id

admin admin

Connect Success!

Subscribe | Publish | Message

Topie  # Subscribe

Figure 6: [;Tf7# %] MQTT Broker

6. Mirt%: EZE MQTT message, {F Subscribed Y Topic #ifj A “#”, ZR1&$% “Subscribe”
s Forml ==l &
- - - 8 - -
1P Address Port Projilame MNodeName
172.16.12.121 1883
UserName Password Device Id
admin admin
Topic  # Subscribe g
I

Figure 7: 1F Subscribe i A#

Tfirté: FE#E WebAccess MQTT Specification F-ffff, {fiF] wacfg 5%
MQTTClientTest ¥gs

ST FAT MR R AIES. 1E
##E"Publish” tag, ZX{&#m A 151 topic fll message f§<, #A{&3%”" publish”#Z .

Topic:
iot-2/evt/wacfg/fmt/upper _scada

Message:

{"d":{"test_scada":{"TID":1,"Hbt":60,"BID":" ","UTg":{"TMSEC":{"TID":1,"Dsc":"Current
Second","Ary":0,"RO":0,"SH":60,"SL":0,"DSF":"2.0","Alm":0,"EU":"Second"," TypeWA":"9","Log":0}},"
DTg":null,"Dsc":""}},"ts":"2019-08-27T716:05:23.9712"}

EIEE'
. =1E_Fir#4% WebAccess/SCADA 7 17— Fy"test_scada” Y5 i Fl1—([E” TMSEC” i HIBE
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(a2 = S
S Forml a” 4 a8 — —i'EI —
IF Address Port ProjName MNodelName
172.16.12.121 1883
UserName Password Device 14
admin admin

Subscribe || Publish | Message ‘

(G

Topic  iot-2fevtiwacfef mtfupper_scada

Message  {"d":{"test_scada":{"TID":1,"Hbt":60,"BID":"

Qos 0 hd
] batch Frequency | secend
] HeartBieat Frequency - second

clear

Publish

Stop

Figure 8: Publish Tab

MMzt BhEEE Message tab HERRIE <& A 5814 %] MQTT Broker

| Subscribe | Publish | Message |

-
o5l Forml E=HiC] g
I [P Address Port Protlame ModeMName
172,16,12.121 1883
UserMame Fassword Device Id
admin admin Conneact

DisConnect

Figure 9: Message Tab

[\ Z 7%, E3TEEFE WebAccess/SCADA ], comport,

SR B A R T

‘A scada
' Port1 (tepip)
‘d test_scada =
TMSEC

Figure 10: WebAccess/SCADA

Page 4



ADVANTECH

Enabling an Intelligent Planet

10. _LAfirt&%: TECFIELE] kernel,
YU EHIBE(E.

P~ [¢] “Nude:scada

FI] View/ViewDAQ BE&E 1 E TMSEC JHIEG{E, @88~ *[80a3], T

‘upper | scada | graph=main.bgr
m =
- 01610/0 4| ¢ |7 ¥ vlels 0 Blox]4
‘2 scada (Running) ~

' test_scada = gg?: THSEC szl
: Current Second
e =, =
= Ao Wt E
PSR E5ERE
A101 BfEs: 1 BHR: oo
EREETE: test_scada
EENEGH firkt: TMSEC
e EEEE: o
ABPLCEIP =EEE: o
ABSLCS THEEfr: second r
AceFAM3
AD {&: = [80a3] I
ADAMAE
ADAMS5560
ADAMSKASC

5
2
i
|EX

ADAMSK [ vomm  view |
ADMIO gE | =1 | ®a |
ﬁi‘?:(‘;“ﬁ | #E | w2 | & \EI P tect
® 07T yh =
AE6000 i B wz [ &8 | wm | w3 | e ‘ advantech.com
— o r—— TR ’ [11:40:37

Figure 11: *[80a30]

11. Tt fE#E WebAccess MQTT Specification F-fiff, {8 wadata 5
Topic: iot-2/evt/wadata/fmt/upper_scada
Message: {"d":{"test_scada":{"Val":{"TMSEC":22}}},"ts":"2019-08-30T11:40:17.572Z"}

SAF At

asc (A HIRS

Publish Message

-
g5 Forml LI—M: Bl
- i - - | W - -
[P Address Port Protlame ModeMName
172,16,12.121 1883
UserMame Fassword Device Id
admin admin Conneact

DisConnect

Tepic  iot-2evtiwadataf mtfpper_scada

Message {"TMSEC™22}1},"ts":"2019-08-30T11:40:17.5722" 1 e

L
Jos 0 -
|
I [] batch Frequency | second Publish
HeartBeat Frequency 3 second Stop
O
I
k. —

Figure 12: wadata =2 publish 5%

Note: ts ¥/~ timestamp, fHEZR WebAccess/SCADA H & £ HIBE(E, (H—EBIHE.

Page 5



ADVANTECH

Enabling an Intelligent Planet

12, EArf%: TMSEC pRIDEURMIEL(E 22

m [/} http://172.16.12.121 /broadWeb/bwMain.asp?pos=project&pid=18&ProjName=upper

i

upper

WO |
upper =

(A

graph=main.bgr

e 2l A A A T IR AR AT Ak Te2l=-1K ¥ |

 scada (Ruerivg) ~ R T
(3 Port] (tepic) =

‘dfest_scada i= S TMSEC =

_TMSECS i e feeed Bl

BEEER: Fib
T Device Driver EEET: ZEEE
A101 EEE: 1 BEi: o
ERfEZTE: test_scada

ABMLGX firhk: TMSEC
e EEEE: s
ABPLCEIP ZEEE: o !
ABSLCS THEES{ir: Second !
AceFAM3
ADANDE H: 22 I
ADAM4E
ADAMS560
ADAMSKASC j
ADAMSKE - -
ADAMGK /0 jplsk _ viewsy |
ADMIO g2 | w1 | w4 |
AdvDAinfo e s
AdvPAC
AE6000 & 6
Agi349724

B Pin Definition (in case of serial connection):

B Reference:

Figure 13: Point Info

WebAccess MQTT Design Specification for Device
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