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B Problem Description & Architecture:
This FAQ instructs user how to use OPCUA to achieve SuperSCADA configuration.
Structure:
Lower :WebAccess OPC UA Server (172.16.13.26) — LAN — Upper:OPC UA Client (172.16.12.185)

In this document, we are going to talk about how OPC UA Client modifies WebAccess OPC UA Server tag
value(s). In order to control tag values, Security Policy CAN NOT setup as “None”. Also, WebAccess user
must have a password. Besides, Upper WebAccess can get lower WebAccess's tag value

Software Required:

1. WebAccess OPC UA Server

2. OPC UA Client: Unified Automation UaExpert
3. OPCUA import tool

B Brief Solution - Step by Step:
1. WebAccess allows its OPC UA Server start automatically after kernel starts. User has to enable “Enable
OpcUa Server” in SCADA Node property.

Send Where | Am Every D (Frequenc
IEnahIe OpcUa Server @ Yes (Mo I

In order to allow OPC UA Client to control device (modify tag value), SCADA Node runtime user must
have a “password”. Last, download whole WebAccess project.
e.g. admin user’s password is “admin”

User Name  admin

Password |nno |
@ password is "admin”

Retype Password | oy > |

2. Creating a WebAccess project with number of tags, then download and start the kernel. Once the
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kernel starts, OPC UA Server will start and display in the computer lower right corner.

4 = : "
Clem BIED & % D0

3. Move mouse pointer above OPC UA Server icon, then click right button of mouse
Select “Security Setting”

Show
Hide

Application Certificate  »

Manage Certificates
I Security Setting -

Exit

i -

Security Setting

Securitr Policy
[v Bazicl28R=l5

v Basic25h

[v Hone

| 0] 4 | Cancel

Once click “OK”, OPC UA Server will automatically restart and then security configuratio will valid.

b

4. Run 3™ party UaExpert OPC UA Client
it

5. Click “Add Server” and WebAccess OPC UA Server will be detected automatically. User may also
manually add OPC UA Server in “+ Double click to Add Server...” if necessary. Put checkmark in
“Connect Automatically”, then click “OK” button.

Note: by using “anonymous” in Authentication Settings, user won’t be able to modify WebAccess tag value.
It fails because incorrect WebAccess user name and password.

Page 2



ADVANTECH

Enabling an Intelligent Planet
|
~ ~

D BBE # =0 XKE ® X <
Progect 8 X Data Acoess View ©  Atnbutes & x
v [ Project #  Server Nodeld DisplayName  Value Datatype  urce Timestar rver Timestar Statuscode Sk ©

v (@ Servers i Attribute Value fad

12 WebAccess UA - WebAccess UA Server - Basic128Rsa15 - Sign -
v Nodeld Nodeld
v f Documents

Namespacelndex 0

@ Data Access View Configusation Name [WebAccess UA - WebAccess UA Server - Basic126Rsal5 - Sign & Encrypt b \dentif
lentifierType  Numeric
Discovery  Advanced identifier 84
5 = NodeClass Object
Endpotnt Filser: No Filter BrowseName 0, "Root”
A, Local DisplayName *, "Root”
|v @ Local Network Description Null
€ 3 @ Microsoft Terminal Services WriteMask 0 v
@ Microsoft Windows Network -
Address Space 8 x » 48 Web Client Network b L
% No Highlight - |v & Custom Discovery G o & @ Foomd - °
& Root @ < Double click to Add Server.. > Reference  Target DisplayName
v O Objects ), opctepy//172.16.13.26:12346 Organizes  Objects
& Server 2, opctepy//172.1613.26:12346 | Ml Enter Url 7 X Organizes  Types
v O scada v (© Recently Used Organizes  Views
v & Constant @ WebAccess UA - WebAccess UA § Edtr the Urlof  computer with discovery srvice ruaning: HasTypeDe... FolderType
@ num 4 WebAccess UA - WebAccess UA § fperpinmatenamese |
3’ LY]::SS ‘ () WebAccess UA - WebAccess UAE} [I] Cancal 1uabir
(£ >

Authentication Settings

© Anonymoss
Log & x
Y] @ Vemame udmia
Timestamp Source Server Message Password | 4 Store 7
2019/9/17 PM02:16:09636  Discovery... Discovery GetEndpoints on opcti ——
2019/9/17 PM 02:16:09.133 Discovery... Discovery FindServers on opc.tcg O
2019/9/17 PM 02:16:01.442 Discovery... Discovery GetEndpoints on opcty Private Key
2019/9/17 PM 02:16:00941 Discovery... Discovery FindServers on opc.tcy
2019/9/17 PM02:15:54395 Discovery... Discovery GetEndpoints on 0pel (] ¢t Awomaticlly
2019/9/17 PM0215:53894  Discovery... Discovery FindServers on opc.tcp
2019/9/17 PM02:15:52372  TypeCache  WebAccess... Reading type info of Nodeld NSC Ok Cancel
2019/9/17 PM 021552370 TypeCache  WebAccess... Reading type info of Nodeld NSC..«w-.re-o, sl

6. “opc.tcp://172.16.13.26:12346” will be added in Custom Discovery.
'Add Server ? x

Configuration Name |WebAccess UA - WebAccess UA Server - Basic128Rsald - Sign & Encrypt (natcp-vasc-nabinary) |

Discovery Advanced

Endpoint Filter: |Mo Filter |

2, Local
v &% Local Network
> & Microsoft Terminal Services
> &8 Microsoft Windows Network
> & Web Client Network
v &% Custom Discovery
@ < Double click to Add Server.. >
» J\\, opctcp//172.16.13.26:12346
> O opetepy//172.16.12.26:12346
v () Recently Used
@ WebAccess UA - WebAccess UA Server - None - None (uatep-uasc-uabinary)
() WebAccess UA - WebAccess UA Server - Basic256 - Sign (uatcp-uasc-uabinary)
(%) WebAccess UA - WebAccess UA Server - Basic128Rsa15 - Sign & Encrypt (uatcp-uasc-uabir

< >

Anthentication Settings

() Anenymens

Username |admin |

Fassword | | Store

Certificate "

Frivate Kev

[ ] Connect Automatically

OK | | Cancel
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7. Click trigger icon to browse it.

Enter User Name and Password

Note: check in “store” in order to enter Password

Select “Basic256 — Sign & Encrypt (uatcp-uasc-uabinary) and click “OK” button

DeBBE + -

Xyl e x|

Project 8 % Data Access View
v [ Project # Server Nodeld Display Name  Value Datatype  urce Timestar rver Timestar  Statuscode
v [ servers
12, WebAccess UA - WebAccess UA Server - Basic128Rsaf5 - Sign B Add Server ? X
v [ Documents
3 Data Access View @ Name [Webccass UA - WebAccsss UA Server - Basicl28Real5 - Sign & Encrypt (uatcp-uasc-uabinary) ]
Discovery Advanced
Endpoint Filter: | No Filter @
2, Local ~
v # Local Network
q > & Microsoft Terminal Services
@ Microsoft Windows Network
At S Sk  Web Client Network
& No Highlight ~ ~ €% Custom Discovery
© Root @ < Double click to Add Server.. >
v 2 Objects v 9 opcicpy//172.16.13.26:12346
& Server v ) Webhccess UA - WebAccess UA Server (ope.tep)
v 10 scada () Basic128Rsal5 - Sign & Encrypt (uatcp-uasc-uabinary)
v & Constant {0} Basic256 - Sign (uatcp-uasc-uabinary)
@ num None - None (uatcp-uasc-uabinary)
© Types //172.16.13.26:12346
2 Views s M
< >
‘Authentication Settings
O Anonymons
Log
PY=] Username |admin ‘
: L]
Timestamp Source Server Message Password | ‘ Store
2019/9/17 PM 02:18:42.768 Discovery... Adding Url opetep://172.16.13.2) e
2019/9/17 PM 02:18:42.768 i Adding Url opcicp//172.16.13.2)
2019/9/17 PM 02:18:42.768 Adding Url opctepy//172.16.13.2) Private Key
2019/9/17 PM 02:18:41.574 Adding Server WebAccess UA -
2019/9/17 PM 02:16:09.636 i D!scuvery G.e(Endpolnts on opci [ Connsct Automstically
2019/9/17 PM 02:16:09.133 Discovery... Discovery FindServers on opc.
2019/9/17 PM02:16:01442  Discovery... Discovery GetEndpoints on opc Cancel
2019/9/17 PM 02:16:00.941 Discovery.. Discovery FindServers on opc.tej
2019/9/17 PM 02:15:54.395 Discovery... Discovery GetEndpoints on ope.tcp://localhost4840 failed (BadTimeout)
2019/9/17 PM 02:15:53.894 Discovery... Discovery FindServers on opc.icpy//localhost4840 failed (BadTimeout)
2019/9/17 PM 0211552372 TypeCache  WebAccess... Reading type info of Nodeld NSO|Numeric/40 succeeded
2019/9/17 PM 02:15:52.370 TypeCache  WebAccess... Reading type info of Nodeld NSO|Numeric|35 succeeded
2019/9/17 PM 02:15:52.367 Reference P.. WebAccess... Browse succeeded.

8. “Browse succeeded” in Unified Automation UaExport Log Area
I Unifed Autoration UsEspert - TREBRE Unedighciure Cicnt " Newp et

File Server Document Settings Help

2 7R o™ E

IPPBEE =2 XKW, 8K
Project & x | Dats Access ¥
4 [ Project # Sen
4 [ Servers
12, WebAccess UA - WebAccess UA Server - Basic256 - Sign & Encryg

4 [1 Documents
3 Data Access View

< i v
AddressSpace | Frojeet Rl

Log

% D

Timestamp. Source Server Message

2016/12/12 PM 05:43:31.758 AddressSpace WebAccess UA . Browse succeeded

2016/12/12 PM 05:43:31.718  AddressSpace... WebAccess UA... Browse succeeded.
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9. Check “Address Space” and tag values will be able to monitor, double click to change tag value

B Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

beBBE@ @ =

XSG S

=
Project & x  Data Access View [x]
v [3 Project #  Server Nodeld  Jisplay Name  Value Datatype  urce Timestar rver Timestar ~Statu
v [ Servers :21:5..

~ [3 Documents
[ Data Access View

12y WebAccess UA - WebAccess UA Server - Basic128Rsa15 - Sign & Encrypt (uatcp-uasc-uabinary)
12, WebAccess UA - WebAccess UA Server - Basic128Rsa15 - Sign & Encrypt (uatcp-uasc-uabinary)

Address Space
% |No Highlight

2 Root
v [ Objects

> & Server

v [ scada

v & Constant
> @ num

> D Types
> & Views

Log

8B

10. Then you will see lower WebAccess’s tag value was changed

Tag Name: num
Description: Description
Tag Type: ANALOG

Scan Type: CONSTANT SCAN
Dort: -2 (CONSTRNT)

Span High: 1000.00

Span Low - 0.00

Engineering Unit:

v |[Value: 2.00
10 Tag FiewDAQ)
hocomulation | Poml | pomd
Coluktion | Pomz | o5 | EI
Goto | Chag | Ackovide | Edt | Comamt | Pz |  Pomg | EI

11. Note: check user & password

It can’t change tag value, then check User Authorize

B Unified Automation UaExpert - The OPC Unified Architecture Client - Nmmj

File Server Document

Settings

JPBBE + =

Help

X Q& K

Project g X
4 M Project
4 1 Servers

4 -E! Docun = Remaove

A Da

Connect

|E é Wiehfirrecs |14 - VilshArrecs |

A Server - Basic236 - Sign & Encryp

& Disconnect

Properties. .

5 Change User...
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-
B Server Settings - WebAccess UA - WebAccess UA Ser.. m
Authentication Sethings
(7 Apomornons
Username  adiin
IEI
Pazgword @@ BS [V] &tore
 Certificate | |
- Frivate Eey | |
| 0K || Concel |
12. In upper WebAccess , create Project Node, SCADA Node, comport(tcpip) and device (OPCUA)
e @ hitp//localhost/broadWeb/bwMain.asp?pos=project&pid=15&ProjName=upSCADA - ¢ E=.
& BE:0PCUA

LU

WA [

BEER (oPCUA

f=3id
BTH 0
mm (ol )

E= 3

PLrE
WESRE
Bt
Pirik
EESRE
L nes

*E

User

Sertificate/C |a|i|m:'_f Iqaz2wsx/WaCertpfx/

Security Policy(0:None, 1:Basic128Rsa15, 2:Basic256) |1

Authentication(0-Anonymous, 1 UserName)

Security Mode(0:None, 1:Sign, 2 SignaEncrypt)
Create Moniter llems per Communication

m [ ]

13. Opc.Ua.SampleClient.exe in C:\WebAccess\Node\tool\opcua_import_tool

#® OpcUa.SampleClient.exe

2019/2/25 T 01:18

FERE= 18 KB
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14. opc.tcp://172.16.13.26:12346/ - [None:None:Binary],click connect

— .
#M WebAccess Tag Import for OPC UA m] X
OFC A Server Fersion

Camnset Disconnect 100002

OPC UA Server Address Space WebAccess Tag Import Setting

23 Objects 0

Post Index Count: 0
WebAccess Tag List

Click ok

# Open Session

Session Name
Authentication Mode
User Name

Password

.

MySession 4
| Anonymous

See lower WebAccess tag: num in below

A WebAccess Tag Import for OPC UA

- o X
OFC UA Server Version
ope topi#172.16.13 25: 12346 - [Nons Nons Binsry] [ Coie || Diomnest || Ext | 100002
OFC UA Server Address Space Webdccess Tag Import Setting
Soom O = o

- Server =

T Webdccess Tag List

-3 stada

e Crsto] © UANew  UAMdes  UADDp  WATegleme  ewipion
{0 num

< >
Clear Delets | | Import
opc.tcp://172.16.13.26:12346/ (None) UABinary
Add Found Tags
« - |
1 W WebAccess Tag Import for OPC UA - u] X
OPC UA Server Vernon
ope ep 1721613 26 12346/ - [None None Binary) :] Disconnect Bt 1.00002
OPC UA Server Address Space WebAcces: Tag Import Settmg
& ‘90""‘ Tag Prefix [ Bost Index : [0 Cownt:0
+ 3 Server
5@ wade .mM Tog Lust
1

Refresh

Add Child Tag(s)
~ Add Found Tag(s)

opetep//172.16.13.26:12346/ (None) UABinary

Click import tag to upper WebAccess
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# WebAccess Tag Import for OPC UA - O x
OPC UA Server Version
|ope tep:#172.16.13 261123467 - [Nome:Nons Binary] [ ot || Dimomnect || Exit | 1.00.002

OPC UA Server Address Space Webhccess Tag Import Setting

o Ot Tabni | Ofesiiec0 | Cout: 1

gg iﬁ:r WebAcoess Tag List

-3 Const N I

M num 2:1:1:scada/Constant?oum num

| Char || Dele [ Impon |
opc.tcpy//172.16.13.26:12346/ (None) UABinary
15. You will see lower WebAccess tag will be added to upper WebAccess
@\0 htp://localhost/broadweb/bwhain asp?pos=projectapid=15&Proj PSCADA - ol es.

{ #£&: opcua x‘ﬂ‘

s U RER

L 3

16. You will see lower WebAccess tage value will update to upper WebAccess

m:
ot
=1

m um m
g
8
Ty

El
1/0 % ¥i ewDAQ

g8 | ®1 18 4
i | w2 15
an | mm | mz | Es | ¥ | w3 | ms |

If upper WebAccess found value is * , please check if OPCUA server reject the upper device. If found
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upper device was rejected, click Trust

B Pin Definition (in case of serial connection):

B Reference:

ot Manage Certificates in Certificate Store — O
—Certificate Store
" Trosted Certificate (% Rejected Certificate

Name | Type | Private Key | Domedns | U [ Valid Until |

ASTE  End-Entity Ho T 27.0.0.1;192.168.126.1;192.168.255.1;172.16.12.120  ASTIS  2069-08-02
View...
Delete
Reject
Trust
Import...
Export...

Close
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