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B Problem Description & Architecture:
4ri@ @ * WebAccess 57 MQTT i 3 Log % 4~ #% °

SCADA FProject Management

202009 » demo > IWebAccess MQTT Connectorl Q

Connection Setting Tag Whitelist &
Tags Selected m 1-50f 5 Records per page | 100 v
Selected Tay Type 4 Tag Name Description RTDB Deadband
5 tags Selected
( Analog ) Secc Current Second 0%
( Analog ) TO3 Description 0%
( Analog ) TO2 Description 0%
( analog ) TO1 Description 0%
I:Discme:] Tivalue Valug of Time-tagged message
[ [ = | nodejs - m} X &)
Home  Share  View @ | Jrie Edt Format View Help
e o o [ ] o s gt ‘
N BJC:\WebAccess\Node\nodejs v Search nodejs » log_enable=1
& Pictures A Name Dt T A | frax_size_mb=3m
I This pC pnp_cioua e H max_count=3d h
prp_wascada I3 ifile_pattern=YYYY-MM-DD-HH
Eden [wise_paas]
prp_wpscada ki
|EC-103 ata_enable=0
: S i ata_recover=8
ieense < [webaccess_mqtt]
Taol ;| Walleh ] data_enable=1
A data_recover=1
[ This PC (& wanode ' - N
v < >
Ritems | 1item selected 181 bytes E Windor Ln8, C 100%
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B Brief Solution - Step by Step:

1. ?\;j'r*‘%?—”é‘ P 4T 35 3] C:\WebAccess\Node\nodejs\log.ini < #§ °

I = | nodejs — O X
Home Share Wiew v o
« =3 ~ ‘T‘I| C\WebAccess\Node\nodejs| vl@ Search nodejs o

MName Date modified Type Size
broker 11/4/201911:17 PM File folder
jshint 8/28/2020 3:05 AM  File folder
log 9/21/2020 11:32 PM  File folder
Logs 9/21/2020 5:01 AM  File folder
node_modules 77772020 747 PM File folder
pnp_cloud 8/28/20203:27 AM  File folder
pnp_wascada 8/28/2020 3:27 AM File folder
pnp_wpscada 8/28/2020 3:28 AM  File folder
swaraatt scada YL NI TR Y WY Y I = P 2 = P
log.ini 9/21/202011:31 PM  Configuration sett... 1KB
=1 Wabebuger.ni Sl APV I T w5 oL e TR
u wanode.exe 2/1/2019 1209 AM  Application 14,700 KB
12 itermns 1 itern selected 181 bytes =5 =
g p S S 24 o3 D oo G RE D 2
2. Bpclogini v 4> T E&ER L GRAL Y RHBADER > 3 7 UELFH)
[lOg_COang] | log.ini - Notepad — a =

log_enable=1

Log # it XL B B (0=F B » 1=F k<)
max_size_mb=3m

Log H - 4% ~ /| (Mbytes) » 4238 ¢ # 1§
max_count=3d

Log d * 7 #% % #ic(Days)  42i8 § #1%%
file_pattern=YYYY-MM-DD-HH

Log # % ek 15 > X b % L AL

YYYY-# MM-? DD-p HH-pF

Ex. = — = ¥ - # % YYYY-MM-DD

Ex. = ] ¥ - 4% YYYY-MM-DD-HH

[wise_paas]

data_enable=0

File Edit
ﬂlng_cnnfig]

log_enable=1

max_size mb=3m
max_count=3d

file pattern=YYYY-MM-DD-HH
[wise paas]

data _enable=8

data recover=8
[webaccess_mgtt]

data _enable=1

data recover=1

Format View Help

Window Ln1, Co 100%

WebAccess _+ i# 3] WISE-PaaS <7 MQTT & 4% & (0=8 B > 1=FF kX)

data_recover=0

WebAccess W 4 3| WISE-PaaS 7 MQTT & 4+ B (0=F BF » 1=FF kx)

[webaccess_mqtt]

data_enable=1

WebAccess + @ 3| WebAccess 7 MQTT & 4B i (0=R B » 1=FF f£x)

data_recover=1

WebAccess W 4 3| WebAccess =77 MQTT ¢ 47 B (0=F B » 1=FF kx)
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3. Gk logini Hh& 15 0 & R o F AR o
>
“ Wehfcoess ® =+
< C @ 127.0.0.1 Avaconfigfindexdtforgchart/1 fproject/infoten=1,1 e :

202009
+ @ a3
Inzert Edit Wiewers
| 202009 | demo 9

4. FHZHFFWEEP T D] C:\WebAccess\Node\nodejs\log\ProjectName_SCADAName 7 #

Project Management

Port1(SERIAL)

Acc Point

Calc Point

Const Point

Project Property

Project Mame

202009

Froject Description

Froject Mode IP Address
127001

Project Prirary TCP Part

4592

Froject Timeout (UnitSeconds)

0

| | + | 202009_demo

Home Share View

« v N | C:\WebAccess\Node\nodejs\logh202009_demol| ~| L
Mame Date modified Type Size
| | 0ddb4e72312c9010211583525237daTf2ef2ac72-audit json 9/22/2020 2:00 AM  JSON File 1KB
| | .4f3b50ae807a2dcSdabelcb2bdebacfi7h5calT2-audit.json JSON File 1KB
| | Bbdd342eced463a786d34eed2315d3b%ca3d33b%-audit.json J50N File 1KB
| | .733b125feBdaeddb37ad5bfE70d518eebid4bfib-audit.json J50N File 1KB
| | 43082008315¢5551891c19f692a2494031d21039-audit json J50N File 1KB
| | b464fcT8c367bThe2456c2ef04560deBd6dBed8-auditjson J50N File 1KB
|£| cloud_download-2020-09-22-00.log Text Document 0 KB
: |E| wascada_download-2020-09-22-00.log Text Document TKB
|£| webaccess_maqtt_data_publish-2020-09-22-00.log Text Document 238 KB
|E| webaccess_maqtt_data_publish-2020-09-22-01.log Text Document 299 KB
|£| webaccess_maqtt_data_publish-2020-09-22-02.log Text Document 89 KB
: |E| webaccess_maqtt_data_recovery-2020-09-22-00.log Text Document TKB
|E| wise_paas_data_publish-2020-09-22-00.log Text Document 293 KB
|E| wise_paas_data_publish-2020-09-22-01.log Text Document 410 KB
|E| wise_paas_data_publish-2020-09-22-02.log Text Document 123 KB
3 |E| wise_paas_data_recovery-2020-09-22-00.log Text Document 82 KB
|E| wise_paas_data_recovery-2020-09-22-01.log Text Document 115 KB
|E| wise_paas_data_recovery-2020-09-22-02.log Text Document 35KB
* |=| wpscada_download.log-2020-09-22-00.log Text Document 2KB

19 items

Search 20

& o
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sk wascada_download-xxxx-xx-xx-xx.log

JE ™ WebAccess s 3 ¥ 74

Eile  Edit Fornat Wiew Help

2026-09-26 ©8:36:42 groundConn info: fork whitelistConn.js

2828-89-26 ©8:36:48 whitelistConn info: connect to mqtt broker host:124.8.8.244 port:1883

2020-99-26 ©8:36151 whitelistConn info: mgtt broker host:124.9.8.244 port:1883 connected

2020-93-26 90:36:51 whitelistConn info: [mqtt] publish topic:iot-2/evt/waconn/fmt/Eden WM)TT-Demo message:{“"d":{"262005_demc™:{"Con":1}}, " ts":"2020-03-

26TE7:36:51.8182"}

6:52 whitelistConn info: [mqtt] publish topic:iot- 2/evt/wacfg/+mt/Eden #)TT-Demo message:{"d":{"262668_demo" : {*TID":
" "Current Second”,” “RO" " 1@, "EU" S d“J Typewd™:"9", Log 19}, TeL":
i ", "Log": 9}, Te2"

“Hbt"™:66,"BID":" *,"UTg":

.11877}

indaws (CRLF) Ln1,Col1 100%

) wascada_download-2020-09-26-001og - Notepad - o X

sk cloud_download-xxxx-xx-xx-xx.log
JE & % WebAccess iz 37 B =4

| cloud_download-2020-09-26-00 - Notepad = ] X
Eile Edit Format Yiew Help

2020-09-26 ©9:35:45 getwhitelist info: download proj:Eden scada:MQTT-Demo type:

2020-09-26 99:35:45 getwhitelist info: connect to mgtt host:localhost port:1883

2020-09-26 99:35:45 getwhitelist info: connected mgtt

2020-09-26 00:35:47 getwhitelist info: ground-taginfo: {"d":{},"ts":"2020-09-22T702:43:07.5277"}

s Webaccess_mqtt_data_publish-xxxx-xx-xx-xx.log
JE A % WebAccess & 3 i% =8 > #-p|2L#ic @ (wadata)ddi¥ 314 3| WebAccess -

) webaccess_matt_data_publish-2020-09-26-00.log - Notepad - o X

20826-09-26

File Edfit Fomnat Wiew

B68:56:29

Help
262009_demo\webaccess_mqtt_data_publish

info:

2626-89-26 260609_demo\webaccess_mqtt_data_publish info: [data]{"Sec
2926-99-26 262089_demo\webaccess_mqtt_data_publish info: [data]{"Sec
20926-69-26 262089 _demotwebaccess_mqtt_data_publish info: [data]{"Secc
2026-69-26 2626689_demo\webaccess_mqtt_data_publish info: [data]{"Sec
2626-89-26 260609_demo\webaccess_mqtt_data_publish info:

2926-99-26 262089_demo\webaccess_mqtt_data_publish info: [data]{"Secc

20926-69-26 262089 demotwebaccess_mqtt_data_publish info: [datal{"Sec
2026-69-26 2626689_demo\webaccess_mqtt_data_publish info: [data]{"Sec
2626-89-26 260609_demo\webaccess_mqtt_data_publish info: [data]{"Sec
2926-99-26 262089_demo\websccess_mqtt_data_publish info: [data]{"Secc":

Send to data recovery

[
[
[
[
[
[data]{"Sec
[
[
[
[
[

‘Windaows (CRLF)

2626-89-26 260609_demo\webaccess_mqtt_data_publish info: MJTT Connected
20920-99-26 262069 _demotwebaccess_mqtt_data_publish info: MQTT Rec: DOn
20926-69-26 262009 demotwebaccess_mqtt_data_publish info: [data]{"Tlwvalue™:1,"T@1":1,"Te2":2,"Te3":3,"Secc":308}
2026-69-26 2626689_demo\webaccess_mqtt_data_publish info: [data]{"Secc":

Ln1,Cell 1002

><Webaccess_mqtt_data_recove FY-XXXX-XX-XX-XX.log

JE 1% WebAccess i s 4 ¥ 3 > #Bp|ghiicis

(DRec)4

&3i¥ 413 3| WebAccess °

"] webaccess_matt_data_recovery-2020-09-26-01log - Notepad

File Edit Format Wiew Help

2020-89-26 @1:31:11 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-89-26 01:31:21 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-09-26 01:31:31 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-09-26 01:31:41 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-89-26 @1:31:51 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-89-26 01:32:01 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-09-26 01:32:11 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-09-26 01:32:21 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-89-26 @1:32:31 202009_demo\webaccess_mqtt_data_recovery info: MQTT Closed

2020-89-26 01: 282009 _demo\webaccess_mqtt_data_recovery info: MQTT Caonnected

2020-09-26 202009_demo\webaccess_mqtt_data_recovery info: [data]{"From":1681109001}

2020-09-26 202009_demo\webaccess_mqtt_data_recovery info: [data]{"From":1601189002}

2020-89-26 202009_demo\webaccess_mqtt_data_recovery info: [data]{"From":1681189803}

2020-89-26 282009 _demo\webaccess_mqtt_data_recovery info: [data]{"From":16081169684}

2020-09-26 202009_demo\webaccess_mqtt_data_recovery info: [data]{"From":1681109005}
‘Windows (CRLF) Ln1,Col1 100%

#-f H1F 3 (waconn) £2 R BE F 3 (wacfg)dii® 213 | WebAccess -

-3 HUF 3 (waconn) £2 R 2R F 3 (wacfg) #_WebAccess iz ¥ % -
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sk wise-paas_data_publish-xxxx-xx-xx-xx.log

JE % WebAccess & ¥ ¥ #8 » H#-p| g #ic B g i% I 3 ] WISE-Paas -

| wise_paas_data_publish-2020-09-26-01.log - Notepad = O
Eile Edit Format View Help
2020-89-26 @1:32:11 202009 _demo\wise_paas_data publish info: dccs address: http://api-dccs-ensaas.sa.wise-
paas.com/vl/serviceCredentials/cdaddd4alc7d56c6e8c552a5910821aeb
2020-09-26 01 1 202009_demo\wise_paas_data_publish info: dcecs get err
2020-09-26 01:32:21 202089 _demo\wise_paas_data_publish info: dccs address: http://api-dccs-ensaas.sa.wise-
paas.com/vl/serviceCredentials/cdadd4alc7d56c6e8c552a5910821aeb
2020-89-26 @1:32:21 202009_demo\wise_paas_data publish info: dccs get error
2020-09-26 01:32:31 202089_demo\wise_paas_data_publish info: dccs address: http://api-dccs-ensaas.sa.wise-
paas.com/vl/serviceCredentials/cdadddalc7d56c6e8c552a5910821aeh
2020-89-26 @1:32:31 202009_demo\wise_paas_data publish info: dccs get error
2020-89-26 @1:32:41 202009_demo\wise_paas_data publish info: dccs address: http://api-dccs-ensaas.sa.wise-
paas.com/vl/serviceCredentials/cdadddalc7d56c6e8c552a5910821aeb
2020-09-26 01:32:41 202009 _demo\wise_paas_data_publish info: dccs get success I
2020-89-26 @1:32:41 202009_demo\wise_paas_data publish info: MQTT Connected
2020-89-26 01:32:41 202009_demo\wise_paas_data publish info: MQTT Command Callback
‘Windows (CRLF) Ln1,Col1 100%
. .
sk wise-paas_data_recovery-xxxx-xx-xx-xx.log
) 21 ¥ . s Yoy sz
JE A 1% WebAccess & ¥ =8 » B p|eLfic @ fai¥ 4 ] WISE-Paas -
| wise_paas_data_recowery-2020-09-26-00.log - Motepad - O
File Edit Format Wiew Help
ﬁ@z@ §9-26 @8:50:56 202089 demo\wise_paas_data_recovery info: dccs address: http://api-dccs-ensaas.sa.wise-
paas . [ml/vl/sEr”vlcECr'edEntlals/cdadddalc?dﬁ6(698(5523591@82152!3
20920-99-26 o0: 202009 _demotwise_pass_data_recovery info: dccs get success
20926-69-26 262009_demo€wise_paas_data_recovery info: MJTT Connected
2026-69-26 2626689_demo\wise_paas_data_recovery info: [data]{"P@l_ieci@3":{"Tivalue":1}}
2626-89-26 260609_demo\wise_pass_data_recovery info: [data]{"P@l_iec163
2926-99-26 262089_demo\wise_paas_data_recovery info: [data]{"P@l_iecl&3
2026-99-26 262089 demotwise_paas_data_recovery info: [data]{"P®l iec16&3
2026-69-26 2626689_demo\wise_paas_data_recovery info: [data]{"P@l_ieci@3":{"Tivalue":1}}
2626-89-26 260609_demo\wise_pass_data_recovery info: [data]{"P@l_ieci@3":{"Tivalue":1}}
2926-99-26 262089_demo\wise_paas_data_recovery info: [data]{"P@l_iecl&3" H
2026-99-26 262089 demotwise_paas_data_recovery info: [data]{"P®l iec1&3":
2026-69-26 2626689_demo\wise_paas_data_recovery info: [data]{"P@l_iec1@3
2626-89-26 260609_demo\wise_pass_data_recovery info: [data]{"P@l_iec163
2926-99-26 202089_demo\wise_paas_data_recovery info: [data]{"POl_iecl&3":
‘Windaows (CRLF) Ln1,Coll 1007

skwpscada_download-xxxx-xx-xx-xx.log

JE % WebAccess i & 2% 3% & > Rl 530 2RI BE T e iE 4 3 WISE-Paas °

9e7C-4229-8a73-cE5bFB21e6aC ...
@ whitelistconn info: mqtt connected. gnodl

i{"Action” 4, "Scada”{"d8cab733-9e7c 422

a73-CE5bFE21e8ac” : {"HbL" 168, "Name™ : "demo”, "Desc™

TDF™: 2, "FDf 0g"™:8}}111}), "ts": "2020-89-26T07: 36:55.8142" }
[mqtt] publish mp:c wisepans/scads/dacab733-9e7¢-4229-3873- CoSbfE1e6AC/ CFR message:("d"i{"Action" 14, "5cad
:"127.8.8.1","PPort”:4592, "Type™:1, "Device™:{"PA1_iec183":{"Name™:"iec183","PNbr™:1,"Type™: "IEC193", "Desc™

{"Hbt":68, "Name”
Time-tagged message”,"Ary” 756" 1 78", "51" 1 "0FF", "53" 1 "on” :"Notused”, "S4" : "Notused”™ P e aatea “57 otused®, Al
{"Name™:"SystemPoint™, "PNbr":@, "Type":"SystemPoint SystemPoint®, "Port™inull, “Tag":{"Secc":{"Type ent
Second”,"Ary":8,"RO":1,"SH" 168, "SL" 18, "IDF":2, " 18, "EU" 1 "Second”, "TypewA":"9", "Log" 6}}})))),"ts" "2013 oo- o7 36:58. 745" ]

,"Type’ scm: value of
of ", "52 "NotUsed”, "Alm" "Log":@}}},"SystemPoint”:
ystemPoim Point rt™:nul {"Secc™:{"Type" ‘Current

"4802733-967¢-4229-3373- CESBFE21E6C "
1P":null, "Fort” inull, "Tag":{"Tilvalue"
,"Typewa™ 177", "Log" 18} }}, "Systempoint":

#{"Type”

pscada_download.log-2020-09-26-00.log - Notepad = O
Format  Wiew Help
143 groundconn info: fork whiteListConnjs to do plug & play to WISEPass. {"Conn”:{"Ena’i"1",’psid"; 'dsabm 9e7c-4229-3873-c65bE21e6ac", "bs1d": " ", "I ", "pOrt™i" ", TusrTiT ", Tpwti”
ha “cdaddealc7dsecsescss2asa18215eb", "addr " "http: //api-decs-ensass. sa.wise-paas.com/},"C
14582}, "pid™:"1", "nid": "1’ il "282889", "scadalane "
:36:55 whiteListconn info: sendwhiteconfi, +{"Ena":"1","psid": "dacab733-9e7c-4229-aa73-cesbfE2lesac”, "bsid":" ", "ipi" "," usP":" ", "pw":" ", "alive”:"6e","ss1":"
", "ckey™: ':dadd451c7d55:Seicsszassleiuaeh','addr" “http://api-dccs-ensaas.sa.wise-pass.com/}, "Cfg":{"Prilp":"127.8.8.1", "Prifort": 4592}, "pid™: "1". nid":"1", umjnamz' 'zezess','scadauame "demo”}
iteli info: conmect to decs server: http:/fapi-dccs-ensaas.sa.wise-paas. [Dmf\']fsEP\'J[Ecredent]a1S/EdaddaaltJGSS(BEE(SSIESSJBEZJHED
decs connected. good!
7 whiteListconn info: commect to mgtt host:rabbitmg-ee1-pub.sa.wise-paas.com port:5883 sslrtrue 2 126291 -11¢2-b1d: 13-b232-2370-8746-229F 2ee52ab5 tenant1d:undefined bakid:

"127.8.8.1", "PRort":4592, "Type":1, "Device"s

:2,"Desc™:"Value of

Windows (CRLF) Ln7, Col 440 100%
> AA 4y . = . . = Jal 4.
5. #&F ¥ W& LD &T 4 I C\WebAccess\Node\nodejs\log F # % o
I & = | log = O
Home Share View
« « N | C:\WebAc(ess\Node\nodejs\Iogl ~ |8 Search log
MName Date modified Type Size
202009_demo 9/26/2020 1:31 AM File folder
|J .0d564f9954ad0e28452dadff7b158ad9bba...  9/26/2020 1:32 AM  JSON File TKB
[7] Bad7d4e09e4341£c025b7eScdal6b24c246..,  9/26/2020 12:26 AM  JSON File 1KB
[ 17be2fac54097b891d9b603575a375F04ec...  9/26/2020 1:31 AM  JSON File 1KB
|j bwefg2json.log 9/26/2020 12:35 AM  Text Document 2KB
|:] cloud_agent_recover-2020-09-26-01.log G/26/2020 1:56 AM  Text Document 1,925KB
|j cloud_agent-2020-09-26-01.log 9/26/2020 1:56 AM  Text Document 15KB
|j magttbroker-2020-09-26-00.log 9/26/2020 12:26 AM  Text Document 0KB
5| wascada_agent-2020-09-26-00.log 9/26/2020 12:50 AM  Text Document 4KB
|:] wascada_agent-2020-09-26-01.log G/26/2020 1:32 AM  Text Document TKB
|j wpscada_agent.log-2020-09-26-00.log 9/26/202012:37 AM  Text Document 25KB
|j wpscada_agent.log-2020-09-26-01.log 9/26/2020 1:32 AM  Text Document 1KB
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bwcfg2json.log
A% WebAccess p|8kv Z H #E % 5 Json ek &k o

Eile Edit Fornat Wiew Help

bB/ZG/Z@ ©8:35:54 WhitelistDLL INF OutputTaglsonFile 8@ WaCloudWhitelist project:262089 scada:demo file:.\config\262809_demo\BwCloudTags.json
B9/26/26 G3:35:55 WhitelistDLL INF OutputTaglsonFile 136 WaCloudwhitelist get SCADA info

©9/26/26 ©0:35:55 WhitelistDLL INF OutputTaglsonFile 142 proj_id=1 scada_id=1

©3/26/20 ©9:35:55 WhitelistDLL DBG OutputTaglsonfile 148 SetArraySize [5]

©9/26/26 89:35:55 WhitelistDLL DBG OutputTaglsonFile 158 SetArraySize [E]

83/26/20 ©3:35:55 WhitelistDLL WRN OutputTaglsonFile 168 created root and tags(5)

©9/26/26 ©0:35:55 WhitelistDLL WRN OutputTaglsonFile 185 done to create root and tags

©3/26/20 09:35:55 WhitelistDLL WRN OutputTaglsonFile 201 output file(.\configh262003 demo‘\BwCloudTags.jsen)

89/26/26 @9:35:55 WhitelistDLL WRN OutputTaglsonFile 268 proc dir: C:\WebAccess\Node\configh2@26@9_demo\BwWISEPaasTags.json

B9/26/26 G3:35:55 WhitelistDLL WRN OutputTaglsonFile 264 ------- WMake tags -------

©9/26/26 00:35:55 WhitelistDLL DBG _WSAddTolsonArray 21 device
©3/26/20 ©9:35:55 WhitelistDLL DBG _WSAddTelsonArray 28 SetArraySize [5]

@9/26/26 ©9:35:55 WhitelistDLL DBG _WSAddTolsonfrray 38 SetArraySize [E]

B9/26/26 G3:35:55 WhitelistDLL DBG _WSAddTolsonBrray 21 device:P81 iecl®3 ----------
@3/26/20 89:35:55 WhitelistDLL DBG _WSAddTolsonfrray 28 SetArraysize [5]

& e

indaws (CRLF) Lni,Col1 100%

7] bwefazison.log - Notepa -
bicfgZison.og - Motepad o X

mgttbroker-xxxx-xx-xx-xx.log
* # WebAccess mqtt broker 7% 4

File Edlit Fomat Wiew Help

‘Windaows (CRLF) Ln1,Coll 1002

| nattbroker-2020-09-26-00ag - Motepa =
qtthroker-2020-09-26-00lng - Motepad o x

wascada_agent-XxXxx-xx-xx-xx.log
~# WebAccess & 3 %8 > #-3 # 37 B WebAccess MQTT Broker 7731 & -

Eile  Edit Fornat Wiew Help

20826-09-26 proc_task info: mgtt broker host:172.16.12.79 port:1883 closed
20826-689-26 proc_task info: mgtt broker host:172.16.12.79 port:1883 closed
2028-99-26 ©8:36:35 proc_task info: mgtt broker host:172.16.12.79 port:1883 closed
20920-99-26 H proc_task info: connect to mqtt broker host:124.8.8.244 port:1883
2026-09-26 ©8:36:41 proc_task info: mgtt broker host:124.9.8.244 port:1883 connected
2926-85-26 proc_task info: mgtt subscribe: iot-2/evt/wacmd/fmt/Eden_M)TT-Demo/#
2026-99-26 proc_task info: mgtt subscribe: iot-2/evt/waactd/fmt/Eden_M)TT-Demo/#
20920-99-26 whiteCommand info: fork proc_task host:124.9.8.244 port:1883 gid:Eden_MQTT-Demo,Eden_WQTT-Demo I
2026-69-26 proc_task info: connect to mqtt broker host:124.9.8.244 port:1883

20826-689-26 proc_task info: mgtt broker host:124.9.8.244 port:1883 connected

2026-99-26 proc_task info: mgtt subscribe: iot-2/evt/wacmd/fmt/Eden_MQTT-Demo/#

2926-99-26 proc_task info: mgtt subscribe: iot-2/evt/waactd/fmt/Eden _MQTT-Demo/#

2026-69-26 proc_task info: mqtt onmessage topic:iot-2/evt/waactd/fmt/Eden_M)TT-Demc/262689_demo message:{"
2626-89-26 proc_task info: mgtt onmessage topic:iot-2/evt/wacmd/fmt/Eden_W)TT-Demo/262665_demo message
2026-99-26 proc_task info: mgtt ormessage topic:iot-2/evt/wacmd/fmt/Eden_WQTT-Demo/262669_demo message:{"d":{"Cmd":

indaws (CRLF) Lni,Col1

ascada_agent-2020-03-26-001ag - Motepad - o X

v

skwpscada_agent-xxxx-xx-xx-xx.log
~ #% WebAccess & 3 %8 > #-3 # 37 B WISE-PaaS MQTT Broker =31 &, -

pscada_agentlog-2020-00-26-00.log - Notepad - O

File Edit Fornat Wiew Help

ﬁ@zereaqa 22 1 whiteCommand info: multiConn - wainfo:[{"host":" ","tls":" ","username":" “,"wapassword”:" ","pgroupid”:"d8c2b733-9e7c-4229-aa73-

cB5bf821eBac” ,"sid" :"dBc2b733-%e7C-4229-aa73-cB65bF82lebac™ , "port” 1™ " "ckey™ :"cdadddalcId56ckeBc552a5918821aeb™ , " addr” 1 "http: / /apl-dccs-ensaas .sa.wise-paas .com/™ }]
2028-09-26 88:27:86 proc_task info: ormessage - {"ckey":"cdadddalc7d56c6e8c552a5918821aeb™, " addr” :"http: //apl-dccs -ensaas . sa.wise-paas . com/™,"gid" :"d8c2b733-%e7c-
4229-3a73-c65bfB21ebac™ H ndex": 13876}

2026-09-26 ©8:27:96 proc_task info: request dccs: http://api-dccs-ensaas.sa.wise-paas.com/vl/serviceCredentials/cdadddalc7d56c6e8c55225910821aeb

2626-88-26 60:27:68 proc_task info: response dccs: {"servicelame":"RabbitM}","serviceHost": "rabbitmg-@@1l-pub.sa.wise-

paas .com”,“serviceKeyMame” :"cdadddalc?d56c6e8c552a5910821aeb” , "servicekeyGui "9b@381fa-b232-4370-8716-

e29f2eeSedb5™, "org an ,"servicelnstanceName™:“rabbitmg”,"serviceInstanceld”: " @999%a8le-6291- 11ea-blde-d26dfba84846™ , “subscriptionId
4e@d-beeb-76b93feb726c" " credential™: {"dashboard_ur “http://rabbitmq-@@1l.5a.wise-paas.com:15672/#/login/9b@381fa-b232-4378-8716-
e20f2ee5edbs /GEXKDLPLS 6MaldscmttN” , “externalHosts™ : "rabbitmg-@@1-pub. sa.wise-paas . com™, "hostname” : "rabbitmg-881.sa.wise-paas .com™, “hostnames™ : ["rabbitmg-
@01.3a.wise-paas.com”],"http_api_uri™:"http://ob8381fa-b232-4370- 8716-e29f 2eebedbs :GEXKDLPLS 6Maldximttigrabbitmg- 081, sa.wise-paas . com: 15672/ /api /", "http_api_uris
[“http://0b6381fa-b232-4370-8716-e29f2ee5e4b5 :GEXKDLPL56Maldx Imt thgrabbitmq-001.sa.wise-paas.com: 15672 /api/™

"internalHosts":"rabbitmg-29l.sa.wise-
paas .com” ,"passwar, EXKDLPiS6Maldximtth" , " protocels™: { "amgp+ss1™: { rabbitmq-861.5a.wise-paas .com" [“rabbitmg-G91.sa.wise-
paas .com™ ], "password” : "GEXKDLPL5EMaldxImtth™ , “port™ :5671,"ss1™ :true, "uri amgps : //9b@381fa-b232-4378-87f6-229f 2eeSedbs :GEXKDLPiS 6Maldx Imt tNigrabbitmg- 881 . sa.wise-
paas.com:5671/0099a8le-6291-11ea-blde-d20dfbe84846", "uris™:

[*amaps://9bE3B1fa-b232-4370-8716-e29F 2eebedbs :GEXKDLPLS 6Maldximttigrabbitmg- 081, 54 . wise-
Windows (CRLF) Ln1,Col1 100%

7408447d- 1426~
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cloud_agent_recover-xxxx-xx-xx-xx.log

A 1% WebAccess iz 37 B = - #-3 37 B WebAccess MQTT Broker 7% 4 31 ,

7] cloud_agent_recover-2020-09-26-01.log - Notepad

fe2e-e9-26 e1:¢0:28 proc_data_recover info: topic:iot-2/evt/wadrn/fmt/Eden_MQTT-Demo message:{
B

"UTC": 1581187192

"2828-9-267T87:59:592"

proc_data_recover info: (db rm) device(262009 demo): {"Data”:{"UTC":161187192}}
proc_data_recover info: (gb rm) device(202009_demo) data 192

proc_data_recover info: topiciiot-2/evt/wadata/fmt/Eden_MGTT-Demo message
190181 proc_data_recover info: topic:iot-2/evt/wadrn/fmt/Eden MQTT-Demo message:{

159:53. done
+{"202089_demo” : {"Val™:{"Secc":53}}},"ts": "2020-89-26TA7:59:

{
“2e2009_demo": {
"Data”: {
"UTC": 1601187193
}

Unix (LF) Ln1,Col1

File Edit Fomat View Help [N

3.60427}

100%

cloud_agent -xxxx-xx-xx-xx.log
A 1% WebAccess i i 37 B o

i 37 WebAccess MQTT Broker 7731,

]
o

o

7 cloud_agent-2020-03-26-01.log - Notepad
File Edit Format View Help

main info: [89/26 e [Info] message:{"d":{"20289_demo": :"2020-89-26Te:
main info: [85/26 ef [1nfo] "2030-89- 2670
main info: [89/26 e [Info] "2820-89- 2678t

[1nfo] "2030-89- 2670

main info: [@9/26 @
main info: [@9/26
main info: [89/26 @

[1nfo]
[1nfo]
[1nfo]

"2820-09-26T8!
:"2828-89-26T8:

iot-2/evt /waconn, Fnt/Eden_MQTT-Deno message: {"d":{"2000e9_demo”:
iot-2/evt/wacmd/ fut/Eden_MQTT-Deno/262005_demo message: {

7
7
7
7 main info: [89/36 o
7
7
2

{
“Cmd": "DOn"

3
“ts":  "2828-09-26TPS:3@:482"

8 main info: [89/25 o [1nfo] [on wacmd] Eden_MQTT-Demo/282689_demo DOn
[es/26 e [Info] topic:iot-2/evt/waconn/fmt/Eden_MOTT-Demo message:{"d":{"202889_demo”:
: [@9/26 @ [1nfo] iot-2/evt/waconn/fmt/Eden_MQTT-Demo message:{"d":{"2028@9_demo” "2020-9- 2670
: [89/26 @ [1nfo] iot-2/evt /waconn/ Fmt/Eden_MQTT-Demo message:{ "102009_demo” "2030-89- 2670
: [@9/26 @ [1nfo] iot-2/evt/waconn/fmt/Eden_MQTT-Demo message:{"d":{"2028@9_demo” "2020-29-25Te:

i [@9/26 e [Info]

‘Windows (CRLF) Ln1,Col1

:20.6732"}
20,6737}

29,7052}

100%

Pin Definition (in case of serial connection):

Reference:
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