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The documentation and the software included with this product are copyrighted 2017 by
Advantech Co., Ltd. All rights are reserved. Advantech Co., Ltd. reserves the right to make
improvements in the products described in this manual at any time without notice. No part of this
manual may be reproduced, copied, translated or transmitted in any form or by any means
without the prior written permission of Advantech Co., Ltd. Information provided in this manual is
intended to be accurate and reliable. However, Advantech Co., Ltd. assumes no responsibility

for its use, nor for any infringements of the rights of third parties, which may result from its use.

Microsoft Windows is registered trademark of Microsoft Corp.

All other product names or trademarks are properties of their respective owners.
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User Guide

1. Introduction

1.1 Advantech SNMP Subagent

The Advantech SNMP Subagent allows you to communicate Simple Network Management Protocol (SNMP) with
the common or platform Subagent on the managed system. With the Advantech SNMP Subagent, you can use

SNMP SETs, GETs, and TRAPs to manage supported platforms.
1.2 Supported Advantech Platforms

The current version of Advantech SNMP Subagent supports the Advantech x86 hardware platform products. See

the release notes to check the supported product list before using it.

1.3 Supported Operating Systems

The Advantech SNMP Subagent supports the following operating systems:
Windows Embedded Standard 2009

Windows Embedded Standard 7

Windows Embedded 8 Standard

Windows 7 SP1

Windows 8

Windows 8.1

Windows 10

1.4 System Requirements

1.4.1 SNMP Master Agent

The Advantech SNMP Subagent is based on the Windows SNMP service. You must install the Windows SNMP
service on the supported operating systems. You can check the service snap-in. Please refer to Figure 1-1 (found

under Administrative Tools in Windows Control Panel).
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SNMP Service Name Description Status Startup Type legCOnfés =
% RIP Listener Listens forr... Manual Local Service
Start the service L Routing and Rem...  Offers routi... Disabled Local Syste...
% RPC Endpoint Ma... Resolves RP... Started Automatic MNetwork 5.,
Description: L Secondary Logon Enables star.. Started Automatic Local Syste...
Enables Simple Network L Secure Socket Tun... Provides su... Manual Local Service
r:::zZE:STDEEZPF;:::;;LSE}?E:S L Security Accounts...  The startup ... Started Autormatic Local Syste...
computer. If this service is stopped, L Security Center The WSCSY...  Started Automatic (D..  Lecal Service
the computer will be unable to L Server Supports fil..  Started Automatic Local Syste...
Process SMMP requgsts. If this ser\r.ice L Shell Hardware De... Provides no..  Started Automatic Local Syste...
EEE;I;:ZIEE: iatrl:”slira\.ir:ctzs:tf;:l explicitly L Simple TCP/IP Ser...  Suppeorts th... Manual Local Service
L Smart Card Manages ac... Manual Local Service
L5 Smart Card Remo...  Allows thes... Manual Local Syste...
£# 3 SMMP Service Enables Sim... Manual Local Syste.. I
L SMMP Trap Receives tra... Manual Local Service 3
o Software Protection  Enables the ... Automatic (0. MNetwork 5.
5 55DP Discovery Discovers n... Manual Local Service
L Superfetch Maintains a... Automatic Local Syste...
L Systern Event Moti.. Monitors sy.  Started Automatic Local Syste...
L Tablet PC Input 5e... Enables Tab... Started Automatic Local Syste...
L Task Scheduler Enables a us... Started Automatic Local Syste... _

4 1 |

Extended A Standard /'

Figure 1-1 Windows Services

If the SNMP service does not exist, you can turn on the Simple Network Management Protocol by the following
steps. Here is a Windows 7 example.
1. Go to Control panel > Programs and Features. (Figure 1-2)
2. Click Turn Windows features on or off on the left panel.
3. In Windows Features window, check the checkbox Simple Network Management Protocol. (Figure 1-3)
4. Click OK.
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Figure 1-2 Programs and Features
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Windows Features l ==l |ﬁ,|
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] L Simple TCPIP services (1.e. echo, daytime etc
[C] 1) Subsystem for UNIX-based Applications
, Tablet PC Components
[] | Telnet Client
[] | Telnet Server
[C] | TFTP Client
, Windows Gadget Platform
[] || Windows Process Activation Service
; Windows Search
[T 1) Windaows TIFF IFilter i

m

QK l ’ Cancel
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Figure 1-3 Windows Features

1.4.2 Latest Drivers

The Advantech SNMP Subagent requires the latest Advantech drivers including the following.

Advantech Lmsensor Drivers

Advantech Watchdog Drivers

Advantech Multi-level Watchdog Drivers (If applicable)
Advantech Brightness Drivers (If applicable)

Advantech UNODIO Drivers for embedded IO (If applicable)

© 2018 Advantech Co., Ltd.
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2. Advantech SNMP Subagents Overview

Advantech SNMP Subagents are SNMP extension agents that provide interfaces for retrieving Advantech x86
hardware and software information and monitoring the health status of the network using the SNMP protocol.
Table 2-1 is the basic information of Advantech SNMP Subagents.

Table 2-1 Advantech SNMP Subagents

Name MIB file Supported Region

Advantech advantech-common-mib.mib | iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).advantech(102
Common Agent 97).advantechCommonMIB(100)

Advantech ADVANTECH-PLATFORMS- iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).advantech(102
Platform Agent MIB.mib 97).advantechPlatformsMIB(200)

2.1 MIB and OID

SNMP works with basic components OIDs (Object Identifier) and MIBs (Management Information Base). The user
gets information by querying “Objects”. A MIB (Management Information Base) is a database including many
objects and it is a tree structure shown in Figure 2-1; each node is addressed through an object identifier (OID) and
it maps to an entity in a communications network. OIDs are always written in a numerical form instead of a text
one. Therefore, the top three object levels are written as “1.3.1” rather than “iso\org\dod” and the OIDs of

Advantech is 1.3.6.1.4.1.10297
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root
iso (1)
org (3)
|
dod (6)
internet (1)
directory (1) mgmt (2) experimental (3) private (4)
mib-2 (1) enterprise (1)

Microsoft
(311)

Advantech
(10297)

Figure 2-1 OIDs tree

2.2 Community Strings

Community Strings are similar to passwords. They are used to allow authorized you to access the SNMP agent on a

device.

Community Strings can be configured as read-only (RO) or read-write (RW). As the name implies, read-only strings

only allow information to be pulled from the agent. However, read-write strings are much more powerful and can

allow reconfiguration of many device properties. In general, the default community strings are set to be “public”

for read-only (RO), and “private” for read-write (RW).

© 2018 Advantech Co., Ltd.
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2.3 Architecture

Network Management Station (NMS) can communicate with subagents by the OIDs defined in the MIB files.

Network MIB Files

Management <

Station (NMS)
NMS
Network

Microsoft SNMP Service IE)A:\r/}i%ed
A 4 A 4
AdvPlatformAgent.dll AdvCommonAgent.dll

Figure 2-2 Architecture
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2.4 Advantech SNMP Subagents
The Advantech SNMP Subagents provides the functions as shown in Figure 2-3.
Information
Embedded OS
PCI Information
Information

Management

Temperature

Voltage

EWF/FBWF
SW Group Information Fan

| Advantech it
Driver
PowerObj
Monitor G
MemoryInfo
Microsoft
SNMP Advantech |, Storagelnfo

Service SNMP
Advantech Watchdog
Peripheral Drivers
Group Brightness

(Master Subagents
Level

Agent)

Hard Disk

Hardware
Detect

Voltage

Hardware
Detect

FAN

Current

MemoryUsage

StorageUsage

Power State
Changed

Figure 2-3 Advantech SNMP Subagent Functions
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2.4.1 Platform Information

You can get the system information of the managed device, such as model name, image version, image release
date, system first boot time, system boot time, and boot count.
If there are multiple identical devices, you can set an alias name or a description of each device.

J ativsteimn

..... srsbdodulsID
ssDeviceame
[ 2psDeser

..... ‘ syslimage Version
----- &) sv:ReleazmDate
----- &) zvsFirstBootTime
..... ‘ sysBootTime

----- &) =v:BootComnt

Figure 2-4 Platform Information

2.4.2 PCl Information

You can get the PCl information (table) of the managed device, such as Vendor ID, Device ID, IRQ, Description, Base
Address ... etc.

= B peiflotEntry

% palndex

‘ paBuzlndex

‘ paDevicelnd ex

‘ paFunctiondnd ex

‘ peDisplaytlame

‘ psDesey

‘ paVendorID

‘ pzDevice]D

‘ paiubaysYend oD

- paSubsysDevicelD

‘ p_lazsCode

‘ pablanufactorer

‘ paLocation
Microsoft Advantech - psBassdddress

SNMP Service 4  SNMP - psLength

[Master Agent) Subagents - psIRQ

‘ psitate

‘ paiModule Type

‘ pabodulePorts

Figure 2-5 PCI Information
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2.4.3 Trap Management

You can set the destination IP of NMS or trap management tool.

Figure 2-6 Trap Management

2.4.4 Software Group

You can get the EWF (Enhanced Write Filter) and FBWF (File Based Write Filter) current settings.

W= f00h
= [ ewiObiTable

- o' ewtObiEntry
B ewtObiIndex

- ewiDirivelame
‘ ewfCverlan Type
‘ ewiitate
- ) ewiHORMState
‘ ewibarlevels

- {bwfObj

-y fhwtState

- (@ fhrfOverlay Threshold
- [ fhwfhvailshleVolume Table
- [ fhwfProtected Volume Table

- [ fhwfWrite TheoughFilesTable
Figure 2-7 SW Group
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2.4.5 Monitor Group

You can get the Temperature, Voltage, Fan, and Current information which are handled by

Advantech Driver.

You can set high, low, high-high, and low-low threshold values of each Temperature, Voltage,

Fan, and Current. You can also set a null value to disable the threshold.

When the threshold has been set, the monitored value will be divided into 5 levels, cleared(1),

critical-low (2), low (3), high (4), and critical-high (5).

® [f the Value is greater than the high-high threshold and high-high threshold is not
disabled (null), the level is critical-high (5).

® [f the Value is greater than the high threshold and less than or equal to the high-high
threshold and high threshold is not disabled (null), the level is high (4).

® [f the Value is greater than low threshold and less than or equal to the high threshold
and Jow threshold is not disabled (null), the level is low(3).If the Value is less than the
low-low threshold and the low-low threshold is not disabled (null), the level is critical-
low(2).

® Otherwise, the level is cleared (1).

You can also enable monitoring state when the value is out of bound, it will send a trap to

NMS.

You can get the current CPU Loading, current CPU Speed, CPU Maximum Speed, memory size,

memory usage percentage, and storage usage percentage of the managed device.

There are 4 threshold values UsageTh1 ~ UsageTh4 which splits the usage into 5 severities,

cleared(1), notice(2), warning(3), critical(4), and emergency(5) if the threshold value is not

disabled (-1).

® If the usage is greater than UsageTh1 and UsageTh1 is not disabled(-1), the severity is
notice(2)

® [f the usage is greater than UsageTh2 and less than or equal to Usage Th1 and UsageTh2
is not disabled(-1), the severity is warning(3)

® [f the usage is greater than UsageTh3 and less than or equal to Usage Th2 and UsageTh3
is not disabled(-1), the severity is critical(4)

® [f the usage is greater than UsageTh4 and UsageTh4 is not disabled(-1), the severity is
emergency(5)

® Otherwise, the severity is cleared(1)

You can get the power state pwr-normal(1), pwr-redundancylost (2), pwr-v1l-low (3) or pwr-

v2-low (4) and the power state severity including cleared(1), notice(2), warning(3), critical(4),

and emergency(5) if the target platform support these features. You can also enable the

power monitoring state when the power state changed, it will send a trap to the NMS.
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PowerObj
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Figure 2-8 Monitor Group
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2.4.6 Peripheral Group

You can get the current Watchdog/Multilevel Watchdog configuration and the current state. You can get the current
brightness level of the HMI device. (If applicable)

weatchd ogiohy

-l
Advantech - wiState
Drivers - wd Timeoutlnterval

‘ wiklode

‘ wilogEvent

= multilevel WatchdogObj
- ) mwdState

- mwd Timeoutlnterval
‘ mved ntermptleesel
- ) mwdRestLevel
‘ mwdMade

‘ mewd Digital Ougpt

- ) mwd FPG A Version

----- ‘ brightnessLewvel

Figure 2-9 Peripheral Group

2.4.7 Peripheral Group - Hard Disk

You can get the hard disk information and the S.M.A.R.T. (Self-Monitoring, Analysis, and Reporting Technology)
information of it.

- | harddiskObi
- {8 hdNumber

= E hJ:lTahle
---% hdlndex
() hi Manufacturer
() hiModel
() hd FirmewareRevision
{8y i Seria N umber
() hi DriverCapactity
- i PartitionM umber
= [ hdiMART Table
- ' hdSMAR TEntry
&, hsIndex
@) MshttibID
‘ b st e
() hd sV alue
{8y hdsWorst
@ MsTheshold
@ MR AWV alue

Figure 2-10 Peripheral Group - Hard Disk
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2.4.8 Peripheral Group - Hardware Detection

If hardware is inserted or removed, the SNMP subagent will record the information. If the “hardware detect
trap” is enabled, the SNMP subagent will also send a trap (alarm) to the NMS. The hardwareDetectObj supports
the below types of hardware with related hwdClassGUID

[ USBRawDevice : {a5dcbf10-6530-11d2-901f-00c04fb951ed}

DiskDevice : {53f56307-b6bf-11d0-94f2-00a0c91efb8b}

NetworkCard : {ad498944-762f-11d0-8dcb-00c04fc3358c}
HumanlinterfaceDevice (HID) :{4d1e55b2-f16f-11cf-88cb-001111000030}

[ hud TrapEnable

i\ haord wrareDetectishy
[ hwdMaxTableRow
‘ hewed Homber
= [ hwd Tahle

- 5! hwd Entry
&y, hdlndex
‘ heed Gred T i
‘ hewrd Device Type
‘ heard Clas3 I
‘ heed Wame
‘ hewrd Friend 1M ame
‘ hewed Event

Figure 2-11 Peripheral Group - Hardware Detection
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2.4.9 Trap

The Advantech SNMP Subagents currently support 13 types of Traps.

Temperature is out of range

Temperature becomes normal

Voltage is out of range

Voltage becomes normal

Hardware insertion and removal

Fan Speed is out of range

Fan Speed becomes normal

Current is out of range

Current becomes normal

Memory Usage exceeds the threshold value
Memory Usage becomes normal

Storage Usage exceeds the threshold value
Storage Usage becomes normal

Power State is changed

B4 SNMPv1 TRAPs

E"

|

E
-

(1]
8

ryUsag

StorageUsage

Power State

Figure 2-12 Traps
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----- } trap TemperatureEwvent

----- J; trap TemperatureEvent”leared
----- J} trapVoltageEvent

----- ‘} trap ValtageEventCleared

----- j- trapFemovableDeviceEvent
..... j. trapFanFEvent

----- j- trapFanEventCleared

..... j trapCurentBEvent

----- } trapCurrentEventCleared

..... j trapMemorysageEvent

----- j trapMemonl s geEventCleared
..... ,; trap@toragelTsageEvent

..... ,; trapStora gelTaage EventCleared

..... ,; trapPowerbtateChanged
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2.4.10 Log files

There are log files for Advantech SNMP Subagents to keep track of important events. The subagent defines the
following commonly used severity levels: none = 0, fatal = 1, error = 2, warning = 3, info = 4, debug = 5, verbose =
6 and the default level is error.

These log files can be found in the C:\Windows\System32 (32-bit Windows) or C:\Windows\SysWOW64 (64-bit
Windows) folder and the file names are AdvCommonAgent.log for Advantech Common Agent and
AdvPlatformAgent.log for Advantech Platform Agent.

The subagent supports Log Rotation, and the log file is rolled over after a specified size MaxLogFileSize (in bytes)
has been reached.

For example, if logging to a file named file.log, when the file size reaches the specified size limit, the contents are
archived in a file named file.1.log and file.log is truncated. When the size limit is reached the second time, file.1.log
is renamed to file.2.log; contents from file.log are archived to file.1.log and file.log is truncated.

This continues until the maximum backup index MaxLogFileCount is reached, after which the oldest log file is
deleted on each rollover.

You can set LogSeverity (default is 2), MaxLogFileSize (default is 1048576 bytes) and MaxLogFileCount (default is 5)
in the registry.
32-bit Windows:
HKEY_LOCAL_MACHINE\SOFTWARE\Advantech Corp.\SNMP
64-bit Windows:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Advantech Corp.\SNMP

Table 2-2 Log Parameters
Entry name Data type Values
LogSeverity REG_DWORD | none =0, fatal = 1, error = 2 (default), warning = 3, info = 4, debug =5,
verbose = 6
MaxLogFileSize REG_DWORD | Maximum allowed file size (in bytes) before rolling over; the lowest
MaxLogFileSize is 1000 bytes. Default is 1048576 bytes (1 MB)
MaxLogFileCount | REG_DWORD | A number of log files to keep. Default is 5
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3. Installation and Uninstallation

3.1 Installation

3.1.1 Launch installation package

Launch the Advantech SNMP Subagent Installation Package and you can see the following wizard. Click Next to
start the installation.

=

rﬁ! Advantech SNMP Subagent I. = | |_ﬂh

Welcome to the Advantech SNMP
Subagent Setup Wizard

Setup will install Advantech SMNMP Subagent on your computer, Click "Mext” to start to
installation or "Cancel” to exit,

[ 'E'_:;'ﬂmct:- ” Cancel

Figure 3-1 Advantech SNMP Subagent Installation Package
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You may see an error message below if the target platform has not installed SNMP service before.

) Advantech SNMP Subagent

ESREE )

Setup Failed

Welcome to the Advantech SNMP
Subagent Setup Wizard

One or more issues caused the setup to fail. Please fix the issues and then retry setup. For
more information see the |og file,

0x81£40001 - Please (rejinstall SMMP zervice first,

Close

Figure 3-2 Please install SNMP service

© 2018 Advantech Co., Ltd.
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3.1.2 Install Advantech Kernel Driver

The installation package will install the Advantech Kernel Driver which is needed by Advantech SNMP Subagent.

#3 Advantech SNMP Subagent @_Iéj

Welcome to the Advantech SNMP
Subagent Setup Wizard

Status: Advantech Kernel Driver

Cancel

Figure 3-3 Advantech Kernel Driver
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The Installation may display the following message, check Always trust software from “Advantech Co., Ltd.” and
click Install to complete the driver installation.

Would you like to install this device software?

Mame: Advantech Corp.
Publisher; Advantech Co., Ltd.

Always trust software from "Advantech Co., Ltd.". l Install I [ Don't Install

@ You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

Figure 3-4 Windows Security of Driver
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3.1.3 Install Advantech SNMP Subagent

To install the Advantech SNMP Subagent, the installation Wizard will display another installation wizard as shown
in Figure 3-6.

-

ﬁ Advantech SNMP Subagent = 2

Welcome to the Advantech SNMP
Subagent Setup Wizard

Status: Advantech SNMP Subagent

iCancel

Figure 3-5 Advantech SNMP Subagent
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Click Next to start the installation and you will see an SNMP configuration page as shown in Figure 3-7.

r‘ﬂ{‘;‘ Advantech SMMP Subagent Setup l = | |i3-]

Welcome to the Advantech SNMP
Subagent Setup Wizard

The Setup Wizard will install Advantech SMMP Subagent on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Figure 3-6 Advantech SNMP Subagent Setup Wizard
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3.1.4 SNMP Configuration

You can enter the Read-Only, Read-Write, and Trap Community which will be applied to the SNMP service. If you
input an incorrect Community String, the installation wizard will show an error message as shown in Figure 3-8.

—
Advantech SMMP Subagent ﬁ
=,

SMMP Configuration

Please enter your SMMP information

Read-Only Community:

LIONICH

Read-Write Community:

||:|rivate

Trap Cormunity:

||:uu|:|li|:

Back ][ Mext ] [ Cancel

Figure 3-7 SNMP Configuration
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13 Advantech SNMP Subagent | = |

SMMP Configuration
Please enter your SMMP information

Read-Only Cnrrl[ il u
Ipublic*

Read-Write Comi :] Mon-numeric/letter character was found.

Ipri'u'ate
Trap Community!

Ipublic

Back ]I Mext | [ Cancel

Figure 3-8 Incorrect Community String

After installation, the Read-Only and Read-Write community will be applied to the Security tab of SNMP Service
Properties as shown in Figure 3-9.

-
SNMP Service Properties (Local Cumpuier_}- u Advantech SNMP ﬁubagenl u
| General | Log On I Recovery | Agent | Traps | Security | Dependencie5| SNMP Configuration
Please enter your SHMP information
Accepted community names
i . U

Community Rights Read-Only Community:

public READ OMLY Lt Im
| private READ WRITE < l ]
W Read-Write Community:
1 |private
| Add.. ] [ Edi... ] [ Remove ]
| Trap Community:
il | © Agcept SNMP packets from any host fpubic

@ Accept SNMP packets from these hosts

Back ][ Next ] [ Cancel ]

[ add. | [ Edit. | [ Remove |

Figure 3-9 Community for Security of SNMP service
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The Trap Community will be applied to the Traps tab of SNMP Service Properties as shown in Figure 3-10. You can
add more Trap destinations in the Traps tab of SNMP Service Properties if need.

————
Advantech SNIMP iubagent M
| General I Log On | Recovery I Agent | Traps |Securit3,r I Dependencies SNMP Configuration
Flease enter your SNMP information
The SNMP Service provides netwonc management over TCP/IP
and IP¥/SPX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or IPX addresses.
Read-Only Community:
Ca p
Community name m
public
Read-Write Community:
|privahe
Trap destinations:
\ Trap Community:
Ipublic
5 default Trap

destinations

Back ][ Mext ] [ Cancel ]

| aam mane shedt SHMP

Figure 3-10 Community for Traps of SNMP service
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3.1.5 Install the SNMP Subagent

After finishing SNMP configuration, you can continue to install SNMP subagent. During installation, it will install
subagents to the system and restart the SNMP service as shown in Figure 3-12.

4 Advantech SNMP Subagent Setup EI_Iﬂ—hJ

Ready to install Advantech SNMP Subagent

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ][ Install ] [ Cancel

Figure 3-11 Ready to Install SNMP Subagent
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18 Advantech SNMP Subagent Setup l = | |&]

Installing Advantech SHMP Subagent

Please wait while the Setup Wizard installs Advantech SNMP Subagent.

Status: Stopping services

E—
Figure 3-12 Stop/Start Service

4 Advantech SNMP Subagent Setup I. = | |&J

Completed the Advantech SNMP
Subagent Setup Wizard

&

Click the Finish button to exit the Setup Wizard.

Figure 3-13 Installation Completed
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3.1.6 Restart Computer

ﬁ Advantech SMMP Subagent

= S |

Welcome to the Advantech SNMP
Subagent Setup Wizard

Setup Successful

You must restart your cormputer before you can use the software,

Close

Figure 3-14 Restart Required
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3.1.7 Security Settings

In order to communicate with Network Management Station (NMS), you need to add the NMS IP address to the
Security tab of SNMP service properties as shown in Figure 3-15

-

SNMP Service Properties (Local Computer) [

|GE|"IE.‘13| | Log On | Recovery | Agent | Traps | Security | Depmda"lcies|

[¥]i5end authertication trap:

Accepted community names
Community Rights

public READ ONLY |
I private READ WRITE

Add.. | | Edt. | | Remove

i) Accept SNMP packets from any host
i@ Accept SNMP packets from these hosts

localhaost

[ Edit... ] [ Remove

Leam more about SMMP

0K || Cancel Apply |

Figure 3-15 Add NMS IP address
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3.1.8 Get MIB files

After the installation finished, you can find the MIB Files from Start menu > All Programs > Advantech > SNMP
Subagent > SNMP Subagent MIB Files as shown in Figure 3-16 or from the installation folder of Advantech SNMP
Subagent as shown in Figure 3-17.

W Desktop Gadget Gallery
E Internet Explorer (64 -bit)
& Internet Explorer
"_-'. Windows Anytime Upgrade
& Windows DVD Maker
G2 Windows Fax and 5can
€ Windows Media Center
@ Windows Media Player
E_T Windows Update
& XPS5 Viewer
| Accessories
. Advantech
L SNMP Subagent
. SMMP Subagent MIB Files
|| SMMP Subagent User Guide

Documents
Pictures
Music
Computer

Control Panel

Devices and Printers

Default Programs

. lava Development Kit Help and Support

Back Windows Security

| |Search programs and files 2 | E

Figure 3-16 MIB Files

© 2018 Advantech Co., Ltd. Page 35




Advantech SNMP Subagent Version: <0.99>
User Guide Date: <05/02/2018>
=3 ECh ==
QU | | C:\Program Files (xB6)\Advantech\SNMP Subagent\MIB Files| = | ‘¢| Search Ml I
Organize « Include in library = Share with = MNew folder = - i I@I
' Favorites Mame : Date medified Type Size
Bl Desktop | advantech-commaon-mib.mib 10/5/2016 2:44 PM MIE File
4. Downloads | ADVANTECH-PLATFORMS-MIB.mib 10/5/2016 2:42 PM MIB File

v
=l Recent Places

.~ Libraries
3 Documents
rJ" Music
[e=| Pictures

B videos

1M Computer
&, Local Disk (C:)

@mﬂ Metwork

2 items

4

Ll

Figure 3-17 MIB Files Location

© 2018 Advantech Co., Ltd.

Page 36




Advantech SNMP Subagent Version: <0.99>

User Guide Date: <05/02/2018>

3.2 Uninstallation

To uninstall the Advantech SNMP Subagent, you can follow the following steps.

3.2.1 Launch uninstallation wizard

Go to Control panel > Programs and Features and select the Advantech SNMP Subagent. Click Uninstall to launch
uninstallation wizard as shown in Figure 3-19.

E=E
";—“ ‘ | <« All Control P.. » Programs and Features - Search Programs and Features

Control Panel Home

Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall,
B Turn Windows features on or Change, or Repair.
off
Organize *  Uninstall  Change 4= - I@
Mame : Publisher i
@ 2dobe Flash Player 15 ActiveX Adobe Systems Incorpc
[ Advantech Diaghnywhere Server Advantech

Advantech Lmzensor Muvoton Driver Advantech

Advantech SMMP Subagent Advantech Co., Ltd. I
og Uriver Advaniech Automation

&Cr‘fﬂﬂ[]isklﬂfﬂ 6114 Crystal Dew World 3
& Google Chrome Google Inc. r
E& Intel(R) Network Connections 17.1.55.0 Intel
[ Intel® Control Center Intel Corporation
4 Intel® HD Graphics Driver Intel Corporation
14 Intel® Management Engine Components Intel Corporation
@Intel@ Rapid Storage Technology Intel Corporation
‘4 Intel® SDK for OpenCL - CPU Only Runtime Package  Intel Corporation |
E,F;%- Microsoft MET Framework 4.51 Microsoft Corporation
4T 11 [ 3
-E Advantech Co., Ltd. Product version: 0.12.004
| “:a Size: 744 KB

Figure 3-18 Uninstall or change a program
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rﬁ Advantech SNMP Subagent l = | |_ihr

Welcome to the Advantech SNMP
Subagent Setup Wizard

Modify Setup

Advantech SMMP Subagent is installed on your computer. Click Uninstall to continue,
Repair to reinstall or Close to exit.

Repair ][ Uninstall ][ Close

Figure 3-19 Uninstallation Wizard

3.2.2 Uninstall the Advantech SNMP Subagent

Click Uninstall to continue the uninstallation process and wait the subagent has been uninstalled as shown in
Figure 3-21.
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## Advantech SNMP Subagent

= S |

Subagent Setup Wizard

Status: Advantech SMMP Subagent

Welcome to the Advantech SNMP

Cancel

L

Figure 3-20 Uninstall Advantech SNMP Subagent

# Advantech SNMP Subagent

= o |

Subagent Setup Wizard

Setup Successful

Welcome to the Advantech SNMP

Figure 3-21 Uninstall Successful
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4. Appendix
4.1 Third-Party MIB Browser

The Advantech SNMP Subagent has been tested with the following MIB Browser.
B iReasoning MIB browser
http://ireasoning.com
B ManageEngine Free SNMP MIB Browser
https://www.manageengine.com/products/mibbrowser-free-tool/

4.1.1 iReasoning MIB browser
Download Link: http://ireasoning.com/mibbrowser.shtml

1. Once running iReasoning MIB browser in the client platform, please load MIB files first.

@ iIReasoning MIB Browser v

File | Edit Operations Tools Bookmarks Help

= Load MIBs Ctrl+L || Advenced... 0ID: 13614110

UnLoad MIBs

MIE Modules

Open Session

Save Session

Exit

Figure 4-1 Load MIBs

2. Load ADVANTECH-PLATFORMS-MIB.mib and advantech-common-mib.mib. They are available after you
installed the Advantech SNMP Subagent. (e.g., C:\program files\Advantech\AdvSNMPAgent\Mib). Copy these
two files to your client platform in advance.

& Oper =

Look in: . MIE Files ,: T

Il
e

Recent Items

Desktop

My Documents

A

==

Compuker

= %
‘.&5’ File name: =ch-common-mib. mib" "A0YANTECH-PLATFORMS-MIE. mib"
MBtWOrk e of type: | all Files -

Figure 4-2 Advantech MIBs
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3. Enter the IP address of the target platform where Advantech SNMP Subagent was installed.

.
@ iReasoning MIB Browser T

File Edit Operations Tools Bookmarks Help
Addres: |172.16.12.87 A Advanced... OID:| 1361410
SNMP MIBs

?f MIE Tree

= | iso.orgdod interet

B-'gy' ENMPv1 TRAP:

Figure 4-3 Enter IP address

4. For example, you can find sysModulelD as following Figure 4-4, and there is also a description at the bottom
of the window.

-
¥ iReasoning MIB Browser e N a—

File Edit Operations Tools Bookmarks Help
Address: | 172.16.12.87 v Advanced... OID:|.1.36.1.4.1.10297.100.1.1.C

SNMF MIBs

&5 MID Tree

= |, iso.orgdod. intemet
B | mgmt

- | private

£ | enterprises
B || advantach

2 | sdvantechCommonMIE

: i atdystem

»

m

‘ sysFirstBoot Time
) sv:BootTime
: ‘ sysBootCount -
(Name sysioduleID
|1 1.36.1.41.10297.100.1.1
MIB ADVANTECH-COMMON-MIE
Santan DISFLAYRETRING
beocess read -only
Satnz mandatorr
DefVal
Indexes
Descr The module name of the device. This value
should inclode the full name of the hewd ware.
It iz mamdatory that this only contain
printable A3CII characters.
ez UNO-2184G, TPC-1840WP. ate,.

Figure 4-5 sysModulelD
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5. Double click on sysModulelD. Target platform will reply the module/product name message at the right side of

the window.

-
@ iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

\Address: 172161287 - Advanced OID: | 1.%61411020710011.0

SNME MIBs
MIE Tree

Result Table

| Cperations: | Get Next

»

=k~ |, i0.org.dod intemet B
- ment
O} || private
=8 . enterprises
=t | advantech
=+ | advantechCommonMIB

m

Figure 4-6 SNMP GET sysModulelD

NamneOIT

Value Type

6. You can also double click on sysBootCount to get reboot counter value from the target platform, for example.

'@ iReasoning MIB Browser l “
File Edit Operations Tools Bookmarks Help
Address: |172.16.12.87 - Advanced |OID 1.36.1.4.1.10297.10018.0 ¥  Operations: .GE
SHMP MIBs Result Table .
[=+ |, private -

NamefDID

Valug

- |, enterprises
-+ | advantech
- adwantechCommontIB

m

Figure 4-7 sysBootCount

7. Advantech SNMP Subagent also provides TRAP functions which will notify the client platform if alarm events
happened on the target platform. For example, if the voltage is abnormal, SNMP will automatically send a trap
to notify the user. Before the start, click the Advanced button and enter ‘private’ in the “Write Community”
field.

@’ IReasoning MIB Browser
File Edit Operations Tools Bookmarks Help
iddress: (172.16.12.87 . — o
| & Advanced Properties of SNMP Agent ﬁ
SHME MIB: —
£l | enterprises Address (172161287
= | alvantech
= L advantechCommonkd B Loy 161
Bk [ atdystem Read Community
(= athdgmt
= || snmp TrapSrvObj Write Community pnvate|
¢ smnp Trop S Hmber SHMP Version [1 -
- [ S 2
= B snmp TrapSrvEng
anmp TrapSred(|
anip TrapSrv]l
: @ srump Trapiovd |
b @ snmp TrapSred |
b @ anmp TrapS
B Mt
Name [ snmp TrapSrv Table e

Figure 4-8 Write Community
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8. Find snmpTrapSrvTable, right-click on it then click Table View.

r_
@ iReasconing MIE Browser -

File Edit Operations Tools Bookmarks Help

Sddress: [172.16.12 87 - Bdvanced. OID:|.1.36.1.4.1.10;
sl MP MIBs
= | enterprises v
= L advantech
(= . advantechComment{IB
- L atSystem
= atbdgmt

m

= snmp TrapSrObj
‘ sump Trapiare Muomber
= [ .
=B Find in subtree

Export to C5V
Expand subtree
Ctrl+R
] ) Get Mext Ctrl+M
- | atPeiConti)
= | ingPlatformshd Get Bulk Ctrl+B
" it Get Subtree Ctrl+E
=~ mondtorCn
N . Walk Ctrl+W
Naune siump TrapSry Table Table View Ctrl+T
oID J.26.14.1.10297.1003

Figure 4-9 snmpTrapSrvTable

9. The Trap Server Table will show up at the right side of the window. There are five empty IP addresses 0.0.0.0
by default. You can update them with your client platforms or NMS 1P addresses by SNMP SET command. You
can also add/edit the snmpTrapSrvIP in the Traps tab of SNMP Service Properties as shown in Figure 3-10.

@ iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: 172161287 v | hdvanced OID:| 13614110297.1002.12 v | Ope
SNME MIBs Result Table 172.16.12.87 - hwd Table 172.16.12.87 - hwd Table Trap Receiver
= |, mmpTrapSrvObj B
© @ sunp TrepSnHumber & Rote [2) Refresh B Export Foll SNMP SET Create ]
= E e |E| sinp TrapSreln... | swmp TrapSreIP snmp TrapSrvPort | snmpTrapSred ... | swmp TrapSreC...
= T [ 0000 162 lenabled public
m"T‘“"S“’IP £ 7 |z 00.00 162 enabled public
:'""@ mDTmDSWP . e 0000 162 lenabled bl
mPTmPS“‘ ; " [ 00.00 162 enabled public
SIp IR . 5 |5 0000 162 ensblad public
@ srump TrapS v Comrmundty
[ snmpTrapFersion
atPeinfi S
Ll m 2

Figure 4-10 snmpTrapSrvTable with default IP addresses
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10. First, click one text field of snmpTrapSrvIP, and click "SNMP SET"

1 ESREEE5C)

! » | Operations: .Get Wext = ' (o

Eesult Table ‘ 172.16.12 87 - ssnonpTrapSrvTable =

& Rotate Refresh £ Export Poll  2,|SNMPSET Create Row Delste Raw

np TrapSrvlin... | zump TrapSreIP wnpTrapSrvPort  |sonpTrapSred..  |spTrapSreC...  |sompTrapWVers.. | Index Vals
1 1 1, [ enabled puhblic w1 1
22 0000 162 enabled public vl 2
3 |3 0.0.00 162 enabled public vl 3
4 |4 0.0.00 162 enabled public vl 4
5 5 0.0.00 162 enabled public vl 5
Figure 4-11 snmpTrapSrvIP and SNMP SET
11. Enter the IP address of the client platform or NMS in the Value field.
o= =

b | Operations: .Get Next v. ’ o

Fesult Table | 172.16.12 87 - snnpTrepSivTable =

& Rotote Refresh £) Bxpont Pall SWME SET Creats Row Delste Row

sump Trapireln... | snmp TrapSoIP smpTrapin/Port  |sumpTrapioed .. |sumpTrapSeeC.. |enmpTrapWersi.. | [ndex Val
1 1 162 enabled public vl 1
2 |2 0.0.00 162 enabled public w1 2
ERE] 0.0.00 162 enabled public vl 3
4 4 0.0.0.0 162 enabled public vl 4
5 5 0.00.0 162 enabled public vl 5
f
& SNMP SET S5
OID | 12614110207100212121
Data Type :Ipﬁddress v

Valoe 17216121 |

Figure 4-12 SNMP SET snmpTrapSrvIP

12. This message box “SET succeeded” is supposed to be showing up.

r B
SET succeeded ﬁ

Figure 4-13 SET succeeded
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13. Tools > Trap Receiver.
I L
@ iReasoning MIB Browser
File Edit Operations | Tools | Bookmarks Help
Address: 172161287 }l Trap Receiver Ctrl+I |[1.2
SNMP MIEs Trap Sender
=N N enterprises ||
= | sdvantech
B advant
o | atd
£ =
Name snmp TrapSoy Tal :
OID 1361411029 Log Window ||
MIE ADVANTECH-( _ m
Smtaxc SEQUENCE OF| 46 Options
Figure 4-14 Trap Receiver
r v
@ iReasoning MIE Browser
File Edit Operations Tools Bookmarks Help
Address: |172.16.12.87 - Advanced. .. 0OID: .1.36.1.4.1.10297.100.2
SHNMP MIBs Result Table Trep Receiver =
i , advantechCommontdIB - .
Operations  Tools
: atPeiConfig 0 - %
, iagPlatformsMIB Description Hource

SHMPvl TRAPs
7 trapTemperatee Event

% trap Temperature EventCleared

% trap¥oltageEvent
% trapVoltageEventCleared

7 trapFanEvent

7 trapFanEventCleared

> trapCurrentEvent

} trapCurrentEventCleared

V.4
o
z
» trapRemovableDeviceEvent
.
V4
o

m

Figure 4-15 Trap Receiver Window
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&¥ iReasoning MIB Broweor

Now client platform can receive Traps/Notifications if any device was changed on target platform.
Please pIug/rgmove a USB hard drive from SNM

P server to verify if it works.

\hddress 172161287 - Advanced
SNMP MIBs
2 wp

% trap TemperstureBventClearsd
- % trapVoliageEvent
5 trapVoltaze EventCleared

File Edit Operations Tools Bookmarks Help
OID: | 1 36.14.1.10297.100.2
Result Tabls

Operations

cCa

| Operations: GetNext
Trap Receiver }

Tools

a4

-% DeviceEvent
}: trapFanEvent
5 tepPaBuentlred

- % trpCumrentEvent
% trapCusrentEventCleazed

Description.

rap RemovableDeviceEvent

2015-07-28 16:37:14

SNMP Version

Dieser

Noume abdgmt

o 136.14.1102971002 -

MIE ADVANTECH-COMMON-MIE

Symtac Source: 172.16.12.87 Timestamp: 37 minutes 38 seconds
Ascess :is0.0rg dod.internet private. enterprises advantech iagPlatfarmsMIB. platform Trap Obfs
Status

DefVal Specific: 5

Indexzs Generic:  enterpriseSpecific

Variable Bindings:

Name: .is0.0rg dod.internet, private. enterprises. ach h.iagPlatformsMIB. heralGroup. hardwareD etectObj. rwd Table
Value: [Integer] disk-device (2)

Name: .is0.0rg dod.internet, private. enterprises. ac h.iagPlatformsMIB. heralGroup. hardwareD etectOh). v Table
Value: [Integer] insert (1)

Figure 4-16 Receive Traps

14. In the example of the temperature trap, set tpMax to 20 and set tpState to be enabled.

SNMF MIBs Result Table 172.16.12.87 - tpTable = I
& LT A
=} mn;ife::fm on B Rote Refresh B Export Fall SNME SET Create Row Delets Row
- tplfumber tplndex tplame tpllnit tp¥alue tphlax tpMin tpCretTime pitate
= 1| CPU Temperatore | degres(s) Celsivs | 435 255 0 007 DF 07 1C D1 disabled
=] tpEntry 2 \2 \Board Temperature |degreefs) Celsiug |41 255 0 007 DFO7 1C 01 .. disabled.
&, tplndex i
L) lame
- tpUnit F
pWalue
gmMax —
[& tphtin
pGetTime
: tpitate
| voltageObj
fan(rhi A2
Figure 4-17 Set tpMax and tpState
(Zoom In)
Eesult Table 172.16.12.87 - tpTable =
& Rotte Refresh Export Foll SNMEP SET Create Row Delete Row
tplndex tpM e tpUnit tpValue 1. |tohax tpbdin tpGetlime 2, ItpSme
11 CPU Temperatore  |d S Celsus |30 20 1 007 DF 07 1C 01, Jenabled
2 |2 Board Temperatuore |[degree(s) Celsinz |41 255 ] 007 DF 07 1C 01 |disabled

Figure 4-18 Set tpMax and tpState (Zoom In)
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15. Now you will receive a trap which notifies you that the temperature is abnormal.

Result Tabls | 172161287 pTable | Trop Receiver « | 172161267 - pTabls |

Operstions  Tools

Co¥a 4

Description Rource Time Severity
. i

Source: 172.16.12.87 Timestamp: 5 minutes 30 seconds SNMP Version: -
Enterprise: .iso.org dodinternet private. enterprises. advantech iagPlatformsMIB. platform TrapObjs B
Specific: 1

Generic: enterpriseSpecific

Variable Bindings:

Name: iso.org dod internet private. enterprises advantech iagPlatformsMIB monitorGroup. temperatureObj. tpTable tpEntry. tpIndex. 1
Value: [Integer] 1

Name .is0.org. dod. internet. private. enterprises. advantech. iagPlat formsMIB. monitor Group. temp eratureObj. tp Table tpEntry. tpiame. 1
Value [OctetString] CPU Temperature =
Name .i50.0rg dod. internet. private. enterprises advantech sagPlat formsMIB. monitor Group temperatureObj. tp Table tpEntry . tpWValue. 1
Value [OctetString] 40

Name .iz0.org. dod. internet. private. enterprises. advantech. iagPlat formsMIB. monitorGroup. temp eratureObj. tp Table. tpEntry. tphaz. 1
Value [OctetString] 20

Name .150.0rg. dod. internet. private. enterprises. advantech.;agPlat formsMIB. momtorGroup. temperatureObj. tp Table. tpEntry. tphin. 1
Value: [OctetString] 0

Description: "Critical Under- Temperature problem. tplndes, tpName, tpValue, tphaz, tphin" a

Figure 4-19 trapTemperatureEvent
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4.1.2 ManageEngine Free SNMP MIB Browser
Download Link: https://www.manageengine.com/products/mibbrowser-free-tool/download.html

1. Once running ManageEngine Free SNMP MIB Browser in the client platform, please load MIB files first.

E; ManageEngine MibBrowser Free Tool

Edit “iew Operations Help

Load MIB ctrl+0 Ly =] Xf"‘ | O ‘

LinLoad MIE Delete

Laoad All MIBS Ctrl+A localhost E
UnLoad Al MIBS cel+U |y o

Save Results As.. Ctl+S L

Frint Results.. Crlep | =
IF-MIB frie2

CE Gt 215 E Mype Identified Mot Avadlabls
SHNMP-FRAMEWORK-MIB ted OIDs Mane

ADVANTECH-COMMON-MIB

I1AG-PLATFORMS-MIE

Exit MIEs AmibsiRFCT213-MIB mibsiF-MIB
MIB(s) Loaded Successfully.

Figure 4-20 Free SNMP MIB Browser Load MIB

2. Load the SNMP-FRAMEWORK-MIB file from the MIB folder of the ManageEngine Free SNMP MIB Browser
installation path. (e.g., C:\Program Files\ManageEngine\MibBrowser Free Tool\mibs)

[ Losd a MIB File . - | 2

Open | ik Settings-l Recent

Loak in: | mibs B D

n || APPLICATION-MIB | oracle-database.mib
&}p || BRIDGE-MIB L] OEADB—MIB
Recent Thems || CISCO-MIB | Printer-mIB
|| CISCO-RTTMOMN-MIB || RDERS-MIB
| CISCO-RTTMOM-TC-MIB.my || RFC1155-5MI
! | CISCO-SMLrmy | RFC1213-MIB
Desktop || Etherlike-MIB || RFC1213-MIB.cds
|| FDDI-SMITT3-MAIB || RFC1213-MIB. crmi
- | HOST-RESOURCES-MIB || RFC1215-TRAP

S || IAMAIfType-MIB RFC1315-MiIB
My Documents ||| ISMAIfType-MIB.cds SHMP-FRAMEWORK-MIB
|| IANAifType-MIB.cmi SMMP-F RAMEWORK-MIB.rmy

L1}
L1}
L1}

i L | IF-MIE || SMMP-UZER-BASED-3M-MIB
s L | IF-MIB.cds | SMMP2-MIB
Computer | IF-MIB.cmi || SMMP2-MIB cds
| MSSQL-MIR | SMkAPZ IR crmi
l 1| [l | 3

Metwork  File name: SHMP-FRAMEWORK-MIE
&

Figure 4-21 SNMP-FRAMEWORK-MIB
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3. Load ADVANTECH-PLATFORMS-MIB.mib and advantech-common-mib.mib. They are available after you
installed the Advantech SNMP Subagent. (e.g., C:\program files\Advantech\AdvSNMPAgent\Mib). Copy these
two files to your client platform in advance.

Load a MIB File (=5l

Open | uib Settings | Resent|

Look in: [ | MIE Files = C]

gEe
sl S
Recent Ttems

Desktop

F

My Documents

LY

Compuker

@
Matwark File name: \ADYANTECH-PLATFORMS-MIB. mib" Cpen

Files of type: | all Files =]

Figure 4-22 Advantech MIBs

4. Enter the IP address of the target platform where Advantech SNMP Subagent was installed in the Host field.
Enter ‘public’ in the Community field and ‘private’ in the Write Community field.

File Edit View Operations Help

%é@& @‘%%E@ﬁ“ﬂ\@‘ﬁi@‘@@‘ Morgolf'urpéoea%ools
& Loaded MibModules

(- 1AG-PLATFORMS-MIE Host 172161287 IZI Port 161 IZI

- IAMAIType-MIE - - _
& RFC1213-MIB ICommumw EEEEE Wiite Carmmunity | FrEErEs I

gy IF-MIB SetVvalue E
-y ADVANTECH-COMMO

& SMNMP-FRAMEWORK-! | | Device Type

[ SNMPyZ-MIE

Device Type Identified Mot Available ( Reload

Suggested 0IDs Maone -]

Ohject ID

O PeT O T T G TG TS ST T T T AT T T T T

MIE(s) Loaded Successiully..
Loading MIEs "C\Program Files\tdvantecSMMP SubagentiMlB Files\advantech-commaon-mib.mib"

MIE{s) Loaded Successiully. F
Loading MIBs "C\Program FilesWdvantechiSHMP SubagentiMIB Files\AG-PLATFORMS-MIE mib"
MIE{s) Loaded Successfully.

Description | pulkivar

Syhtax Status
ACCESS Reference
Index
< | m J i Chject D
@ E] Description
Global View []

Figure 4-23 Community and Write Community
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5.

6.

For example, you can find sysModulelD as the following Figure 4-24. Find sysModulelD, right-click on it then

click GET

ManageEngine MibBrowser Free Tool - SC=TPER X

File Edit Yiew Operations Help

@&E%|@|%%%@ﬁ||”\@ “¥@|@| Morgoléurr;?;?'ools
Loaded MibModules

¢ 1AG-PLATFORMS-MIE Host 172161287 E Port 161 E
-y |ANAIType-MIB

d RFC1213-MIE Cammunity FEETEE Wiite Community | FrEEEEs
@& IF-MIB Setvalue IZ|
Bd ADVAMTE CH-COMMON-MIB
B' enterprises Device Type

advantech

5-E3 advantechcommonMIE Device Type Identified  Windows 5P C Reload

A3614131111.31 |Z|

Suggested OIDs

™ sysDeviceM
™ sysDescr GETMEXT

sysimageVe|  view MIB Description
Find Mode

.org.dod.internet. private  enterprises, advantech, advantechCommonMIE, akSystem, sysMaduleID,

sysBootCount
i | atMomt

i | atPciCaonfig
- SNMP-FRAMEVWORK-MIB

- SNMPy2-MIB Description | Multivar

Figure 4-25 GET sysModulelD

The target platform will reply the module/product name message at the result window.

File Edit “iew Operations Help
%& E ®| @| I%l %%@ﬁ| | A’\ iﬁ | % '—éf @| @| Morgoléurrg?;%ools

&& 1AG-PLATFORMS-MIB Host 172161287 IZ| Port 161 IZ|

d RFC1213-MIE Community FEEEEE WWrite Community | FEEEsEs

& IF-miB Setvalue 0.0.0.0 [+]
B& ADVANTECH-COMMOMN-MIB
=@ erterprises Device Type

=3 advantech

B i i Wind P Reload
-3 atvantechCommonMiB Device Type ldentified  Windows C Reloa
=3 Suggestsd 0IDs 3614131111311 [~]
: Object 1D Jiso,org,dod. inkernet, private. enterprises, advantech, advantechCommonMIE, akSystem, sysMod
™ sysDescr
% syslmageversion Sent GET requesttn 172.16.12.87 - 161 -
% sysReleaseDate
% sysFirstBootTime syshodulelD.0 UNO-2174G
% sysBootTime
% sysBootCount
21 atMgmt
-] atPciConfig if

-y SMMP-FRAMEVORK-MIB

-y SNMPy2-MIB Description | pultivar

Syntax DisplayString Status mandatory
Access read-only Reference
Index
Object ID 1.36.10401,10297, 100,11
@ E] o "The module name of the device. This walue should J+
. Description include the full namwme of the hardware. It is mandatory 1
Global View [ . . . i

Figure 4-26 sysModulelD.0
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7. You can also right-click on sysBootCount, and then click GET to get reboot counter value from target platform,
for example.

=] ManageEngine MibBrowser Free Too

File Edit View Operations Help

éﬁé@ &|@|%%%@ﬁ‘|’\@|ﬁ¥@|@| Morgnté"rrgn;?'ools
&5 Loaded MibModules

& IAG-PLATFORMS-MIB Haost 172161287 E Port 161 E

& IAMAIType-MIE
_ ammuni tite Cammuni
& RFC1213-MIB c ty HEEREE Witite G ty | werrar

& IF-MiB Setvalue 0.0.0.0 []
Eld ADVANTECH-COMMON-MIE
= , enterprises Device Type

= .?--gvaa';tficr?techoummoanB Device Type ldentified  ‘Windows ¥P C Reload
- atgystem Suggested OIDs 1381443111130 E|
% gyshodulelD
™ sysDeviceMName Ohject 1D Jiso.org.dod.inkernet. private. enterprises. advantech, advantechCommontMIB, akSystem. sysBoal
@ sysDescr
sysimageyersion o
% cysRelsaseDate Sent GET requestto 172.16.12.87 161
sysFirstBootTime sysModulelD.0 UNO-217405
SysBootTime Sent GET requestio 17216.12.87 1161

) sysBootCount.0 43
L atgmt

#-] atPeiConfg -
& SNMP-FRAMEWORK-MIB

- SMMP2-MIE Description | Mulkivar

Syntax Counter Status mandatary
ALCESS read-only Reference
Index
Ohject ID .1.3.6.1.4.1.10297.100.1.8
@ @ "The boot count since the entity/device was first boot."”
Description
Global view []

Figure 4-27 sysBootCount.0

8. Advantech SNMP Subagent also has TRAP functions which will notify the client platform if alarm events
occurred on the target platform. For example, if the voltage is abnormal, SNMP will automatically send a trap
to notify the user. Find snmpTrapSrvTable, click View SNMP Data Table on the toolbar.

File Edit View Operations Help

IR TR E LR K
ed MibModules n
G-PLATFORMS-MIB Host 172161287 \M%D—?—tgnw 161

MAIType-MIE

FC1213-MIE cammunity REEEEE Witite Cammunity | sersssw
F-MiB SetValue E
DYANTECH-COMMOMN-MIE

enterprises Device Type
=3 advantech ) ) )

B wind P Reload

-3 advantechCommonMIB DETED WD EEMIEE W Girete

-0 atdystem Suggested 0IDs 1.3.61.41.311.1.1.3.1.1 []
{3 athgmt
=+ snmpTrapSrOhj Ohject ID \private, enterprises, advantech, advantechCommonMIB, atMgmk, snmpTrapSevObj.snmpTrapsry T able

T snmpTrapSreNumber

e -
shrmpTrapSvEnt
B2 atPeiConfiy
O peiConfigObj
MNMP-FRAMEVWORK-MIB
MMPY2-MIB
Description | Mulkiyar
Syntax Status mandatary
Arcess not-accessible Reference
Index
d uiJ | + ||| ObjectiD \1.3.6,1.4,1.10297.100.2,1.2
@ E o "The (conceptual) table listing the information of the remote
Global Wiew [ Description ayyp Trap server acting as a trap receiver.”

Figure 4-28 View SNMP Data Table
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9. It will display an SNMP Table as below and then click Start to get the data.

-

T ~

O SNMP Table - .iso.org.dod.internet.private.enterprises.advantech.advantechCommonMIB.atMgmt.snmpTrapSrv.. | = =l ® |

snmpTrapSryIndesx ][ snmpTrapSevIP l snmpTEapSewPort l snmpTrapStvauthen. .. l SnmMPpTrapSEwCamm, ..
' 11 | 3
Yiewy fram @ Origin () Index | O Host| 172.16.12.57 H Fage 0 Rows 0 H Settings l
Mext Presy StartPalling StapPalling Refresh
Add Delete Graph GriginalTable IndexEditar
Figure 4-29 SNMP Table

10. The snmpTrapSrvTable will show up as below figure. There are five empty IP addresses 0.0.0.0 by default. You

can update it with your client platform or NMS |P address by SNMP SET command. You can also add/edit the
snmpTrapSrvIP in the Traps tab of SNMP Service Properties as shown in Figure 3-10.

' I N
0 SMMP Table - .iso.org.dod.internet.private.enterprises.advantech.advantechCommonMIB.atMgmt.snmpTrapSrv... || = =l x|
snmpTrapSrvIndex snmpTrapSryIF snmpTrapSryPark snmpTrapSryauthen. .. snmpTrapSryComem, ..

1 0.0.0.0 enabledi1) public

2 0.0.0.0 162 enabled(1) public

3 0.0.0.0 162 enabled(1) puhblic

4 0.0.0.0 162 enabled{1) public

=3 0.0.0.0 162 enabled{1) public

' 1 | P

WView frorn @ Qrigin () Index | O Hnst‘ 172.16.12.87 H Page ;1 Rows ;5” Settings l
Add Delete Graph OriginalTable IndlexEditor

Figure 4-30 snmpTrapSrvTable data
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11. Click on the each snmpTrapSrvIP text field and enter the IP address of the client platform or NMS and then click
the Refresh button to make sure the IP address has been updated.

-
0 SMMP Table - .iso.org.dod.internet.private.enterprises.advantech.advantechCommonMIB.atMgmt.snmpTrapSrv... E@ﬂ
snmpTrap3ryIndesx snmpTrapSrvIP snmpTrapSrvPork snmpTrapSewauthen. .. snmpTrapSryCommu. ..

1 1. [17=16.12.219 162 enabled{1) public

2 0.0.0.0 162 enabled{1) public

3 0.0.0.0 162 enabledi1) public

4 0.0.0.0 162 enabled(1) public

5 0.0.0.0 162 enabled(1) public

< | i | 3

Wiew from @ Origin () Incdex | @ Host| 172.16.12.87 H Page 1 Rows 8 H Settings l

Add Delete Graph CriginalTable IndexEditar

Figure 4-31 Set snmpTrapsrvIP

12. Click Trap Viewer Ul icon on the toolbar.

File Edit “iew Operations Help

%& E ®| @| I%l %%@ﬁ| ||”\h§ | % '—é’@| @| Morgoléurrg?;%ools

ed MibModules Tran Viewer LT
G-PLATF ORMS-MIB Host 172.16.1 % [+] Port 161 []
MNAITType-MIB ) ) )
Fol 21 3-MIE Community EEEEEE Wirite Community | rrrEEEs
F-MIB SetValue IZ|
DWVANTECH-COMMON-MIB
enterprizes Device Type
=23 advantech ' ) !
T Wind P Reload
53 advantechCommonhiia Device Type [dentified  Windows C Reloa
[:I atSystem Suggested OIDs 1361413111131 IZ|
=3 atharmt
=3 shmpTrapSnobj Ohject ID .private enterprises, advantech, advantechCommanMIB, atMgmt, snmpTrapSrvObi,snmpTrapSryTable
B snmpTrapSrebumber
impTra hle -
F® snmpTrapSwEnt
=3 atPriConfig
-7 peiconfigOhj
SMMP-FRAMEVWORK-MIB
SMMPy2-MIE
Description | pMulkivar
Syntax Status mandatary
Access not-accessible Refarence
Index
< ] | v ||| ObjectiD .1.3.6,1,4.1,10297,100.2.1.2
@ E] o "The [conceptual) table listing the information of the remote
GlobaIViewD Deseription SNMP Trap server acting as a trap receiwver.™

Figure 4-32 Click Trap Viewer Ul

© 2018 Advantech Co., Ltd. Page 54




Advantech SNMP Subagent

Version: <0.99>

User Guide

Date: <05/02/2018>

13. Now client platform can receive Traps/Notifications if any device was changed on the target platform. Click

Start to listen for Traps.

~

. TrapViewer = | & &=
Class Type Source Dake Message
Authenticate wiiv2c traps (Community [7] Enable Logging | Log Format IEI
[¥] Authenticate v3 Trap [T] Enable Mail Configure Mail

Port 162 TrapList E| Add Del

Community public TrapParser

Start Stop Show Details Delete Entry [ ParserEditor ]

B | traps 0inform; O Status : Mat Listening for Traps

Figure 4-33 TrapViewer

14. Please plug/remove a USB hard drive from SNMP server to verify if it works. Click Show Details

-

*. TrapViewer

Dﬁlg

Class Type

Source

Date Message
Clear vl Trap 172.16.12.67 Sak Apr 14 23:21:33 ... | iso.org.dod.internet. ..
Clear w1 Trap 172.16.12.87 Sat apr 14 23:21:33 ... | is0.0rg.dod. inkernet. ..

|

Authenticate w3 Trap

Authenticate w2 e traps (Communityd

Enable Logging  [Log Format

Enable Mail Configure Mail
Pt 162 Traplist | 162 public E| Add Del
Community public TrapParser Load
Start [ Stop l Show Details I Delete Entry I ParserEditor
EXX | Traps: ZInform; 0 Status : Listening for Traps

Figure 4-34 USB hard driver removed

© 2018 Advantech Co., Ltd.

Page 55




Advantech SNMP Subagent Version: <0.99>

User Guide Date: <05/02/2018>

15. It will display a Trap Details window as Figure 4-35.

] S
gw Trap Details . ‘ . - ' = Ehg

Timestamp |1 day, 21 hours, 3 minutes, 55 seconds.

Enterprise | iso.org.dod. internet.private.enterprises. advante

Generic Type |Enterprise Specific

Specific Type |5

Message .izo.org.dod.internet.private.enterprises.advante
hardwarebetectOb] . hwdTable. hwdEntry. hwdbeviceType
.digo.org.dod. internet. private.enterprises.advante
hardwareletectOb] . hwdTable. hwdEntry. hwdEvent . 121:
Liso.org.dod.internet. private.enterprises. advante
hardwareletectOb].hwdTable. hwdEncry. hudFriendlylar

Severity lciear
Entity [172.16.12.87
RemaotePaort |53574

LocalPart |152

Community |pu_blic
|| Mode [172.16.12.87

Source [172.16.12.87

TimeReceived |Sat Ipr 14 23:21:33 PDT 201z
HelpURL  |-5.html

€| [T | 3

Figure 4-36 Trap Details

16. In the example of the temperature trap. Find tpTable, click View SNMP Data Table on the toolbar. In the
SNMP Table set tpMax to 20 and set tpState to be enabled.

TS

D SMMP Table - jiso.org.dod.internet.private.enterprises.advantech.iagPlatformsMIB.monitorGroup.temperatureQ... | = Cl =
tpIndex tphamne tplnit tpialue tpila
1 P Temperature degreeis) Celsius 43
2 Eoard Temperature deqgreeis) Celsius 43.5 255
< | 1 | +
Wiewy fram @ Origin () Index 0 Hast| 172.16.12.87 H Page ;1 Rows ;2 H Settings l
Add Delete Graph OriginalTable IndexEditor

Figure 4-37 Set tpMax
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-

0 SMMP Table - .iso.org.dod.internet.private.enterprises.advantech.iagPlatformsMIB.manitorGroup.temperature0... E@g
tp¥alue ][ tpfax EpMin tpiSet Time ] tpSkate

45 20 ] 2015-7-30,15:0:59.1,+5:0

43.9 255 L] 2015-7-30,15:0:59.1,48:0  |disabled(2)

4 1 | »

View fram @ Origin () Index | 0 Hnst| 172.16.12.87 ” Page 11 Rows ;2 H Settings ]

Add Delate originalTable IndexEditar

e - —

Figure 4-38 Set tpState
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17. In the TrapViewer window, you can see a trap, click Show Details to get more information.

File Edit “iew Operations Help

4 o Dawnload
@&Em‘mg‘%%‘@ﬁ"¥{1ﬁ|*¥@‘@‘ More Free Tools
% Loaded MibMadule Ll
- IAG-PLATFORM . TrapViewer — - . . -
B, enterprises
=/ advanteq | Class Type Source Date Message

= iagP
[:l Clear | w1 Trap 172,16.12.87 Sun Apr 15 03:06:40 ...|.iso.0rg.d0d.internet...

=
54

Authenticate vlivZe traps (Community Enahle Logging | Log Format

Authenticate w3 Trap Enahle hail Configure Mail
o lF'ur‘[ 162 TrapList 162:puhblic El A el
i |[Community public TrapParser | Load
:‘ Start [ Stop || showDstals | DeleteEnty | ParserEdior
|| XX | traps: 1 nform: 0 Status : Listening for Traps

Ohbject D

1.3.6.1.4.1,10297. 200,21, 2

"The [conceptual) takble listing the temperatures of the
target device."

Description

Glaobal View []

Figure 4-39 TrapViewer
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- - . - T . W TS— —_— = — El
Ly Trap Details El_‘g
=2 -

. -
TirneStamp |D hours, 4 minutes, 27 seconds. o
Enterprise Lisn.Drg.dDd.internet.private.enterprises.advantech.iagPlathrmsHIB.p
Generic Type |Enterprise Specific
Specific Type |1
Message .iso.org.dod. internet.private.enterprises.advantech. iagPlatformsMIE.m

peraturelbh].tpTable.tpEntry.tpIndex.1: INTEGEER: 1:
«iso.org.dod.internet.private.enterprises.advantech. iagPFlatformsMIE.m _
peraturecdhi.cpTable.tpEntry. cplame . 1: CPU Temperature:
.isc.org.dod.internet.private.enterprises.advantech. iagPlatformsNIE. . m
peraturelbh].tpTable.tpEntry.tpWalue.1: 45.5:

.iso.org.dod. internet.private.enterprises.advantech. iagPlatformsMIE.m
peraturelbj.tpTable.tpEntry.cpMax.1: 20:

Liso.org.dod. internet.,.private.enterprises. advantech. iagPlatformsMIE.m
peraturedh].cpTable.tpEntry.cplMin.1:  0O:

Severity Clear i
Eritity 1172.16.12.87
RemotePort  |s5944 ]
LocalPort |152 i
4| n 3 ||

b= J

Figure 4-40 Trap Details
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