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B Problem Description:
This document explains how to set up ECU-1051 MQTT or WebAccess connection with

WebAccess. After users configure Broker connection attributes, receive service attributes, tags to
upload, upload conditions and other attributes, the data of the field device can be connected to the
WebAccess via ECU-1051 or WebAccess in the way of MQTT.

B Answer:
The topology of EdgeLink or WebAccess MQTT Client connecting with WebAccess MQTT

Broker is illustrated as below drawing.

WebAccess Project Node

MQTT Broker

172.16.12.140
WebAccess

ADAM-3600
or WebAccess SCADA Node

MQTT Client MQTT Client

172.16.12.254

172.16.12.140
The setup procedure can be divided into 3 parts, and each step would be instructed in the

following pages.
The first part is WebAccess Broker setup, which would be explained in step 1 and 2.
The second part is WebAccess MQTT Client setup, which would be explained in step 3 to 8.
The third part is ECU-1051 MQTT Client setup, which would be explained in step 9 to 10.
If you use WebAccess as a lower machine, you should do the following steps. The first part is

WebAccess Broker setup, which would be explained in step 1 and 2.
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The second part is WebAccess MQTT Client (Use WebAccess as a gateway or device) setup,
step 11 and step 12 need to be added in the normally collected project.

WebAccess MQTT Client which subscribing from Broker does not need to do any engineering
configuration. After WebAccess MQTT Client (Data sending) is downloaded, it will automatically
build a collection project in WebAccess MQTT Client.

Prerequisite: Install WebAccess 8.3 2017/12/15 and later version to use MQTT Broker.

WebAccess Broker Setup
1. Click MQTT Broker in the homepage of WebAccess.

B Lo

B  Device Drivers

2. Enable MQTT Broker with option “Yes”.

= Project Management

MQTT Broker

admin

..... - [ Show Password
1883

som3

l51328

51329

172.16.12.140

2.1 Set up the “UserName” and “Password” defined by the user for the broker.
2.2 Set up port number for broker’s “TCP Port”. Usually use port 1883 as non-security TCP
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port.

2.3 Fill in the “IP” (or domain name) of the server which would play as WebAccess Broker.
2.4 After clicking “Submit”, the WebAccess MQTT Broker is supposed to start and ready to

service.

WebAccess MQTT Client Setup (SCADA node subscribes messages from broker)
The user can use the same machine to set up MQTT Broker and Client.

3. Choose one project in the WebAccess homepage. (Ex. CloudProject)

Create New Project
* Required

Project Name *

CloudProject 2

Project Node HTTP Port*

[1]

Project Node IP Address *

172.16.12.140 I e
1

1284

Remote Access Code Retype Remote Access Code

Log Changes to System Log

O Yes ® No

CANCEL

SUBEI

4. Add one SCADA Node. (Ex. Node)

— Project
CloudProject
+ B @
Insert Edit Viewers
Import Node @
7 Upload Node

415

Create New SCADA Node
* Required
Redundant Node Primary Node
Email(SMTP) @ Yes
Email(POP3)
Primary Node Name *
Alarm R
Action Log
Data Log Mode Description
System
ViewDAQ B
Primary TCP Port *
Super SCADA 4502

Secondary TGP Port =

14592

a2
Node Timeout (Unit Seconds) *

0

SCADA Node IP Address *

172.16.12.140

15

Remote Access Code

1384

Retype Remote Access Code

CANCEL  suBMmIT

If the device supports MQTT client publishing with WebAccess Plug&Play function, the
following steps may not be needed in WebAccess MQTT client. However, since ECU-1051 cannot

support WebAccess Plug&Play in this period of time, we need to set up the device and tags

manually in step 6 to 9.

In other words, WebAccess Plug&Play allows users no need to set up device and tags and
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would generate corresponding device and tags if it receives MQTT packets from the subscribed

broker.
5. Add New Comport as TCPIP Interface.

Enabling an Intelligent Planet

Create New Comport

* Required

nterface Name

TCPIP v
C I er * h
= Project Management L P
Description
CloudProject > Node Description
1ne4
+ B W @ k@ EH 2 B
— it ) L e P L T 1 O MilliSecond @ Second O Minute O Hour
Node Comport/Point Dj )
Timeout (Unit:MilliSecond) *
S 1000
CloudProject Node L ] Acc Point 412
Calc Point 3
L
Const Point Auto Recover Time (Unit Secos
60
System Point
CANCEL  SUBMIT
6. Add Device with WAMQTT Device Type.
Create New Device
* Required
Edit Device
wer SCADA's devioe name in MQTT configuration. * Required

Use the same name 1715
_— Do not use special characters

WAMQTT

Heartbest frequency (segglfd) = *

5

Device 1D

ECU1051

CANCEL  suBMmIT

Heartbest frequency (second) = *

5

Device ID:

ECU1051

Backup Device ID

User Name:

admin

Password

admin|
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Create New Device

= Primary

172.16.12.140

1883

CANCEL SUBMIT

Device Name: It’s for recognition different devices in WebAccess.

IP address: Fill in the IP of Broker.

Port Number: Fill in the port number of Broker.

Heartbeat frequency (second): The device send heart beat message to the Broker with this
period. After several times checking the communication status without heartbeat from the device,
the Broker will view this device as disconnected.

Device ID: Set the "Device ID" same as in EdgeLink project, which indicates the name of
uploading topic. Do not use special characters, such as _, - %.

Username and password: Broker's username and password.

7. Add Tag in the device.

= Project Management

CloudProject > Node > Portl(TCPIP) > ECU1051

+ e w
nsert Edit Delete
| Add Tag .ﬂm | Node Comport/Point Device Tag/Block
A
CloudProject Node @ Port1(TCPIP) ECU1051 Tag(0)

Block(0)
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8. Create New Tag with the monitored Tag Name and Address in the device.

Tag Name
» test

#SYS_UPTIME
#* Double click to edi...

o
Basic Infomation Basic Infomation EdgelLink
Alarm Tag Type
£ |2 WebAccess(ECU1051_HC_270_WA)* x
e
SYS_UPTIME «  Apply K Discard
e Scan Type Note: When enabling SSL, please ensure that the device time is consiste|
Al Constant Scan —
172.16.12.140-1883 X | mm
Addres Conversion Code Connect Type:
ssysuptivel [ il =
e anath i ) ‘
- o Use Socks5 Proxy: Edit
0 16
host: 172.16.12.140|
e o Port: 1883
O Yes @ No No Scale
0 0 -
CANCEL suBMIT

After download and run the Node, you may receive the tag value if the device publishes to the

WebAccess Broker.

Project Management

® @

‘ WebAccess

CloudProject > Node

Q

LWM2M_SCADA
Major_Backup
modbus_modbus
MQTT1234_Nodel234
MT_MTConnect

Server_node

web_scada

Download Graph
Project Home

Advantech Home
Help
License

s [

ar & LR~ & B EH @ B B @ (@
nsert Edt  Delste Tog  Tend  Aam  Repot  Msp  Sever Progmm  Log  Conneclor  Mow Daw  Viewe | |Downiosd |Exort
Project Node Comport/Point Device Tag/Block Node Property
CloudProject Node ® Port1(TCPIP) ECU1051 oo
Acc Point
Calc Point ods Primary TCP Port
4592
CloudProject_Node StarpKernel 3
DemoPJ_DemoNode Stop Kernel
Ty
ECU1051_aeTest ViewDAQ
Lower_Node
DrawDAQ 3
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ECU-1051 MQTT Client setup

9. Set up EdgeLink project for ECU-1051, which is one MQTT client.
[f WebAccess(ECUTO51_HC_270_WA)™ X |

Project Configuration

«
5 ECUL051_HC_270_WA .J’ Apply o Discard
-8 ECU1051_HC_270_WA-0
+-M& Data Center

Note: When enabling 551, please ensure that the device time is consist

%= Data Storage J 172.16.12.140-1883 = r:l |
3 = Service . Tag Name
. 'd Event Manager Connect Type: MQTT P
w' KW Settings . Enable: W #5Y5_IUPTIME
@-"F Connectivity . Use Socks5 Proxy: [J Edit # Double click to edi...
-
C-) I E (Alyun) host: 172.16.12.140|
@ Aws Port: 1883
o~ g
\J EJIE'EI.[B“:IUJ S5L Enable: 0
B cumulocitylot
B CustomMQTT 551 Scenario: Anonymous conne...
@ DeviceOn/BI MQTT Version: 3.1.1 -
O Google Cloud IoT Core Client ID: edgelink202107051547-
J\ IotConnect _
! MindSphere User Name: admin
& Em=(Proudsmart) Password: admin
.-l SmpleMQTT eep Alive(s): 60
T T-System
| Retry Interval(s): |5
. {5 WebAccess[1] " (s)
&7 WISE-Paas/DataHub .Timeuut(s): 10
& Azure .Periudic Publish: True -
™ LwM2M
- Select Control Tag: |Double click to edi...
E-k5 System
1% Network & Internet Publish Period(s}: |10
-4 LED Setting Diff Publish: False -
15 Time Sync Setting Select Control Taq: |Double click to ed
i GPS Setting g: |Double click to ed..
. SMTP Setting Detection Cycle(s): 1
&2 Service Control Dff Type:  Value Change
- b VCOM [[] Quality Change
g Firewall [] Timestamp Change
. Enable data resume: W]
Data before break(s): 0
Data after reconnect(s): 0
Data after reconnect(s): 0
Delay before resume(s): 120
Topic/Payload Schema: WebAccess
Group ID: CloudProject_Mode
| Device ID: ECU1051
& Project Configuration Heart Beat Period(s):10
Publish Ctrl: M -
Online Device ' o
= Timestamp: UTC Time -

-

9.1 Choose “WebAccess” in the categories of cloud service.
9.2 In EdgeLink Cloud setting, enable WebAccess Cloud.
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9.3 Leave it disabled as default if you don’t use SOCKSS5 proxy server. If user wants to enable it,
click the Enable selection box and click the “Edit” button to set the SOCKS server information
in the pop-up box, including the server IP address, port number, user name and password
information.

9.4  “host”: Fill the Broker’s IP or domain name.
9.5 “Port”: Set the port number the same as WebAccess Broker’s port.

9.6 Choose whether to enable SSL. Connection does not enable SSL secure connection by default.
If click the Enable selection box to enable SSL, user can choose three authentication methods:
Anonymous Connection, Server Authentication, and Mutual Authentication. You can leave it
unchecked as default if you don’t need authentication. Use default Anonymous connection if

the cloud and the client do not require certificate authentication.

9.7 Select the MQTT version number consistent with the cloud. For WebAccess 8.3 2017/12/15,
which is MQTT 3.1.1 by default.

9.8 Fillin one Client ID following the spec of the broker. Randomly generated name is fine.
MQTT 3.1.1 supports Anonymous Connection, so we can leave it empty as well.

9.9 “Username”: Fill in WebAccess Broker’s user name.
9.10 “Password”: Fill in WebAccess Broker’s password.

9.11 “Keep Alive”: The client sends heartbeat messages (PING) to the broker with this timeframe
to keep the connection alive with the broker.

9.12 “Timeout”: The maximum interval in seconds for the client to establish connection with the
broker. If the client has not received a response over time after sending a message to the broker,
the client will interrupt the connection initiatively.

9.13 “Periodic Publish” is one option of uploading conditions. The client can choose to upload the
tag’s information regularly.

9.14 “Publish Period”: Set up the interval to publish data. For demonstration, check Periodic
Publish and set Publish Period as 3 seconds.

9.15 “Diff Publish’ is another option of uploading conditions. The client can choose to upload
information when the tag changes. It checks the Tag status (value, communication quality, and
timestamp) every Detection Cycle. Two uploading conditions can be selected at the same time.

9.16 “Enable data resume’’: Enable this function to achieve the data resume after the Network
connection is lost. Note that the “device address” in WebAccess should add with “/T”. (Ex.
#SYS_UPTIME/T)
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9.17 “Group ID”’: The project name and the node name in the WebAccess MQTT Client. (Example
in this document: CloudProject Node).

9.18 “Device ID’: Fill in the device name, which is the same as the “Device ID” in the device
property of the WebAccess MQTT Client. (Example in this document: ECU1051).

CIose odve
ADA Project Management Project

CloudProject Node

» | |2 WebAccess(ECU1051_HC_270_WA)* x
+ B @ @ kK @ &2 B B B ¢
nsert Edit Delete T Trend A Report Msp Server  Program Cont

sg Alsrm

W Apply K Discard

Project Node Comport/Point Device
Note: When enabling SSL, please ensure tha!

CloudProject Node ® < Portl(TCPIP) ECU1051 172.16.12.140-1883 X | «f
Quality Change
Timestamp Change

Enable data resume: M/
Data before break(s): 0

Data after reconnect(s): 0

Project Configuration

Delay before resume(s): 120

Topic/Payload Schema:

Group ID: CloudProject_Node

Device ID: ECU1051

Eart Beat Penod(s):10
Publish Ctrl: None .

Timestamp: UTC Time -

9.19 “Heart Beat Period”: The interval of EdgeLink sends heart beat message to WebAccess
MQTT Client.

9.20 “Publish Ctrl”: If enable “Publish Ctrl”, WebAccess Node can control EdgeLink device to
publish or not by using “DON/DOF” command.

9.21 “Timestamp’: Choose the published message contains timestamp with UTC or local time.

9.22 You may create some tags for observation. In Cloud setting, add Tag by Double click the
column and select the tag you created.

9.23 Click Apply for saving the setting.

10. Download the project to your ECU-1051 device. After downloading, the MQTT service would
restart automatically.
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& —oix]|
[[E]= Project Help “ @

HH O &8 © = b

—
4 ]

C Close  Save Project  Export To | Show Tag Import fags Export tags
P p Project Download  SD Card Count from Excel to Excel
Project Deploy Option
Project Configuration ® | L.;j\:‘.’ebAccess{Device%DD] | M Device3600
% Project Download — o] x
=7 2_1_1_WA_MQTT S
£ MM Device3600-172.16.13.121 W Name Status i Progress
-I& Data Center #FGene| ¥ Deviced600-17... Service Restarting 172.16.13.121 100%
- Data Storage
-2 Service Name.
 Event Manager )
= . Devic
-7 Connectivity
=B Cloud Passw
{.'d WebAccess
1@ Proudsmart Ident
- Azure
P Ad
-3 System
Time
Descri
feboos Rl loa C'USE
X E .

P

After finishing above settings, the ECU-1051 MQTT Client may publish to WebAccess Broker,
and you may monitor it on another WebAccess Node as MQTT Client.

You may also use other 3™ party MQTT client software (ex. Paho) to subscribe the WebAccess
MQTT broker and check the published result of ECU-1051.

| History} Last Message|

Event

Received
Received
Received
Received
Received
Received

Topic

iot-2/evt/waconn/fmt/...
iot-2/evt/wadata/fmt/...
iot-2/evt/wadrn/fmt/C...
iot-2/evt/waconn/fmt/...
iot-2/evt/wadata/fmt/...
iot-2/evt/wadrn/fmt/C...

Message

{"d"{"ECUT051":{"Hbt":...
{"d"{"ECU1051™:{"Val"{..
{"d"{"ECU1051":{"Data"...
{"d"{"ECU1051":{"Hbt"....
{"d"{"ECU1051™:{"Val"{..
{"d"{"ECU1051":{"Data"...

Message Viewer

X

Event | Received |

Topic | iot-2/evt/wadata/fmt/CloudProject_Node |
{"d™{"ECU1051™{"Val"™:
{"test":4539.80,"#SYS_UPTIME":4538.80}}},"ts":"202

Message | 1_07-05723:39:49+0000"}

QoS |O - At Most Once |

Retained |No |

Time  [2021-07-06 14:40:55 |

Save

Close
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You may also view the upload result in ViewDAQ of WebAccess.

«|»o0o= 4

File Edit View Goto Tools Help

Q|ﬂ|@|@|0|@|r§|9‘|ﬂlll769| >

Advantech WebACcess

You havel

»
Point Info

Tag Name: SYS_UPTIME
Description: AI
Tag Type: ANALOG

Scan Type: CONSTANT SCaN

Port: 1 Unic: 0
Device Name: ECU1051

=
: $SYS_UPTIME
Span High: 100.00
0.00

Engineering Unit:

Span Low :

Value: 4438.23
e

SYS UPTIME B

test

5
1/0 Tag ViewDAQ

Accumuaion | Pot1 | Pota |Ig
Cacuaton | Ptz | Pots |
Goto |  Chenge | Acknowledge | it |  Constt | Pot3 | Pots |E
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