WebAccess/CNC

SIEMENS 828D/840D
OPC UA Connection
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Notice

The OPC UA components can be installed on PCU, NCU and PPU target
systems.

The following steps are necessary to do this:

1. Setting the license

2. Executing the OPC UA configuration dialog

3. Checking the HMI time

4. Performing a restart

® In SIEMENS V4.05, there is no user account /password and does not
need to select signature & encryption. The access right of OPC UA
application program (Client) is rights of local machine operator.

® |n SIEMENS V4.07, the user needs to use the user account /password
and there is no signature & encryption selection in the user interface.
The access right of OPC UA application program (Client) is rights of
login account.
The user account/password is not allowed to remodify after setting the
login user account/password. Users can adopt the 3™ party OPC UA

client software program to modify the user account/password again.
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STEP 0: Confirm the right as Manufacturer
S = N

SELECT Setup

700152 Spindle not enabled? (MCP)

Machine configuration
Machine axis Drive
Index Name Type No. Identifier Type Channel
1 MX1 Linear 2 SERUO1 SRM CHAN1 .
2 MM Linear 3 SERUD2 SRM CHAN1 Change
. language
3 M2 Linear 4 SERUOD 3 SRM CHAN1 .
4 MSP1 Spindle 1 SPINDLE ARM CHAN1
.
Reset
(po)
]
Pass-
word
]
Details
Current access level: Manufacturer Save
data
fael Mach.
data test

The operation right is displayed at the bottom left of interface

menu.
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STEP 1: Check SIEMENS CNC Version
'9“” = R Vil Uersion

SELECT Diag-
nostics
A\\ 6aa7e9 + Tool not clamped,Tool spindle stop

Version data

SINUMERIK 848D sl - 848DSL-72
Hame Actual version Hominal version
CHC software va4.87 + SP 83 + HF 83

Basic PLC program 084.87.23 ~

PLC user program

Sustem extensions

OEM applications

User
Hardware

| Alarm
list

= Alarm

] Mes- o NC/PLC
= sages | 1=! log LV | variab.

The CNC V4.05 SPO3 (or higher) version is needed when using
the OPC UA services.

Recommend using V4.07 SPO3
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STEP 2: Check OPC UA Licenses
Sl B N B g W

SELECT Setup ' CENSEes

Search "OPC UA" , check "6FC5800-0AP67-0YBO" option
and select it. If settings are all done, RESTART is necessary to

activate the new settings.

caases + Pocket at down or lock magazine not run

Licensing: Missing licenses/options

Option Set Licensed
Access MyMachine /OPC UA
BFC5808-BAPG7-BYBB . Al
Collision Avoidance {(machine,workspace) ] options

6FC56800-BASA2-BYBA

Missing
lic./opt.

{po)
Exp. license
requirement

Set option
acc. lic.

<L
Back

= Setup
archive

n cel;|is_es Safety

2022/8/30 Version: V1.5 Neal.Chen



STEP 3: Setting Network & Firewall option

= N
MEny m» 4L m 5 B my TCPP

nostics ] TEF,:"IIF diﬂg"ﬂst.

® Setting  Address type(Manual-off)
IP address assigned

Subnet mask assigned

518311 + Push button [SP1] & [+] .turn around one circle
DP integrated (Bus 3)

N

PROFIBUS diagnostics

Bus +

Status PROFIBUS diagnostics/slaves

Bus status: OPERATE (4) Slave Assign— Comm. Sunec. No.
addr. ment stat— with of

Bus running, Slaves working us NHC slots

with the PLC/HCK output data Select

bus

3 NC (] 2 30
15 NC (] 2 18

Bus configuration

S7 subnet ID: A046-8010

TCP/IP
Baudrate: 12 MBd diaghost
Cucle time: 2 msec
Sunc. share A.125 msec
(TDX):

- Drive
system

System
utiliz.

TCP/IP configuration
I‘L_l_l‘I NCU H?H new
system network X128 company network X138
2 Availability (] 100.88% (] 180.88%
Cmpt. name: ncul
DHS name ncul.local -
MAC address 080:11:f8:27:4c:ed 080:11:f8:27:4c:ee
- L ange

Address type LLICE Sy(rln:;:;]fr;:ll“ltz)ed server Manually - off
IP address

assigned 192.168.214.1 192.168.188.2 -
Subnet mask

assigned 255.255.255.8 255.255.255.08 =
Status : -
DHCP server AL
Mode : -
DHCP svnchron. Lk -

127.8.8.1
DHS server 1 (localhost) -
Gateway
<L
Back

Drive

Bus Axis E 1 Sustem
........ L, diag. @ Safety Trace utiliz. system
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% » h » Net- » Gompany

SELELT Setup work

Company network change:

® Select S7 communication(TCP/102)

® Select VNC access(TCP/5900)

® Select SSH(TCP/22)

® Select TCP/4840 (Additional ports)

If settings are all done, RESTART is necessary to activate the

new settings.

3008 + Emergency stop

Company network settings

Sustems
network

Gateway 0.0.0.8
DHNS server
Timeserver
Host name

Active protocols Company
[CIocp network
[CJLLpP

OPC URA
Save NCU
settings

Change

Firewall exceptions

[¥1S7 communication (TCP/102)

[¥IVHC access (TCP/59088)

[~ISSH (TcP/22)

Additional ports TCP/4848

<L

(" Li-

= Setup
archive | T censes B0

Safety
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STEP 4: OPC UA Setting

% »'\» ”Et_» OPC UA

SELECT Setup work

® Setting Port 4840 (binary protocol)

® Setting Admin User, default setting is “"OpcUaClient”
Hint: Admin User can administrate all OPC UA account
access right.

® Setting & confirm Password(Setting Password is necessary )

® Select Active OPC UA option.

518218 + Spindle chiller error
Settings of the OPC UA Server

Sustems
network

IP address: 192.168.188.2
TCP port: 4848 Company
network
OPC URA
Admin User: OpcUaClient S NCU
. ave
e

Confirm password:  ekExx

Activate OPC UA:
Change

Back

(" Li-

= Setup
archive | T censes B0
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Setting Description
IP address The IPv4 address of the target system. This is determined automatically.
Check these:
for the NCU and PPU -X130
for the PCU 50 Local Area Connection 2
Port TCP port, communicates via the OPC UA. This is added to the firewall
exceptions for NCU and PPU.
(The standard for the OPC UA communication is the TCP port 4840)
Admin User Name of the administrator; with it you can add or delete other users and
assign or delete user authorizations.
Password Password of the administrator.
Activate OPC UA Place the checkmark to activate OPC UA and remove the checkmark to
deactivate it.

If Siemens CNC OPC UA server is the new version that can support the message

encryption function, please click the None option and don’t allow anonymous access

option.

Settings of the OPC UR Server

Connection settings
Company network: F 1721828133
Systems network: M 192.168.214.1
Service network: M 192.168.215.1
Message encryption -
None: [Z &
bit: (Basic128Rsa15)
256 bit: B |(Basic256. Basic2565ha256)
Ruthentication =
Admin User: OpclaClient
P”w AR A AR Y
c“'f'm DI“UM’I’.‘ SRR EAEN
|_Allow anonymous access: =] |
Accept certificates automatically: %] \~\|.'IIIIIIIIII
e N oo ]
fActivate OPC UA: =]

Changes become effective after restart of OPERATE, port changes after control on/off.
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STEP 5: Check HMI Date & Time
= = .\»EHMI» i

SELECT Setup Time

® The date & time of OPC UA must calibration as current date & time
e |If settings are all done, RESTART is necessary to activate the

new settings.

STEP 6: Confirm Network setting
;% = A\ =) 3 Bus = 1

Diag- -
Ll nostics === TCP/IP diagnost.
518311 + Push button [SP1] & [+] .turn around one circle

DP integrated (Bus 3)

PROFIBUS diagnostics

Status PROFIBUS diagnostics/slaves

Bus status: OPERATE (4) Slave Assign— Comm. Sunec. No.
addr. ment stat— with of

Bus running, Slaves working us NHC slots

with the PLC/HCK output data

3 NC (] 2 30
15 NC (] 2 18

Bus configuration

S7 subnet ID: fA46-B818
Baudrate: 12 MBd
Cucle time: 2 msec
(S_Iyg)t‘t{-):SharE 8.125 msec

Drive
system

e 1 Syst
@ Safety Trace atiliz.

Bus Axis
-------- e, diag.
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3008 + Emergency stop

TCP/IP configuration
HCU LQJ NCU ﬁ news

system network X128 company network X138

2 Availability (] 188.88% (] 188.88%
Cmpt. name: ncul
DHS name ncul.local -
MAC address 80:11:8:27:4c:ed 88:11:f8:27:4c:ee
Address type DHCP - Sy(rln:;:;]fr;:ll“ltz)ed seruver Manually - off
IP address

assigned 192.168.214.1 192.168.188.2
Subnet mask

assigned 255.255.255.8 255.255.255.08 =
DHCP server - -
Status : _
DHCP server AL
Mode . _
DHCP svnchron. High

127.8.8.1

DHS server 1 (localhost) -
DHS server 2 - -
Gateway

Drive
system

System
utiliz.

@5 Safety Trace

e Must using X130 Ethernet port as connecting with OPC UA
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STEP 7: OPC UA Connection Testing

® Verify OPC UA port work or not by using telnet tool.

telnet /P address port number

EX: telnet192.167.100.2 4840
® Using 3" party OPC UA software program connect with
SIEMENS CNC controller. (Ex. UaExpert software)

® \WebAccess/CNC connection test.

________ =

DeviceSetting --> Add

Mame: 840D

CNCType:  [SIEMENS-OPC -

Controller;

CNCIP:

CNC Port:

OPC User Name:

OPC Password:

S5H User Name:

SSH Password:

MNC Files Path:

CF Files Path:

828D -

1921671002

4840 =

OpcUaClient

manufact
SUNRISE
fnckfs/_N_MPF_DIR

/media

Alarm Log Path:  /user/sinumerik/hmi/log/alarm_log/ala ‘

‘ Save || Cancel ‘
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STEP 8: SIEMENS CNC Function Pages

Position Information

ry 1 N
A\ oW 700152

NC/MPF/TEST_CIR

Spindle not enabled? (MGP)

SIEMENS

interrupted
Machine

e M —181.761 0.000 o
e M2 -495.530 0.000 oo mm e I
MSP1 0.001° 0.000° I
I
I
I—

Status Display

Position [mm]

624.649

MRD|/\ Stop: No Mode Group Ready
REPOS Feed/override

8.888 mm/min
8.0%

T=MANUTEQ_T1

F=0.088 51=0

™ E’ 16912 ¢ Program control: action 'Change to program mode' only possible in reset state
IMI AUTO
NC/MPF/TEST_CIR SIEMENS
interrupted MRD|/A\Stop: No Mode Group Ready
Machine Position [mm] Dist-to-go [T,FS Auxiliary
MANUTEQ_T1 212312 functions
MX1  624.649 0.000 T M 112
MY1 -181.762 0.000 | > MANUTEQ T Basic
M21 -495.530 0.000 F  0.000 il
0.000 mm/min 8.6% Time /
S1 0 EE counter
Master @ 56%
> - = Program
NC/MPF/TEST_CIR 0 levels
LAB: 1 2 161 13: G718
G01G98G54X0.Ye.20. F1o08y 2 14: G99
Y-400.2-450.1 3 15: G94
X600f = B6:G17 16: CFTCP
Yozoy 7. G498 21: SOFT '
Xof 8: Ghea 22: CUT2DF
GOTOB LABY 19 29: DIAMOF
M3y | 10:G64 30 COMPOF
Over- Prou. Prog.
store cntrl. gli @ corr.
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Tool List

o fe 03 ra = A

-1

10
11

Loc. Type

700152

Tool name

24 MANUTEQ_T1

22 PMC2
¥ pMc3
+ PMC4
&2 PMC5
&2 PMC5
f= PMC6
&2 PMC7
& PMC8
= PMC8
= PMC8
#&= PMC8
¥ PMC9
&2 PMC18
&2 PMC1

H Tool

Work Offset

G55

G56

G57

G583

G59

G587

G508

G509

G518

Tool
list

2022/8/30

wear

Fine

Fine

Fine

Fine

Fine

Fine

Fine

Fine

Fine

Tool
wear

D

H

Spindle not enabled? (MGP)

Length

1) 123 123.123

RN A O O SO L I ) S I N U ) T 1 Y

2/-117.000
3/-116.000
5/-115.000
4/-114.000

511

-113.600

6/-112.000
7/-111.600
8/-110.000

a1

-109.000

812 -108.600
0/-110.600
9/-107.600

10/-106.000

1

106.000

24717
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

o2
123.123

17.060

16.060, 118.0

1.500
14.000
13.008
12.000
11.000
10.008

9.000

8.000
10.008

1.000

6.000
20.008

Work

offset

Y
101.506
0.000
0.000
0.800
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

iy Work
I offset

Version: V1.5

=

0.0

SSRGS
I o o
I o o

[ R~ R~ R R R~ ]

96.8

SEE
©OO
ooo

ﬁ User
variahle

p
—300.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

ﬁ User
variahle

Unload

Magazine
selection

[<]

0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000
0.000

0.000 |

o] Setting
data

[T

Active

Overview
.
T
Details

o] Setting
data

Neal.Chen



NC program List

Length Date Time
@ 1 Part programs DIR 02/13/18 4.8:.0 PM
=- 1 Subprograms DIR 11/38/16 3:58:51 PM
= = Workpieces DIR 11/38/16 4:34:55 PM New
= = TEMP WPD 83/08/18 4:24:3 PM
I
Open
I
Mark
I
Copy
I
Paste
I
Cut
Free: 44.6 KB

System Utilization

16912 ¢ @ Program control: action 'Change to program mode' only possible in reset state

System utilization CH1:CHAN1
Component } Current | Minimum Maximum
Position controller NCK 0.134 0.088 083580 ms
Interpolator MNCK 0.316 0.852 8607 ms
Forward motion CHAN 8.123 0.856 221699 ms
PLC processing time PLC 8.126 8.115 8235 ms —
MCU load from position
controller, interpolator and PLC: NCK 1315 8.72 2028 %
Fill level of interpolator buffer CHAN a %
I
Stop
I
|
|
e
Bus Axis | Em i System [EERCRNIyIT]
2 10p)ip | (2 giag, | B Safety | KA Trace . e
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R Variables

8
. ]
R2 03 R22 2303 R42 ] R
R3 1234567 R 23 1 R 43 ] variables
R 4 1 R24 1 R ]
R5 1 R 25 1 R 45 0 Gé%bgl
RB 1 R2 1 R4 ]
R7 1  R27 1 R47 o I
RS 1 R 28 1 R 48 1] Ch;ﬂgel
R9 1 R29 1 R4 ]
R10 1101 R 30 3101  R50 o I
R 11 1 R31 3202 R51 ] lﬂfgl
R12 2 R 3303 R52 8
R13 3  R33 1  RS53 o I
R14 4 R 1 R4 8
R15 5 R35 1 RSS ]
R16 6 R36 1  RS6 o I
B
R 19 9 R39 1 RS9 o I
>
T Tool |Fer Tool ol Work Br5 B o] Setting
list wear offset Imuariahle I data
Alarm Log
\) 708152 Spindle not enabled? (MCP)

Alarm log
Raised ¥ Cleared Number Text
08/23/18 16912 Program control: action 'Change to program
15:36:7.568 PM mode' only possible in reset state
06/23/18 3860  Emergency sto
14:44:53.114 PM gency stop —
——= 3080 Emergency stop Can[t):';IIE;lI!arm
08/23/18 08/23/18 . .
14:44:17.456 PM 14:44:57.026 pM| 100202 Waiting for a connection to /PLC/828D |
08/23/18 08/23/18 . . Sort
14:4417.924 PM 14:4453.098 PM 158202 Waiting for a connection to /NCK or
08/23/18 08/23/18 | .rpoaa | __ C I
14:44:16.325 PM 14:44:16.305 pv 100204 Start alarm acquisition
08/16/18
15:40:59.111 PM SO e I
08/16/18 08/16/18 16912 Program control: action 'Change to program Setti
15:38:54.396 PM 15:38:57.830 PM mode' only possible in reset state ettings
88/16/18 08/16/18 I
15:38:53.567 PM 15:38:57.830 pM 000  Emergencystop —
08/16/18 08/16/18 16912 Program control: action 'Change to program log
15:38:51.364 PM 15:38:53.562 PM mode' only possible in reset state I
. 98.1 618 . BB.’”B’!B Emergency stop
Uersinn
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