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AWS loT Core for LoRaWAN
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1 Document Information

1.1 Naming Conventions
The term “downlink device” or “endpoint device” is used in this document to refer to a LoRaWAN device that
connects to a LoRaWAN “Gateway”. The “Gateway” in turn, connects to AWS loT Core for LoRaWAN.

1.2 Revision History (Version, Date, Description of change)
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Version Author Date
1.01 David32.yang 2022/12/23
1.02 Stanley.chou 2023/01/05

2 Overview

The WISE-6610 is a high-performance LoRaWAN gateway that offers reliable connectivity for industrial
environments. It supports the LoRaWAN protocol for building LoRaWAN private and public networks, as well as

various protocols including MQTT. The hardware and software flexibility of the WISE-6610 provides rich features for

edge intelligence systems, and its support for VPN tunneling with various protocols ensures safe communications.

The WISE-6610 also provides a network server that can phase the LoRaWAN data in our device. The WISE-6610
provides the redundancy-enhanced functions to prevent connection loss
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3 Hardware Description
3.1 DataSheet

WISE-6610:
https://advdownload.advantech.com/productfile/PIS/WISE-6610-N100/file/WISE-
6610 DS(1022221)20210223090441.pdf

3.2 Standard Kit Contents

Package includes

1 x Indsutrial LoRaWAN gateway

1 x DIN-Rail mounting bracket and screws

1 x power cable(without adapter)
Can check WISE-6610 UM in below link
https://advdownload.advantech.com/productfile/Downloadfile2/1-25695V7/WISE-
6610%20Series UM Revision%209 100721.pdf
Product page below for reference.
https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-
n100/mod cOf6fff8-aedf-4d42-b510-9f340ca36810

3.3 User Provided items

Ethernet cable for network connection.

3.4 3" Party purchasable items

N/A

3.5 Additional Hardware References

https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-
n100/mod cOf6fff8-aedf-4d42-b510-9f340ca36810

4 Setup AWS

If you don’t have an AWS account, refer to the instructions in the guide here. The relevant sections are Sign up for
an AWS account and Create a user and grant permissions.

4.1 Overview
The high-level steps to get started with AWS loT Core for LoRaWAN are as follows:
1. Onboard your Gateway (see section Add the Gateway to AWS |oT)
2. Onboard your Device(s) (see section Add a LoRaWAN Device to AWS |oT)
a. Verify device and service profiles
b. Set up a Destination to which device traffic will be routed and processed by a rule.

These steps are detailed below. For additional details, refer to the AWS LoRaWAN developer guide.
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https://advdownload.advantech.com/productfile/PIS/WISE-6610-N100/file/WISE-6610_DS(1022221)20210223090441.pdf
https://advdownload.advantech.com/productfile/PIS/WISE-6610-N100/file/WISE-6610_DS(1022221)20210223090441.pdf
https://advdownload.advantech.com/productfile/Downloadfile2/1-2569SV7/WISE-6610%20Series_UM_Revision%209_100721.pdf
https://advdownload.advantech.com/productfile/Downloadfile2/1-2569SV7/WISE-6610%20Series_UM_Revision%209_100721.pdf
https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-n100/mod_c0f6fff8-aedf-4d42-b510-9f340ca36810
https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-n100/mod_c0f6fff8-aedf-4d42-b510-9f340ca36810
https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-n100/mod_c0f6fff8-aedf-4d42-b510-9f340ca36810
https://www.advantech.com/en/products/23ed4776-1633-4901-a776-8532a23ea8b4/wise-6610-n100/mod_c0f6fff8-aedf-4d42-b510-9f340ca36810
https://docs.aws.amazon.com/iot/latest/developerguide/setting-up.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan.html

4.2 Add the Gateway to AWS loT

4.2.1 Preparation
Refer to the online guide for steps required prior to onboarding your gateway.

4.2.2 Frequency Band selection and Role setup

Refer to the online guide for information on selecting an appropriate frequency band.

Follow the instructions in the section Add an IAM role to allow the Configuration and Update Server (CUPS) to
manage gateway credentials in the online guide.

4.2.3 Add the LoRaWAN Gateway

To register the Gateway with AWS IoT Core for LoRaWAN, follow the steps in this online guide under the section Add
a gateway using the console.

4.3 Add a LoRaWAN Device to AWS loT

4.3.1 Preparation
Refer to the instructions in the section Before onboarding your wireless device in the online guide.
Then follow the instructions in the section Add your wireless device to AWS |oT Core for LoRaWAN here.

4.3.2 Verify Profiles

AWS loT Core for LoRaWAN supports device profiles and service profiles. Device profiles contain the
communication and protocol parameter values the device needs to communicate with the network server. Service
profiles describe the communication parameters the device needs to communicate with the application server.

Some pre-defined profiles are available for device and service profiles. Before proceeding, verify that these profile
settings match the devices you will be setting up to work with AWS |oT Core for LoRaWAN. For more details, refer
to the section Add profiles to AWS IoT Core for LoRaWAN in the online guide.

Proceed only if you have a device and service profile that will work for you.

4.3.3 Set up a Destination for device traffic

Because most LoRaWAN devices don't send data to AWS loT Core for LoRaWAN in a format that can be consumed
by AWS services, traffic must first be sent to a Destination. A Destination represents the AWS loT rule that
processes a device's data for use by AWS services. This AWS loT rule contains the SQL statement that selects the
device's data and the topic rule actions that send the result of the SQL statement to the services that will use it.

For more information, refer to the online guide (sections titled Add a destination using the console and Create an
IAM role for your destinations). Also refer to Create rules to process LoORaWAN device messages in the online guide.

5 Set up the Gateway
5.1 Set up Gateway hardware

1. Insert the power cable into the power socket. The cable locks in place if installed correctly.

2021.10.12.0


https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-onboard-gateways.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-rfregion-permissions.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-rfregion-permissions.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-onboard-gateway-add.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-onboard-end-devices.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-end-devices-add.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-define-profiles.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-create-destinations.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-destination-rules.html

LED Name LED Color

WAN*" Yellow, blinking  PPP connection established.
Signal strength is from -50 dBm to -69 dBm (1x flash per
sec.)
Signal strength is from -70 dBm to -89 dBm or the differ-
ence between neighboring cells is exactly 3 dBm (2x
flash per sec.)
Signal strength is from -90 dBm to -113 dBm or differ-
ence the between neighboring cells is smaller than 3
dBm (3x flash per sec.)

DAT Red, blinking Communication in progress on radio channel.
PWR Green, blinking  Device is ready.
Green, on Device is booting.

2. Launch a web browser on a computer.

In the browser's address bar type in the default IP address (192.168.1.1). The login screen displays.

4. Enter the default user name and password (root/root) to log into the management interface. You can change
the default password after a successfully log in

w

Usernames

Password

Login

User manual : https://www.advantech.com/en/support/details/manual?id=1-1THEK7T

5.2 Set up Gateway Software

(] Factory reset : After the green LED starts to blink you may restore the initial device settings by pressing the
reset (RST) button on the back panel. If the reset button is pressed, all configuration will revert to factory
defaults and the device will reboot (the green LED will be on during the reboot).
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https://www.advantech.com/en/support/details/manual?id=1-1THEK7T

No. Item Description

1 SD Card Slot for SIM multimedia card.

2 DIN-Rail holes Screw holes (2) used in the installation of a DIN rail clip.
3 SIM 2 Slot for SIM 2 smart card.

4 SIM 1 Slot for SIM 1 smart card.

5 RST Reset button.

) Not supported OTA updates.

L] Launch a web browser to access and configure gateway.

5.3 Additional Software References

Support from below for reference.

https://www.advantech.com/en/search/?q=WISE-6610-N100&st=faq

5.4 Configure the Gateway device
1. Go to BasicStation Web
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https://www.advantech.com/en/search/?q=WISE-6610-N100&st=faq

WISE-6610-N100-A

General ADAM Configure  1.0.0 (20210806T012630Z)
Network |

basicstation 1.0.2 (20221214T063048Z Delete
o j ( )
IPsec LoRaWAN Gateway 2.3.0 (BETA-20221028T0238352)
WireGuard Node-RED 1.1.3 (2018-05-18)
DynDNS
System Log New Module| BEE= |sEEEEEs ) [Add or Update |
Configuration
Ethernet
VRRP
PPPOE

Backup Routes
Static Routes
Firewall

MNAT

OpenVPN

IPsec

WireGuard

GRE

L2TP

PFTP

Services
Expansion Port 1
Expansion Port 2
Scripts
Automatic Update

Customization
User Modules

2. Set URL and upload trust and certificates which download from AWS

Navigation

Router
settings LoRaWAN Gateway EUI

Log. | T4FE48FFFE333333 |
Return to Router

Enable

[ Off ~| Enable the BasicStation.

Protocol

[cuPs v

Log Enable

[ Off ~| Enable the Log.

URL

| hitps:/IA2T46GWZJS INRT cups. k|

Upload trust file

Upload key file

| |
| Upload certificate file |
| |
| Clear cache |

Save

5.5 Connect the Gateway and verify the connection status
Follow the instructions in the online guide to connect your gateway to AWS IoT Core for LoRaWAN.
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https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-gateway-connection-status.html

To verify the connection status, refer to the instructions in the section Check gateway connection status using the
console.

6 Add End Device(s)

Can check our configuration quick guide in below link.
https://www.advantech.com/en/support/details/faq?id=1-29KPEKB

6.1 Connect the device and verify the connection status

Follow the instructions in the online guide to connect your device to AWS loT Core for LoRaWAN.

To verify the connection status, refer to the instructions in the section Check device connection status using the
console. You can also View format of uplink messages sent from LoRaWAN devices.

7 Verifying Operation —a “Hello World” example

Once setup is completed, provisioned OTAA devices can join the network and start to send messages. Messages
from devices can then be received by AWS loT Core for LoRaWAN and forwarded to the IoT Rules Engine.

Instructions for a sample Hello World application are given below, assuming that the device has joined and is
capable of sending uplink traffic. The architecture for this sample application is:

AWS laT for
@ LoRaWAN
LoRaWAN \ (C)] Pl l
Endpoint I
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e
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* LoRaWAN
@ Gateway CUPS == D
LoRaWAN ((5933)) [[ -- i @’ AWS 10T
2\
£

Endpoint Decoder Rule
A LNS AWS loT Core  aws loT  Lambda
o Gateway Rule

/ LoRaWAN
@ Gateway

Join Server Analytics i
LoRaWAN AWS loT Analytics Quicksight
Endpaint Datastore

Simple Notification Service

W KE
>

7.1 Create lambda function for destination rule
Create the lambda function to process device messages processed by the destination rule.
e  Go to the AWS Lambda console (console.aws.amazon.com/lambda).
e  Click on Functions in the navigation pane
e  C(Click on Create function
e Select Author from scratch. Under Basic information, enter the function name “sailboatdecoder” and
choose Runtime Node.js 12.x. from the drop-down under Runtime.
e  Click on Create function.
e Navigate to <<provide your github repository URL>> and copy the code for the lambda function.
e Under Function code, paste the copied code into the editor under the index.js tab.
e  Once the code has been pasted, choose “Deploy” to deploy the lambda code.
e  Click on the Permissions tab of the lambda function
e Change the Lambda Role Policy permission
o Under Execution role, click on the hyperlink under Role name
o  On the Permissions tab, find the policy name and click on it
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https://www.advantech.com/en/support/details/faq?id=1-29KPEKB
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-device-connection-status.html
https://docs.aws.amazon.com/iot/latest/developerguide/connect-iot-lorawan-uplink-metadata-format.html

o Choose Edit policy, and choose the JSON tab
o Append the following to the Statement section of the policy to allow publishing to AWS loT.

’

{

"Effect": "Allow",
"Action": [
"iot:Publish"

I

"Resource": [
wean

]
}

o Choose Review Policy, then Save changes
e C(Create a test event that will allow you to test the functionality of the lambda function.
o Inthe drop-down for Select a test event, choose Configure test events
o Enter a name for the test event under Event name
o Paste the following sample payload in the area under Event name:

{
"MessageId": "55d122ab-6355-2233-9874-££47c5222108",

"WirelessDeviceId": "65d128ab-90dd-4668-9556-fe47c589610b",
"PayloadData": "zAOLYgHpAX//f/8=",
"WirelessMetadata":
{
"LoRaWAN":
{
"DevEui": "a84041000181bf255",
"FpPort": 2,

"DataRate": O,
"Frequency": 904500000,

"Gateways": [
{
"GatewayEui": "80029cffXXXXXXXX",
"Snr": 12.25,
"Rssi": -47
}
] 4
"Timestamp": "2020-12-14T08:23:562",

}
e Choose Create to save the event
o Navigate to the AWS loT console, choose Test on the navigation pane, and select MQTT client.
e  Configure the MQTT client to subscribe to “#” (all topics)
e Click on Test in the Lambda function page to generate the test event you just created
e Verify the published data in the AWS loT Core MQTT Test client
o Open another window. Goto AWS loT Console, select Test, under Subscription Topic, enter # and
select to Subscribe to topic
o The output should look similar to this:
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aB4041000181bf255/project/sensor/deco..

7.2

In this step, you create the |oT rule that forwards the device payload to your application. This rule is associated with

December 14, 2020, 18:08:51

Exp... Hi...
* (UTC-0800) *P '

"Ext sensor”: "Temperature Sensor”,
"Batteryv": 3.085,

"Alert Temp®": "84.45",

"Humidity™: "48.9%",

"Probe Temp©": "327.67",

"DevEUI": "ag84041000181bf255",
"Timestamp®™: "2020-12-14TO0B:23:562"

Create the Destination rule

the destination created earlier in Set up a Destination for device traffic.

e Navigate to the AWS loT console.

e Inthe navigation pane, choose Act. Then, choose Rules.

e On the Rules page, choose Create.

e On the Create a rule page, for Name, enter LoRaWANRouting. For Description, enter a description of your
choice. Note the name of your rule. The information will be needed when you provision devices to run on
AWS |oT Core for LoRaWAN.

e Leave the default Rule query statement: ‘SELECT * FROM 'iot/topic' unchanged. This query has no effect at

this time, as traffic is currently forwarded to the rules engine based on the destination.

e Under Set one or more actions choose Add action.

e Onthe Select an action page, choose Republish a message to an AWS loT topic. Scroll down and choose
Configure action.

e On the Configure action page, for Topic, enter project/sensor/decoded. The AWS loT Rules Engine will
forward messages to this topic.

e Under Choose or create a role to grant AWS IoT access to perform this action, choose Create Role.

e For Name, enter a name of your choice.

e Choose Create role to complete the role creation. You will see a “Policy Attached” tag next to the role
name, indicating that the Rules Engine has been given permission to execute the action.

e  Choose Add action.

e Add one more action to invoke the Lambda function. Under Set one or more actions choose Add action.

e Choose Send a message to a Lambda function

e Choose Configure action

e Select the sailboatdecoder lambda function created earlier and choose Add action

e Then, choose Create rule.

e A “Success” message will be displayed at the top of the panel, and the destination has a rule bound to it.

You can now check that the decoded data is received and republished by AWS by triggering a condition or event

on the device itself.
1. Gotothe AWS IoT console. In the navigation pane, select Test, and choose MQTT client.
2. Subscribe to the wildcard topic ‘#” to receive messages from all topics
3. You should see traffic similar to that shown below.
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http://console.aws.amazon.com/iot

December 14, 2020, 18:17:04

a84041000fffff255/project/sensor/deco... Exp... Hi...
(UTC-0800)
{
"Ext_sensor”": "Temperature Sensor”,
"Batteryv©": 3.085,
"Alert_Temp": "84.45",
"Humidity™": "48.%",
"Probe_Temp™: "327.6T7",
"DevEUI™: "af84041000fffFF255",
"Timestamp®™: "2020-12-14TO0B:30:56E"
}
lorawan/uplink/republish  December 14, 2020, 18:16:22 (UTC-0800) Export Hide
{
"MessageId”: "55d122ab-6355-2233-9874-££47c5222108",
"WirelessDeviceId": "65d12Bab-90dd-4668-9556-fadTc5B9610b",
"PayloadData": "zAOLYgHpAX/S/ f/fA=",
"WirelessMetadata": {
"LoRaWAR": {
"DevEui®": "a84041000£f£f£££3255",
"FPort™: 2,
"DataRate": @,
"Freguency”": 904500000,
"Gateways": [
{
"GatewayBEui": "BOOZ9cffffffff",
"Snr": 12.25,
"Resi": -47
}
1
"Timestamp": "2020-12-14T08:30:56Z"
¥
¥
}

7.3 Configuring Amazon SNS

We will use the Amazon Simple Notification Service to send text messages (SMS) when certain conditions are met.

e Gotothe Amazon SNS console.

e  Click on the menu in the left corner to open the navigation pane.

e Select Text Messaging (SMS) and choose Publish text message.

e Under Message type, select Promotional.

e  Enter your phone number (phone number that will receive text alerts)
e  Enter “Test message” for the Message and choose Publish message.

e |f the phone number you entered is valid, you will receive a text message and your phone number will be
confirmed.
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http://console.aws.amazon.com/sns

e  Create an Amazon SNS Topic as follows:
o Inthe navigation pane, choose Topics
o Select Create topic
o Under Details, select Standard
o Enter aname of your choice. Here we will use “text_topic”.
o Choose Create topic
e Create a subscription for this topic:
o Inthe page for the newly created text_topic, choose the Subscriptions tab
o Choose Create subscription
o Select Protocol as SMS from the drop-down
o Under Endpoint, enter the previously validated phone number to receive the SMS alerts
o Choose Create subscription. You should see a “Subscription to text_topic created successfully”
message.

7.3.1 Add a rule for Amazon SNS notification

Now add a new rule to send an Amazon SNS notification when certain conditions are met in a decoded message.

e Navigate to the AWS IoT console.

e Inthe navigation pane, choose Act. Then, choose Rules.

e Onthe Rules page, choose Create

e Enter the Name as text_alert, and provide an appropriate Description

e Under Rule query statement, enter the following query:
SELECT DevEUI as device id, "Temperature exceeded 80" as message,
Alert Temp as temp, Humidity as humidity, Timestamp as time FROM
'project/sensor/decoded' where Alert Temp > 80

e Choose Add action

e Choose Send a message as an SNS push notification

e Choose Configure action

e Under SNS target, select text_topic from the drop-down

e Select RAW under Message format

e Under Choose or create a role to grant AWS IoT access to perform this action, choose Create role.

e Enter a name for the role and choose Add action

e Choose Create rule. You should see a “Success” message, indicating that the rule has been created.

7.4 10T Analytics

We will use 1oT Analytics to visually display data via graphs if there is a need in the future to do further analysis.

7.4.1 Create an loT Analytics Rule
First create a rule
e Navigate to the AWS loT console.
e Inthe navigation pane, choose Act. Then, choose Rules.
e  Onthe Rules page, choose Create
e  Enter the Name as Visualize, and provide an appropriate Description

e Under Rule query statement, enter the following query:
SELECT * FROM 'project/sensor/decoded'

e Choose Add action

e Select Send a message to |oT Analytics

e Choose Configure Action

e Choose Quick Create loT Analytics Resources
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http://console.aws.amazon.com/iot
http://console.aws.amazon.com/iot

Under Resource Prefix, enter an appropriate prefix for your resources, such as LoRa

Choose Quick Create

Once the Quick Create Finished message is displayed, choose Add action.

Choose Create rule. You should see a Success message, indicating that the rule has been created.

7.4.2 Configure AWS loT Analytics
Set up AWS loT Analytics as follows:

Go to the AWS loT Analytics console.
In the navigation panel, choose Data sets

Select the data set that was generated by the Quick Create in Create an [oT Analytics Rule
In the Details section, Edit the SQL query.
Replace the query with:

select Alert Temp as temp, Humidity as humidity, DevEUI as device id, Timestamp
as time from LoRa datastore

Under Schedule, choose Add schedule
Under Frequency, choose Every 1 minute, and choose Save

7.4.3 Configure Amazon QuickSight

Amazon QuickSight lets you easily create and publish interactive Bl dashboards that include Machine Learning-
powered insights.

Go to AWS Management console.

From the management console, enter “QuickSight” in the “Search for services, features..” search box.
Click on QuickSight in the search results

If you haven’t signed up for the service before, go ahead and sign up, as there is a free trial period.
Select the Standard Edition, and choose Continue

Enter a unigue name in the field QuickSight account name

Fill in the Notification email address

Review the other checkbox options and change them as necessary. The AWS loT Analytics option must be
selected.

Choose Finish. You will see a confirmation message.

Choose Go to Amazon QuickSight

Select Datasets

Select New dataset

Select AWS loT Analytics

Under Select an AWS loT Analytics data set to import, choose the data set created in Create an loT Analytics
Rule

Choose Create data source, and then choose Visualize

Select dataset created, then select Refresh or Schedule Refresh for periodic refresh of dataset.

7.5 Testing your “Hello World” Application

Using your device, create a condition to generate an event such as a high temperature condition. If the
temperature is above the configured threshold then you will receive a text alert on your phone. This alert will
include key parameters about the alert.

You can also visualize the data set as follows:
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http://console.aws.amazon.com/iotanalytics
http://console.aws.amazon.com/

e Gotothe AWS |oT Analytics console
e Choose Data sets

e Select the dataset created earlier

e Select Content. and ensure there are at least few uplink entries available in the data set.
e Goto the QuickSight console
e Choose New analysis

e Choose the dataset created in Create an loT Analytics Rule

e Select time on the X-axis, Value as temp (Average) and Color as device_id to see a chart of your dataset.

8 Debugging

Enable BasicStation Log

Navigation

Router
Settings_
Log

Return to Router

LoRaWAN Gateway EUI

[T4FE48FFFE333333 |

Enable

[On

~| Enable the BasicStation.

Protocol

[LNS

>

Log Enable

[On

v| Enable the Log.

URL

[wss.A2746GWZJSINRT Ins lora |

Clear cach

| Upload trust file | | Delete trust file | last upload at Tue Dec 20 01:38:46 2022 , size 1606 bytes.
| Upload certificate file | | Delete certificate file | last upload at Tue Dec 20 01:38:54 2022 , size 1220 bytes.
| Upload key file | | Delete key file | last upload at Tue Dec 20 01:39:01 2022 , size 1679 bytes.

e

Check BasicStation Log
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g
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[S2E:VERB] RX 922.0MHz
[S2E:VERB] RX 922.40Hz

Repeated ex
RX 923.20Hz
RX 922.8MHz
RX 922.8MHz
MCU/SX130X
[SYN:INFO] Mean MCU -
[SYN:VERB] Time sync
RX 922,20z
RX 922.6MHz
RX 922.8MHz
RX 922.20Hz
Time sync r
[52E:VERS) RX 922.6MHz
[52E:VERS] RX 922.80Hz
SYN:THFO] Time sync q
RX 923,20z

@7

o7 RX 922.8MHz
o7 RX 923.8MHz
a7 RX 922.8MHz
o7 MCU/SX130X

o7: Mean MCU dri
o7 ] RX 922.4MHz
a7 RX 922.4MHz
@7 RX 922.2MHz
o7 RX 923.41Hz
o7 RX 923.4MHz
a7 RX 922.4MHz
@7 RX 923.8MHz
o7 RX 922.2MHz
o7

a7 Mean MCU dr:
@7 [SYN:ERRD] Repeated ex

9 Troubleshooting

Follow debugging step to check basicstation log or check system log
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DRS SF7/BU125 snr=7.2 rssi=-103 xti
DR3 SF9/BW125 snr=11.5 rssi:
ejected: guality=2843 threshols
DR4 SFB/EWL25 snr-8.8& rssi=-97 xtime-0x3 - updf mhdr-39 -~ 96 FCtrl-00 FCnt-16539 FOpts-[] @12459F6. .8D2F mic 1a95gads2 (185 bytes)
3 - Upaf mnar=ap = 13 FCtrl-g2 FCnt=63486 FOpts=[] 619C3924..CF97 223589 (56 Dytes
3.0 rssi=-27 xtine=ax370: F4 - updf mnar=4a = FCtr1=0 FCNt=63487 FOpts=[] @186DCES..AL72 wicorereias (24 bytes.
=546 q90=2823 max=2863 (previous g9B=2516)
DRe 5F5/BN125 Snr=12.8 rssi=-96 xtine-gx37Q00Q5SEIOFRC - UpdF Mhdr=82 DavAddr-FFSEBLO6 FCTr1-09 FCnt=16549 FOpts=[] LCSE9A2..3E21 mic-190845446 (185 bytes)
ejecten: quality=2841 threshold=2523
DR3 SF9/EW135 sn rs5i=-97 xtimesEx3700BSESFESCE - UpGT WAL
DR& SFE/BW125 sn 96 xtine=0x370809367CEE1C - updf mhd
DR3 SF9/BWL25 snr-12.5 rssi--97 C - updf mhar-42
cessive clock arifts betusen WOU/SKIz0xso (3 retries): -106.0ppm (tnreshn]ﬂ 100. ﬂppm
DR3 SF9/BW135 sn
DRS SF7/BW125 sn
DR4 SFB/BWL25 snr-10.9 rssi=-101 xtime-0x3700805715C12C - LpdF mhdr= Bu DevAdd
@rift stats: min: -2.2ppm gS@: +21.8ppm g8@: -161.1ppm max: -460.3ppm - thresnold qoe: -183.9pom
1t vs SK130%E0:
ejected: quality=28:
DR3 SF9/EWL25 sn
DR SF8/BU125 sn
DR3 SF9/BW135 sn
DRI SF9/BW125 sn
ejectad: quality
DRé SFE/BW135 sn
DRS SF7/BU125 snr=7.5 rssi=-
ualities: min=551 q90=2833 max= 2so5 (previous q98=2523)
DR3 SF9/BWL2S sn 4370005824884 - UpdF mhd
DR SF8/BU125 sn
DR3 SF9/BW135 sn
DRI SF9/BW125 sn
arift stats:

- FCtrl=C8 FCnt=52171 FOpts=[] @10388C1..5156 mic=-2122228868 (110 bytes)
- updf mhdr=a0 = FCtrl=08 FCNt=63485 FOpts=[] ©168D109..5A81 mic=1594820763 (66 bytes)

] P118AEE3. .9FF7 mic=-275655765 (66 bytes)
1 GLIESC2S. . 1BCA mic=-1859366413 (105 bytes)
1456263612 (66 bytes)

FCtrl-08 FCnt=53489 FOpts=[] @18008F9..7834 mic=

301503509 (26 bytes)
973433756 (110 bytes)
308803359 (105 bytes)

1 @12B487C. .68C3 mic--1563981864 (66 bytes)
188021272 (185 bytes)
..D351 mic=-939784563 (66 Oytes)
1 81778306, .9835 mic=1788391276 (24 bytes)

- updf mhdr=48 =

- upd# mhdr=g2 =FFSES108 FCTrl=o@ FCnt=16544 FOpts=[] GLCSEG42..D343 mi,
- upd? mhdr=32 = FCtr1=Co FCmt=62173 FOpts=[] PIESDEAD..FAGS mic

532317005 (165 bytes)
1384154436 (110 bytes)

uevAanr FFzszz FCtrl=ee FCnt: 53494 Fopt:
8196 FCtrl=e0 FCn

1 915142E7..9C86 mi.

1203980996 (66 bytes)

u ) (55 bytes)
0x3706005905215C - Updf mndr=40 DevAddr-FF22F013 FCtr1-0o
-109.4ppm  qse: -182.1pom max: +234.1ppm - tnreshold q9g: +219.8eom

DRe SFB/BULZ5 sn ine= = = = = ic=-875373689 (105 bytes)
DR3 SF9/BW125 sni 2127996033 (66 bytes)
DR4 SFB8/BW125 =ni ] 91CEAAGE. .BCAF m:\c 1451872344 (105 bytes)
1256860541 (66 bytes)
23846131 (28 bytes)
438978165 (110 bytes)
DR4 SF8/BUL25 snr=7.5 rssi=-97 xtime-@x37@000SAADCER4 - updf mhdr-80 DevAddr-FFSE8196 FCtrl-00 FCnt-16548 FOpts=[] @1B@CLIF..C992 mic=1387260235 (15 bytes)
DA3 SFO/BW12S sn| resi=-06 xtime=8x37GB0BSB248344 - upcf mhdr=4@ DevAdd B1CABF71..1874 mic=-1218945865 (66 bytes)

CU/SXI30X Grift stats: win: +0.50pm S0: +ST.ppm q0: -167.3ppm max: +219.5ppn - Chreshold qgo: -216.dppn

ift vs SK130X#0: -11.9pp
cessive clock drifts bemeen HCU/SX130X#e (3 retries): -195.5pem (threshold 100.2ppm)

DA SERIRUTIR cnrod1 B mecio87 vtimamOvITAGRAKRANIENS - undE mhdneR0 NewAie-FESERI10R Erfr1-G@ EMnt-18840 ENntco(1 GIROSOEE Er3E mir-177SKGAREE (108 murac)


http://console.aws.amazon.com/iotanalytics
http://quicksight.aws.amazon.com/

10 OTA Updates

Not support
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