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Abstract
WISE-4000

The List of Protocols and Port Number of Certain Function on
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Related
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Product

WISE-4220-S231

WISE-4010/LAN, WISE-4050/LAN, WISE-4060/LAN, WISE-4012,

B Problem Description:

This document lists out the protocol and the port number with different functions of

WISE-4000 Wi-Fi and LAN models.

B Brief Solution - Step by Step:

Function of WISE Protocol ‘ WISE Port # Source Port # ‘
Modbus TCP TCP 502 Any
Web server TCP + HTTP 80 (configurable) Any
RESTful TCP + HTTP Any
Download
TCP + HTTP Any
configuration file
Download I/O or Follow Web server
TCP + HTTP Any
system log parameter
Upgrade new firmware TCP + HTTP Any
Upload user web page
. , TCP + HTTP Any
( “*.ehf” file)
Search by ADAM.NET
N uDP 5048 Any
utility
Search by WISE studio UDP 5048 Any
Site survey mode by Random when send out
N uDP 5050
ADAM.NET utility package
Site survey mode by Random when send out
UDP 5050

WISE studio

package
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Protocol Protocol WISE Port # Destination Port #
Site survey mode by )
N uDP 5050 5168 (configurable)
ADAM.NET utility
Site survey mode by )
) ubP 5050 5168 (configurable)
WISE studio
Private server )
) TCP + HTTP 8000 (configurable)
(without TLS/SSL)
Private server ]
) TCP + HTTPs 8080 (configurable)
(with TLS/SSL)
Azure TCP + HTTPs 443
iSensing MQTT TCP + WebSocket 8443 (configurable)
WAMQTT TCP + WebSocket 80
Dropbox TCP + HTTPs 443
Aliyun OSS TCP + HTTPs 443
P2P ubDP 5048 (configurable) 5048 (configurable)
IFTTT TCP + HTTPs 443

Example 1: site survey by ADAM.NET utility.

A user can change the destination port of utility by the following parameter in red rectangle.

_, Advantech Adam/Apax NET Utility (Win32) Version 2.05.11 (805) . . -

File Tools Setup Help

SEH*Fhra

EEED

i COM1

[ Naln) " v)
E-4&) Etherst

B 172.16.12.14

B4 192.168.0.101

i) Others

----- 83 Favorite Group
B3t ADAMA500_5510%exies

[ Wireless Bensor Networks

Fefy 172.16.12.126-[1234567000123458°
------ @ 172.16.12.143-[WISE-4050/L AN]

B 1721612 206-[ADAM-6217-Terry]
172.16.12.217-[ADAM-6251-B-Jer:
172.16.12.226-[ADAM-6256-B- Jer:

e & 172.16.13.5-[WISE-4210-4F]

-y 192.168.0.100-[WISE-4050_00D0C!

L { 192.168.0.103-[WISE-4051_00DOC!

= Fl 192.168.133 24-[ADAM-6024_A0n
e 192.168.133 66-[ADAM-6266_AON

#1 LoginInfo - ) DeviceInfo - BIZ QR )? Site Survey

Comnection
Metwork Hame (22100
Client IP Address

ITPLINKB_AE

|192.168.D.IDD

—Signal Quality

Test Results
|7Signal Strength

Good Packets

—Current Letivity

Execution Period (second)

| Content

Total Packets

Pas Packets

Wrong Packets

Lost Packets

BERID

ES-DE-27-36-F&-30

Avg Signal Strength (dBm) -58

—Port

| 5168+

Figure captured from ADAM.NET utility.
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‘ | 2897 1@9.. 192.168.1.11 192.168.1.222 UDP 154 5858 - 5168 Len=112 |
i 2898 1@9.. 192.168.1.222 192.168.1.11 uppP 154 49412 - 5858 Len=112

& Frame 2897: 154 bytes on wire (1232 bits), 154 bytes captured (1232 bits) on interface @

> Ethernet II, Src: Advantec_f8:ef:b5 (@8:d@:c9:f8:ef:b5), Dst: AsustekC Be:ff:15 (40:16:7e:Be:ff:15)
I Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.222

4 lJser Datagram Protocol, Src Port: 5858, Dst Port: 5168

Source Port: 5858

Destination Port: 5168

Length 126 w— From|WISE
Checksum: Bx8c35 [unverified]
[Checksum Status: Unverified]
[Stream index: 3@4]

Data (112 bytes) ‘u@d P"\@

=

Figure captured from Wireshark.

Example 2: WISE push data to Azure event hub.

IP 192.168.0.100
WISE

Port number 50008

IP 40.83.177.42

Azure
Port number 443
| 8 5.0.. 192.168.9.100 | 408.83.177.42 TLSv1.2 467 Application Data
T T s p o o O n gy KT 40.83.177.42 TLSv1.2 371 Application Data
18 ';\_le 1| F,)d 192.168.8.180 TCP 78 443 - 580838 [ACK] Seq=182 Ack=1365 Win=63558 Len=0
4

(T

Frame 8: 467 bytes on wire (3736 bits), 467 bytes captured (3736 bits)

802.11 radio information

IEEE 882.11 QoS Data, Flags: ....... TC

Logical-Link Control

Internet Protocol Version 4, Src: 192.168.0.100, Dst: 40.83.177.42

Transmission Control Protocol, Src Port: 5080888, Dst Port: 443, Seq: 683, Ack: 182, Len: 389

Destination Port: 443

[Stream index: @] E[—Q._nj \_,A_V._l.S‘E
[TCP Segment Len: 389]
Sequence number: 683 (relative sequence number
[Next sequence number: 1872 (relative sequence number)]
Acknowledgment number: 182 (relative ack number) - -
@101 .... = Header Length: 2@ bytes (5)

> Flags: ©x818 (PSH, ACK)

.

Example 3. P2P port
The DESTINATION PORT parameter represents the sending and receiving port.

4 Peer to Peer

m Destination

Mode Disable * Basic Advanced Submit Mode
Periodically Transmission @

QoS Level for Response no response v Encryption Type AES-128

Destination Port 5048 ]
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