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Important Notice to Advantech Studio Users
Advantech Studio Test Web Server Buffer Overflow
	Dear Advantech Studio Customer-
This notice is to inform you that the ICS-CERT (Industrial Control Systems Cyber Emergency Response Team) received a report from independent security researcher, Jeremy Brown, revealing a stack-based buffer overflow vulnerability in the test web server bundled with Advantech Studio Version 6.1 and all previous versions. 

The Advantech Studio bundled test web server is vulnerable to a stack-based buffer overflow when more than 2048 bytes are written to the fixed-size stack buffer. When sending a request greater than 2048 bytes, the web server writes past the bounds of the buffer and corrupts memory, allowing execution of arbitrary code.

Advantech has verified the vulnerability and has developed a patch to mitigate the issue. Please download the patch by clicking on the"Download Patch" button to the right.

Both ICS-CERT and Advantech recommend that users of Advantech Studio install the patch and minimize network exposure for all control system devices. Control system devices should not directly face the Internet. Control system networks and devices should be located behind firewalls, and be isolated from the business network. If remote access is required, secure methods such as Virtual Private Networks (VPNs) should be utilized.

Furthermore, Advantech recommends that users migrate to Microsoft Internet Information Services (IIS) because the Advantech Studio bundled web server is not intended for production applications, but only as a testing platform.

This vulnerability does not apply to Windows CE platforms.

	 


	***Please note: the bundled web server is intended to be used for testing purposes only. If the bundled web server is not used in production, the impact of this vulnerability should be minimal. The ICS-CERT and Advantech recommends that all organizations evaluate the impact of this vulnerability based on their environment, architecture, and product implementation. While a successful exploit of the buffer overflow could allow arbitrary code execution, the specific impact to an individual organization depends on many factors that are unique to the organization.



	


