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User Guide

1. Introduction

1.1 Advantech SNMP Subagent

The Advantech SNMP Subagent allows you to communicate Simple Network Management Protocol (SNMP) with
the common or platform Subagent on the managed system. With the Advantech SNMP Subagent, you can use

SNMP SETs, GETs, and TRAPs to manage supported platforms.

1.2 Supported Advantech Platforms

The current version of Advantech SNMP Subagent supports the Advantech IAG x86 hardware platform products.

Please see the release notes to check the support list before using it.
1.3 Supported Operating Systems

The Advantech SNMP Subagent supports the following operating systems:
[ ] Windows Embedded Standard 2009

Windows Embedded Standard 7

Windows 7 SP1

Windows 8

Windows 8.1
1.4 System Requirements

1.4.1 SNMP Master Agent

The Advantech SNMP Subagent is based on the Windows SNMP service. You must install the Windows SNMP
service on the supported operating systems. You can check the service snap-in. Please refer to Figure 1-1 (found

under Administrative Tools in Windows Control Panel).

© 2014 Advantech Co., Ltd. Page 4




Advantech SNMP Subagent Version: <0.91>

User Guide Date: <12/12/2014>
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% Services (Local)

SNMP Service Name Description Status Startup Type legCOnfés =
% RIP Listener Listens forr... Manual Local Service
Start the service L Routing and Rem...  Offers routi... Disabled Local Syste...
% RPC Endpoint Ma... Resolves RP... Started Automatic MNetwork 5.,
Description: L Secondary Logon Enables star.. Started Automatic Local Syste...
Enables Simple Network L Secure Socket Tun... Provides su... Manual Local Service
r:::zZE:STDEEZPF;:::;;LSE}?E:S L Security Accounts...  The startup ... Started Autormatic Local Syste...
computer. If this service is stopped, L Security Center The WSCSY...  Started Automatic (D..  Lecal Service
the computer will be unable to L Server Supports fil..  Started Automatic Local Syste...
Process SMMP requgsts. If this ser\r.ice L Shell Hardware De... Provides no..  Started Automatic Local Syste...
EEE;I;:ZIEE: iatrl:”slira\.ir:ctzs:tf;:l explicitly L Simple TCP/IP Ser...  Suppeorts th... Manual Local Service
L Smart Card Manages ac... Manual Local Service
L5 Smart Card Remo...  Allows thes... Manual Local Syste...
£# 3 SMMP Service Enables Sim... Manual Local Syste.. I
L SMMP Trap Receives tra... Manual Local Service 3
o Software Protection  Enables the ... Automatic (0. MNetwork 5.
5 55DP Discovery Discovers n... Manual Local Service
L Superfetch Maintains a... Automatic Local Syste...
L Systern Event Moti.. Monitors sy.  Started Automatic Local Syste...
L Tablet PC Input 5e... Enables Tab... Started Automatic Local Syste...
L Task Scheduler Enables a us... Started Automatic Local Syste... _

4 1 |

Extended A Standard /'

Figure 1-1 Windows Services

If the SNMP service does not exist, you can turn on the Simple Network Management Protocol by the following
steps. Here is a Windows 7 example.
1. Go to Control panel > Programs and Features. (Figure 1-2)
2. Click Turn Windows features on or off on the left panel.
3. In Windows Features window, check the checkbox Simple Network Management Protocol. (Figure 1-3)
4. Click OK.
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fi-\ . | <« All Control P... » Programs and Features - Search Programs and Features e

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall,
B Turn Windows features on or Change, or Repair.
off
Organize « 4= - @
Mame : Publisher i
@ 2dobe Flash Player 15 ActiveX Adobe Sys...
[ Advantech DiagAnywhere Server Advantech
ﬁhdvantech Lrmsensor Muvoton Driver Advantech
ﬁﬁ.dvantech SMMP Subagent Advantech...
[ Advantech Watchdog Driver Advantech...
ﬁ, CrystalDiskInfo 6.1.14 Crystal De.. | _
& Google Chrome Google Inc. r
B8 Intel(R) Network Connections 17.1.55.0 Intel
[ Intel® Control Center Intel Corp...
4 Intel® HD Graphics Driver Intel Corp...
4 Intel® Management Engine Components Intel Corp...
@Intel@ Rapid 5torage Technology Intel Corp...
4 Intel® SDK for OpenCL - CPU Only Runtime Package Intel Corp...
E?g';- Microsoft MET Framework 451 Microsoft .. +
<_|' 1 | r
e Currently installed programs Total size: 166 MEB
h "J 15 programs installed

Figure 1-2 Programs and Features
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Windows Features l ==l |ﬁ,|

Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box. & filled box means that only part of the feature is turned on.

g [ ervices for [ -
] L Simple TCPIP services (1.e. echo, daytime etc
[C] 1) Subsystem for UNIX-based Applications
, Tablet PC Components
[] | Telnet Client
[] | Telnet Server
[C] | TFTP Client
, Windows Gadget Platform
[] || Windows Process Activation Service
; Windows Search
[T 1) Windaows TIFF IFilter i

m

QK l ’ Cancel

L — -

Figure 1-3 Windows Features

1.4.2 Latest Drivers

The Advantech SNMP Subagent requires the latest Advantech drivers including the following.

Advantech Lmsensor Drivers

Advantech Watchdog Drivers

Advantech Multi-level Watchdog Drivers (If applicable)
Advantech Brightness Drivers (If applicable)

Advantech UNODIO Drivers for embedded IO (If applicable)
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2. Advantech SNMP Subagents Overview

Advantech SNMP Subagents are SNMP extension agents that provide interfaces for retrieving Advantech x86
hardware and software information and monitoring the health status on the network using the SNMP protocol.
Table 2-1 is the basic information of Advantech SNMP Subagents.

Table 2-1 Advantech SNMP Subagents

Name MIB file Supported Region

Advantech advantech-common-mib.mib | iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).advantech(102

Common Agent 97).advantechCommonMIB(100)

IAG Platform Agent | IAG-PLATFORMS-MIB.mib iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).advantech(102
97).iagPlatformsMIB(200)

2.1 MIB and OID

SNMP works with basic components OIDs (Object Identifier) and MIBs (Management Information Base). User gets
information by querying “Objects”. A MIB (Management Information Base) is a database including many objects
and it is as a tree structure shown as Figure 2-1; each node is addressed through an object identifier (OID) and it
maps to an entity in a communications network. OIDs are always written in a numerical form instead of a text one.
Therefore, the top three object levels are written as “1.3.1” rather than “iso\org\dod” and the OIDs of Advantech

is1.3.6.1.4.1.10297
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root
iso (1)
org (3)
|
dod (6)
internet (1)
directory (1) mgmt (2) experimental (3) private (4)
mib-2 (1) enterprise (1)

microsoft
(311)

Advantech
(10297)

Figure 2-1 OIDs tree

2.2 Community Strings

Community Strings are similar to passwords. They are used to allow authorized users to access the SNMP agent on

a device.

Community Strings can be configured as read-only (RO) or read-write (RW). As the name implies, read-only strings

only allow information to be pulled from the agent. However, read-write strings are much more powerful and can

allow re-configuration of many device properties. In general, the default community strings are set to be “public”

for read-only (RO), and “private” for read-write (RW).
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2.3 Architecture

Network Management Station (NMS) can communicate with subagents by the OIDs defined in the MIB files.

Network MIB Files

Management <

Station (NMS)
NMS
Network

Microsoft SNMP Service IE)A:\r/}i%ed
A 4 A 4
AdvPlatformAgent.dll AdvCommonAgent.dll

Figure 2-2 Architecture
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2.4 Advantech SNMP Subagents

The Advantech SNMP Subagents provides the functions as shown in Figure 2-3.

Platform
. Product Name
Information

. Embedded OS

PCI Information
Boot
Trap Management Information
SW Group —_— EWF/FBWF

Information Temperature

Voltage
Monitor G | debema
onitor Group Driver

Fan
MicrosofF Advantech Adkamiedh Watchdog
SNMP Service [l SNMP Drivers
(Master Agent) Subagents
Brightness
Level
Hard Disk
Hardware
Detect
o
Hardware
Detect

Peripheral Group

FAN

Figure 2-3 Advantech SNMP Subagent Functions
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2.4.1 Platform Information

User can get the system information of the managed device, such as model name, image version, image release
date, system first boot time, system boot time, and boot count.
If there are many identical devices, user can set an alias name or a description of each device.

J ativsteimn

..... srsbdodulsID
ssDeviceame
[ 2psDeser

..... ‘ syslimage Version
----- &) sv:ReleazmDate
----- &) zvsFirstBootTime
..... ‘ sysBootTime

----- &) =v:BootComnt

Figure 2-4 Platform Information

2.4.2 PCl Information

User can get the PCl information (table) of the managed device, such as Vendor ID, Device ID, IRQ, Description,
Base Address ... etc.

= B peiflotEntry

% palndex

‘ paBuzlndex

‘ paDevicelnd ex

‘ paFunctiondnd ex

‘ peDisplaytlame

‘ psDesey

‘ paVendorID

‘ pzDevice]D

‘ paiubaysYend oD

- paSubsysDevicelD

‘ p_lazsCode

‘ pablanufactorer

‘ paLocation
Microsoft Advantech - psBassdddress

SNMP Service 4  SNMP - psLength

[Master Agent) Subagents - psIRQ

‘ psitate

‘ paiModule Type

‘ pabodulePorts

Figure 2-5 PCI Information
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2.4.3 Trap Management

User can set the destination IP of NMS or trap management tool.

Figure 2-6 Trap Management

2.4.4 Software Group

User can get the EWF (Enhanced Write Filter) and FBWF (File Based Write Filter) current settings.

W= f00h
= [ ewiObiTable

- o' ewtObiEntry
B ewtObiIndex

‘ ewfDirivellame
‘ et Overlay Type
- ewiSiate

----- ‘ ewfHORMS ate

‘ ewibamlevels
- {bwfObj
-y fhwtState
- (@ fhrfOverlay Threshold
- [ fhwfhvailshleVolume Table
- [ fhwfProtected Volume Table
- [ fhwfWrite TheoughFilesTable

Figure 2-7 SW Group
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2.4.5 Monitor Group

° User can get the Temperature, Voltage and Fan information which is handled by Advantech
Lmsensor Driver.

° User can set maximum, minimum value of each Temperature, Voltage, and Fan.

° User can also enable monitoring state when the value is out of bound, it will send a trap to
NMS.

®  User can get the current CPU Loading, current CPU Speed, CPU Maximum Speed and the

memory size of the managed device.

= L mondtorrmonp
= ternperahireC0hi
) tpNusmber
- [ tpTable

- | woltageOby
B Advantech ‘ il umber
Driver
[ [ witTable

M

M
=
&
=

‘ cpuloading
‘ currentipesd

- ) manpesd
..... ‘ memoryiize

Figure 2-8 Monitor Group

2.4.6 Peripheral Group

User can get the current Watchdog/Multilevel Watchdog configuration and the current state.
User can get the current brightness level of the HMI device. (if applicable)

= | watchdogOb

Advantech - wiState
Drivers - wd Timeoutlnterval

‘ wiklode

‘ wilogEvent

= multilevel WatchdogObj
- ) mwdState

- mwd Timeoutlnterval
‘ mved ntermptleesel
- ) mwdRestLevel
‘ mwdMade

‘ med DigitalOnatput
- mwd FPG A Version

----- ‘ brightnessLewvel

Figure 2-9 Peripheral Group
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2.4.7 Peripheral Group - Hard Disk

) User can get the hard disk information and the S.M.A.R.T. (Self-Monitoring, Analysis and Reporting
Technology) information of it.

= | handdiskObj
- hdNmmber

=8 @ hclTahle
---% hdlndex
‘ hd Manufartorer
‘ hdModel
‘ hd Firmware Revidon
‘ hdBeraltl wmber
‘ hd Diiverapactity
‘ hd Partitiontl winber
= [ hEMARTTable
= B MSMAR TEntry
&, sIndex
‘ hd s tteibID
‘ hd st aime
‘ hd=¥Value
‘ hd W orst
‘ hd s Threshold
‘ hdsE & WV alue

Figure 2-10 Peripheral Group - Hard Disk

2.4.8 Peripheral Group - Hardware Detection

° If there is a hardware insertion or removal actions, the SNMP subagent will record the
information. If the “hardware detect trap” is enabled, the SNMP subagent will also send a trap
(alarm) to the NMS.

=R N s ware DetectCibg
----- [ hwwd TrapEnahble
----@ hewdMaxTableRow
- ) hwdNumber
é-- [T hwd Table
= hewrd Entry
By, howdlndex
) howd GretTime
) howd Device Type
‘ heard Clazs3TTID
) howd Name
-l howd Friend Lyl ame
) howd Event

Figure 2-11 Peripheral Group - Hardware Detection
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2.4.9 Trap
® The Advantech SNMP Subagents currently support 7 types of Traps.

Temperature is out of range

Temperature becomes normal

Voltage is out of range
Voltage becomes normal

Hardware insertion and removal

Fan Speed is out of range
Fan Speed becomes normal

© 2014 Advantech Co., Ltd.

Figure 2-12 Traps

4’ SNMPv1 TRAPs

----- ~» trap TemperatureEvent

----- é trap TemperatureEventCleared
..... » trap¥oltageEvent

----- ;1- trap VoltageEventTleared

----- é trapRemovableDeviceEvent
..... r trapFanEwvent

----- ;? trapFanEventC leared
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3. Installation and Uninstallation

3.1 Installation

Step 1: Launch installation package.

Please launch the Advantech SNMP Subagent Installation Package and you can see the following wizard. Click Next
button to start the installation.

rj{{‘;.' Advantech SNMP Subagent l = | |_ﬂhr

Welcome to the Advantech SNMP
Subagent Setup Wizard

Setup will install Advantech SMMP Subagent on your computer, Click "Mext” to start to
installation or "Cancel” to exit.

[ '&'ﬂa‘tb ” Cancel

Figure 3-1 Advantech SNMP Subagent Installation Package
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You may see an error message as below if the target device has not installed SNMP service before.

) Advantech SNMP Subagent

ESREE )

Setup Failed

Welcome to the Advantech SNMP
Subagent Setup Wizard

One or more issues caused the setup to fail. Please fix the issues and then retry setup. For
more information see the |og file,

0x81£40001 - Please (rejinstall SMMP zervice first,

Close

Figure 3-2 Please install SNMP service

© 2014 Advantech Co., Ltd.
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Step 2: Install Advantech Kernel Driver.

The installation package will install the Advantech Kernel Driver which is needed by Advantech SNMP Subagent.

ﬁ Advantech SMMP Subagent

= | |

Welcome to the Advantech SNMP
Subagent Setup Wizard

Status: Advantech Kernel Drriver

Cancel

Figure 3-3 Advantech Kernel Driver

© 2014 Advantech Co., Ltd.
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The Installation may pop up the following message, click Install to continue.

" +2] Advantech SNMP Subagen

o 1 A ] A ALK 0"

T - -

[52] Windows Security

@ Welcome to the Advantech SNMP

Would you like to install this device software?

& Mame: Advantech Corp. Advantech IAG Onboard De...
1F| Publisher Advantech Co., Ltd.

[T Always trust software from "Advantech Co,, Ltd.". Install ] | Don't Install I

which device software is safe to install?

@ You should only install driver software from publishers you trust. How can [ decide

Figure 3-4 Windows Security of Driver

© 2014 Advantech Co., Ltd.
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Step 3: Install Advantech SNMP Subagent.

To install the Advantech SNMP Subagent, the installation Wizard will pop up another installation wizard as shown
in Figure 3-6.

-

ﬁ Advantech SMMP Subagent = 2

Welcome to the Advantech SNMP
Subagent Setup Wizard

Status: Advantech SNMP Subagent

Cancel

Figure 3-5 Advantech SNMP Subagent
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Click Next button to start the installation and you will see a SNMP configuration page as shown in Figure 3-7.

r‘ﬂ{‘;‘ Advantech SMMP Subagent Setup l = | |i3-]

Welcome to the Advantech SNMP
Subagent Setup Wizard

The Setup Wizard will install Advantech SMMP Subagent on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Figure 3-6 Advantech SNMP Subagent Setup Wizard
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Step 4: SNMP Configuration

You can enter the Read-Only, Read-Write, and Trap Community which will be applied to the SNMP service. If you
input an incorrect Community String, the installation wizard will show an error message as shown in Figure 3-8.

———
Advantech SNMP Subagent ﬁ
R

SHMMP Configuration

Flease enter your SMMP information

Read-Only Community:

CHLDHTC)

Read-Write Community:

||:|rivate

Trap Community:

|public

Back ][ Mext ] [ Cancel

Figure 3-7 SNMP Configuration
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13 Advantech SNMP Subagent | = |

SMMP Configuration
Please enter your SMMP information

Read-Only Cnrrl[ il u
Ipublic*

Read-Write Comi :] Mon-numeric/letter character was found.

Ipri'u'ate
Trap Community!

Ipublic

Back ]I Mext | [ Cancel

Figure 3-8 Incorrect Community String

After the installation, the Read-Only and Read-Write community will be applied to the Security tab of SNMP
Serv_ice Properties as shown in Figure 3-9.

-
SNMP Service Properties (Local Cumpuier_}- u Advantech SNMP ﬁubagenl u
| General | Log On I Recovery | Agent | Traps | Security | Dependencie5| SNMP Configuration
Please enter your SHMP information
Accepted community names
i . U

Community Rights Read-Only Community:

public READ OMLY Lt Im
| private READ WRITE < l ]
W Read-Write Community:
1 |private
| Add.. ] [ Edi... ] [ Remove ]
| Trap Community:
il | © Agcept SNMP packets from any host fpubic

@ Accept SNMP packets from these hosts

Back ][ Next ] [ Cancel ]

[ add. | [ Edit. | [ Remove |

Figure 3-9 Community for Security of SNMP service
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The Trap Community will be applied to the Traps tab of SNMP Service Properties as shown in Figure 3-10.

———
Advantech SNMP iubagent u
| General I Log Gn | Recovery I Agent | Traps |Sec1,||'i'r3|r I Dependencies SNMP Configuration
Flease enter your SNMP information
The SNMP Service provides network management aver TCP/IP
and |P¥/SPX protocols. i traps are required, one or more
community names must be specified. Trap destinations may be
host names, |P addresses or IPX addresses.
- Read-Only Community:
Community name m
public 1
Read-Write Community:
|pri\rate
Trap destinations:
\ Trap Community:
IDI..Ib|iC
5 default Trap

destinations

Back ][ Mext ] [ Cancel ]

| aam mane shedt SHMP

Figure 3-10 Community for Traps of SNMP service
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Step 5: Install the SNMP Subagent

After finishing SNMP configuration, you can continue to install SNMP subagent. During the installation, it will install
subagents to the system and restart the SNMP service as shown in Figure 3-12.

5 Advantech SNMP Subagent Setup EI_Iﬂ—hJ

Ready to install Advantech SNMP Subagent

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back ][ Install ] [ Cancel

Figure 3-11 Ready to Install SNMP Subagent
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18 Advantech SNMP Subagent Setup l = | |&]

Installing Advantech SHMP Subagent

Please wait while the Setup Wizard installs Advantech SNMP Subagent.

Status: Stopping services

E—
Figure 3-12 Stop/Start Service

4 Advantech SNMP Subagent Setup I. = | |&J

Completed the Advantech SNMP
Subagent Setup Wizard

&

Click the Finish button to exit the Setup Wizard.

Figure 3-13 Installation Completed

© 2014 Advantech Co., Ltd.
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Step 6: Restart Computer

rﬁ Advantech SNMP Subagent I. — | Lﬂh |

Welcome to the Advantech SNMP
Subagent Setup Wizard

Setup Successful

You must restart your computer before you can use the software.

Close

Figure 3-14 Restart Required
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Step 7: Security Settings

In order to communicate with Network Management Station (NMS), you need to add the NMS IP address to the
Security tab of SNMP service properties as shown in Figure 3-15

-

SNMP Service Properties (Local Computer) [

|Geneml | Log On | Recovery | Agent | Traps | Security | Depmdmci&ﬂ

[¥]:5end authertication trap:

Accepted community names
Community Rights

public READ OMLY N
i private READ WRITE

Add.. | | Edt. | | Remove

(71 Accept SMMP packets from ary host
@ Accept SNMP packets from these hosts

Edit... ] [ Remove ]

Leam more about SHMP

OK || Cancel Apply |

Figure 3-15 Add NMS IP address
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Step 8: Get MIB files

After the installation finished, you can find the MIB Files from Start menu > All Programs > Advantech > SNMP
Subagent > MIB Files as shown in Figure 3-16 or from the installation folder of Advantech SNMP Subagent as
shown in Figure 3-17.

[ Desktop Gadget Gallery
@ Internet Explorer 1)
& Windows DVD Maker
B2 Windows Fax and Scan Documents
 Windows Media Center
2] Windows Media Player Pictures
E_T Windows Update
- KPS Viewer
. Accessories
L _Advantech
L. SMMP Subagent
.. MIB Files
|| SMMP Subagent User Guide
. Games

Music

Games

Computer

Control Panel

; Maintenance
| Startup

Devices and Printers
Default Programs

Help and Support
Back

Search programs and files 2 |

Figure 3-16 MIB Files
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-

mlﬁlg

G-

\Program Files (86)\Advantech\SNMP Subagent\MIE FilcsJll Re AN IR

@ Documents

dﬁ Music
[ Pictures
H videos

i& Homegroup

1M Computer
&L, Local Disk (C:)

i‘! Metwork

l 2 itemns

Figure 3-17 MIB Files Location
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i

Organize » Include in library - Share with - Mew folder = + O @
%0 Favorites [ [

Bl Desktop

4. Downloads

= Recent Places
) advantech-com [AG-PLATFORMS
w4 Libraries mon-mib.mib -MIB.mib
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3.2 Uninstallation

To uninstall the Advantech SNMP Subagent, you can follow the following steps.
Step 1: Launch uninstallation wizard

Go to Control panel > Programs and Features and select the Advantech SNMP Subagent. Click Uninstall to launch
uninstallation wizard as shown in Figure 3-19.

'@ ‘ | « All Control P... » Programs and Features - Search Programs and Features 2

Control Panel Home

Uninstall or change a program

View installed updates To uninstall 2 program, select it from the list and then click Uninstall,
B Turn Windows features on or Change, or Repair.
off
Organize =  Uninstall Change == - @
Mame . Publisher =
B Adobe Flash Player 15 ActiveX Adobe Systems Incorpe
[ Advantech DiagAnywhere Server Advantech
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Figure 3-18 Uninstall or change a program
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rﬁ Advantech SNMP Subagent l = | |_ihr

Welcome to the Advantech SNMP
Subagent Setup Wizard

Modify Setup

Advantech SMMP Subagent is installed on your computer. Click Uninstall to continue,
Repair to reinstall or Close to exit.

Repair ][ Uninstall ][ Close

Figure 3-19 Uninstallation Wizard
Step 2: Uninstall the Advantech SNMP Subagent

Click Uninstall button to continue the uninstallation process and wait the uninstallation completed as shown in
Figure 3-21.
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## Advantech SNMP Subagent

= S |

Subagent Setup Wizard

Status: Advantech SMMP Subagent

Welcome to the Advantech SNMP

Cancel

L

Figure 3-20 Uninstall Advantech SNMP Subagent

# Advantech SNMP Subagent

= o |

Subagent Setup Wizard

Setup Successful

Welcome to the Advantech SNMP

Figure 3-21 Uninstall Successful
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