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B Problem Description:

B Brief Solution - Step by Step:

We use 3-party snmp client tool for example in this document.
http://ireasoning.com/mibbrowser.shtml

Please download software from link:

NOTE. On SNMP Sub-Agent Device, you must select “Accept SNMP package from all host”, please check
setting in property of SNMP Service of Windows Service.

1. Once you installed and run iReasoning MIB browser, please load MIB.

@ iReasoning MIB Browser
File | Edit Operstions Tools Bookmarks Help

= Load MIEs
UnLoad MIBs
MIB Modules
Open Session
Save Session

Exit

Cti4L E] Advanced... |01D:]
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2. The MIB files are available after you install SNMP agent. (C:\program
files\Advantech\AdvSNMPAgent\Mib). So please copy these two files to your client platform in advance.
x|

Lookin: [ ). TEST R [ S =

File name: I"sdvamech—commnn—mib.mib" "TAG-PLATFORMS-MIB mib" Open I

Filesof type: 41l Fies ~| Cancel |

3. Please enter the IP address of SNMP server in MIB browser

@ iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Addm:| 172.16.13.48 Ll Advanced... | om:| 13

MIB Tree
=+ | iso.orgdod internet
| mgmt
| private
-’ SNMPvl TRAPs
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4. For example, you could find sysDeviceName as following photo, and there is also description in bottom of

window.

iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Addm&c:l 172.16.13.48 L‘ Advaneed..

MIB Tree
= | is.orgdod internet

" | mt
[=}+ | private
=+ | enterprises

=+ | advantech

=~ | advantechCommontIB
B atSystem

) sysImage Version
@ sysReleaseDate

- sysFirstBootTime
@ sysBootTime

- ¥ sysBootCount
- L atMgmt

#- | atPeiConfig

- | iagPlatformsMIB

#-%y' SNMPvl TRAPs

| 0m:| 1.36.1.4.1.10297.100.1 2.0

Name sysDeviceName
IOID 1.26.14.1.10297.100.1.2
IMIB ADVANTECH-COMMON-MIE
Symtax DISPLAYSTRING
Access read-write
Status current
|DefVal
|Indexes
|Descr The user defined name of the device, e.g. alias name,
may be its device location.

5. Please double click on sysDeviceName, and SNMP Server will reply the device name message at right side
of window.

File Edit Operations Tools Bookmarks Help
Address:[ 172.16.13.48 > Advamced. |OID:[136.14.1.10007100120 B4

Result Table |

HIB Tree NameiOID Value -
sysDeviceName 0 UNO-2184G

£ )/ io.orgdod intemet
| mgmt
B private
B ). enterprises
B |, sdvantech
2 || sdvantechCommonMIB
Ea

@ sysBootCount
| atMgmt
| atPeiConig
| iagPlatformsMIB
B SNMPvl TRAPs
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6. You could also double click sysBootCount to get reboot counter value from SNMP server for example.

@ iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Address:{ 172.16.13.48

> Advaced. |OID:[136.14.1.10007100180

Result Table |

MIB Tree
= |, iso.org.dod internet

| mgmt
[ | private
= | enterprises

£ |, sdvantech

2 | sdvantechCommonMIB
= L atSystem

@ sysImage Version
@ sysReleaseDate
@ sysFirstBootTime
@ sysBootTime
«

nt

| atMgmt

| atPciContig
ingPlatformsMIB
% SNMPv1 TRAPs

Name/OID

Value ©

sysDeviceName .0

UNO-2184G

7. We also have TRAP function which could notify SNMP client if there is alarm event. For example, if the

voltage is abnormal, SNMP will send trap to notify user automatically. Before we start, please click

Advanced button and enter private in “Write Community” filed.

4> iReasoning MIB Browser
File Edit Operations Tools DBookmarks Help

Addres:] 172161348

MIB Tree

L” Advanced .. |om:|,1.3.5.1.4,1.10297.100.2.1,2

Advanced Properties of SNHMP Agent 5‘

= || iso.orgdod.intemet Address [172.16.13 48
£ mamt Pot [161 T
| mib-2 =
= | private Read Communityl .
© - | enterprises i . . 1
Bl advantech i T [Community narme for GET, GET-NEXT, GET-BULK requssh ]

= | advantechCommonMIB SNME Version I1 = |

| atdystem
= atMgmt |

= |, snmp TrapSrvObj
) snmp TrapSrvNumber

= @ snmp Trap able
= snmp TrapSrvEntry

b snmp TrapSrvIndex
snmp TrapSrvIP Ok Cancel I
: @mmpTrapSwPort -
[ [N SRS SR R T

8. Find snmpTrapSrvTable and right-click, then click Table View.

>iReasoning MIB Browser
File Edit Operations Tools Bookmarks Help

Addxess:l 172.16.13.48 :J Advanced... | om:l 1.36.1.4.1.10297.1002.1.2

MIB Tree =
= | iso.orgdod internet
= L) mgmt
: . mib-2
[= | private
=)~ | enterprises
= . advantech
=~ | advantechCommontMIB
| atSystem
=1 atMgmt
o B snmpTrapSrvObj
Find in subtree
Export to CSV o
smp TrapSn Expand subtree
[ smpTrapS | Graph View CtrR
siump TrapSr
“[2 snmpTrap¥e Get Next Ctl+N LI
GetB
Name snmp TrapSrv Table ot Bk Cri+B I:
lo1D 1.36.14.1.10297.1002.1.2 Get Subtree CtlE
IMIB ADVANTECH-COMMON-MIB Walk Cle W E
lSymax SEQUENCE OF Snmp TrapSrvEntry -
lAccess not-accessible Table View Ctrl+T |
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9. The Trap Server Table will show up in right side of window.

4 iReasoning MIB Browser

File Edit Operations Tools Bookmarks Help

Address: [ 1721613 48 | Advenced..

MIB Tree
- iso.orgdod internet

[~ | enterprises
= | advantech
= advantechCommontMIB
L atSystem
= . atMgmt
© B samp TrapSrvObj
) snmp TrapSrvNumber

snmp TrapSrvIndex
snmp TrapSrvIP
4 |Z snmp TrapSrvPort

- m snmp TrapVersion

: mmmmepSwAuﬂ\enﬁzaﬁan
b @winmpSwComunity

[ OID:I 1.36.14.1.10297.100212

ResltTable | 172.16.13.48 - smpTrapSrvTable ><|
=l Oroue [ Refresh £ Exqort Foll SNME SET Creal
sampTrapSevIn... | sampTrapScvIP sampTrapSrvPort | sampTrapSrvd... | snmpTrapSreC...

1 127001 162 lenabled public
2 2 0000 162 enabled public
303 0000 162 lenabled public
4 s 0000 162 enabled publis
5[5 0000 162 lenabled public
6 [6 0000 162 lenabled public

-]

10. At first, click one textfield of snmpTrapSrviIP, and click button “SNMP SET”

LI Operations:

Result Table | 172.16.13.48 - sumpTrapSivTable x |
B Rotate 2] Refresh £ Export poll 2. | SNMPSET Create Row Delztz Row
snmp TrapSrvIn... | sump TrapSrvIP snmp TrapSrvPort  |snmpTrapSrvd...  |snmpTrapSrvC... |snmpTrepVersi.. |Index Value
11 127.00.1 62 enabled public vl 1
2 |2 1. 62 enabled public vl 2
3|3 0000 62 enabled public vl 2
4 |4 0000 162 enabled public vl 4
515 0000 162 enabled public vl 5
6 |6 0000 162 enabled public vl 6
11. Enter the IP address of client platform in Value field.
Result Table | 172.16.13.48 - sumpTrapSivTable |
O Rotte 2] Refresh &) Export Pall SNMP SET Create Row Delete Bow
snmp TrapSrvIn... | sump TrapSrvIP somp TrapSrvPort | snmpTrapSrvA...  |sumpTrapSrvC...  |snmpTrapVersi.. |Index Value
111 127.00.1 162 enabled public vl 1
2 12 162 enabled public vl 2
33 0000 162 enabled public vl 3
4 |4 0000 162 enabled public vl 4
5 |5 0000 162 enabled public vl 5
6 |6 0000 162 enabled public vl 6
x|

OID |‘1.3.6.l‘4.1.1029?.100.2‘1.2.1.22

Data Type |1pAddm

I Value i172.16.13.35| I

Cancel
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12. This message box is supposed to be showed up.

SET succeeded ﬂ
o

(0) SET succeeded
-

13. Tools = Trap Rec

evier

iReasoning MIB Browser

File Edit Operations

Tools | Bookmarks Help

Addre&e:l 172.16.13 48

E MIB Tree Ping

[=) | iso.org.dod inteme

) mgmt

¢ | private

B SHMPv1 TRA
- trapTempe
- } trap Tempe:
- } trapVoltags
e } trapVoltags

5 Trap Receiver

Trap Sender

Trace Route

Network Discovery

Compare Devices

% tropRAIDE
&

14.

Port View

/ Cdtnh Dmd e

Chel+]

Manage SNMPy3 TTSM Users

$.1.10297.200.10.0.6

@ iReasoning MIB Browser

File Edit Operations Tools Bookmarks

Help

Arldzess:] 172.16.13.48 Ll Ads

MIB Tree
[ | iso.orgdod intemet

B’ SNMPvl TRAPs
» trapTemperatureEvent
= } trap TemperatureEventCleared
)’v trapVoltageEvent
= } trapVoltageEventCleared

} trapR AIDFailureEvent
> eviceEvent

vanced.. | OID:[136.1.4.1.10297.200.1006

Operations  Tools

Result Table | 172.16.13 48 - snmp TrapSrv Table

I Trep Receiver x |

CQ% a4

Description

Souxt
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15. There is a Trap could receive notification if any device changed on SNMP server.
Please plug/remove USB hard drive from SNMP server and verify if it works.

4 iReasoning MIB Browser . o [=] 3
Fe Edit Opemtions Tools Bookmesks Help
Address: [ 1721613 48 v |  Advanced.. \om:| 136.14.1.10297.200.1006 | Opentions:[GetNexa x| @
ResultToble | 172161348 - sumpTrapSrv Table [ Imxminn|
MIB Tree
)L isoorgdod intmet D o
4, | CQ® a4
= private
= Descripton. Source Time Seventy

=@ SNMPv1 TRAP:
7 tspTemperatureEvent
7 tspTempenstursEventCleared

trapRemovableDeviceEvent 172161348 [2014-10-16 150337

172.16

% twpVoligeEvent
& trapYoltageEventCleared -
5 IDFe
A Source: 172.16.1348 Timestamp: 28 munutes 57 seconds SNMP Version: 1
Enterprise: iso.org dod internet private enterprises advantech iagPiatformsMIB platform TrapObjs
Specific: 6
Generic:  enterpriseSpecific
Variable Bindings:
Name: is0.0rg dod internet private enterprises. advantech iagPlatformsMIB. peripheralGroup hardwareDetectObj hwdTable hwdEntry hwdDeviceType 28
Value: [Integer] disk_device (2)
Mame | trapRemovableDeviceEvent
[Enterprize | platfornTrapObys (1.3.6.1 4.1 10297200.10) Name: is0.0rg dod internet private enterprises advantech iagPlatformsMIB peripheralGroup hardwareDetectObj hwdTable hwdEntry hwdEvent 28
[ Value:  [Integer] insert (1)
Specitic 6 - - : s
Veriables | FwdDevice Type, FdEvent, hwiFrendlyNiame
R Y T T e o Name: iso.org dod internet private. enterprises. advantech iagPlat formsMIB peripheralGroup hardwareDetectObj hwdTable hwdEntry hwdFriendlyName. 28
T Value: [OctetString] 0238 9C 45 01 02

Description: "The device insertion/ removal event."

16. For example of temperature trap. Please set tpMax as 20 and enabled

@ ewlOverlayType

m Result Table | 172.16.12.229 - smp TrapSrvTable [ Trap Receiver [ 172.16.12.229 - ewfObjTable \ 172.16.12.229 - tpTable xl
& ewfDrivellame - O rotte 2] Refiesh £ Bxgort Foll SNME SET Delete Row

Creste Row

@ eviShte tplndex [ tpMame [tpUnit [tpValue pMax [toMin

|tpGetTime

@ ewiHORMStte 1t

[CPU#0 Core 80 [degree(s) Celsivs |44 20 0

@ eviMadevels Z [

[Board temperature | degree(s) Celsius 28 255 o

B ) fbwiObj

B || monitorGroup

- |, temperstureObj

@ tpNumber
ble

& |, peripheralGroup
|, herddiskObj
. watchdogObj !
. multLevel WatchdogObj
|, embeddedI00bj

‘meramihis LI

(Zoom In)
Result Table | 172.16.12.229 - snmpTrapSrv Table

é Rotate | %] Refresh @ Export

Trap Receiver 172.16.12.229 - ewfObjTable 172.16.12.229 - tpTable x

Poll SNMP SET Create Bow. Delete Row

tplndex tpName tpUnit

tpValue tpbax tpMin tpGetTime tpState

CPU #0 Core #0  |degree(s) Celsius

44 20 0 0x07 D701 1D 00... lenabled

1|1
2 |2 Board temperature  |degree(s) Celsius

28 255 0 0x07 D7 01 1D 00... disabled
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17. Now you will receive a trap which notify the temperature is abnormal.

Result Table [ 172.16.12.229 - snmp TrapSrv Table { Trap Receiver x I 172.16.12.229 - ewfObjTable ’ 172.16.12.229 - tpTable

Operations  Tools

CQO¥ a4

Descriptio: Source Time

-01-08 16:19:27

h 4
Source: 172.16.12.229 Timestamp: 1 hour 27 minutes 55 seconds SNMP Version:
Enterprise: .is0.org. dod.internet. private. enterprises.advantech.iagPlatformsMIB. platform TrapObjs
Specific: 1
Generic: enterpriseSpecific
Variable Bindings:
Name: .is0.0rg. dod.internet. private. enterprises.advantech. iagPlatformsMIB. monitorGroup. temperatureObj. tp Table. tpEntry. tpIndex. 1
Value: [Integer] 1
Name: .is0.0rg. dod.internet. private. enterprises.advantech iagPlatformsMIB. monitorGroup. temperatureObj. tp Table. tpEntry. tpValue. 1
Value: [OctetString] 44
Name: .is0.org. dod.internet. private. enterprises. advantech. iagPlatformsMIB. monitor Group. temperatureObj. tp Table. tpEntry. tpMazx. 1
Value: [OctetString] 20
Name: .i50.0rg. dod.internet. private. enterprises. advantech. iagPlatformsMIB. monitorGroup. temperatureObj. tp Table. tpEntry. tpMin. 1
Value: [OctetString] 0
Description: "Critical Under-Temperature problem. tpIndex, tpValue, tpMaz, tpMin"

B Reference:

N/A
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