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B Problem Description:

This

documentation shows how to use third-party software Wireshark to collect the Ethernet

packet.

B Brief Solution - Step by Step:

[Steps]

Stepl: Launch WireShark, click “Capture” and then select “Interface ...
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Step2: Select “Options” to set up the conditions for packet capturing.

"l Wireshark: Capiure Interfaces

Diescription Ir Packet: Packetslz Stop
£#] Realtek 10/100/1000 Ethernet NIC (Microsafts Packet Scheduler) 17218221 130 6 Details

Step3: Change “Buffer Size” to adjust the temporary storage space for Ethereal Packets.

" Wireshark: Capture Options (=3
- Capture -
Interface: |Local v || Realtek 10/100/1000 Ethemet NIC (Microsoft' ~ |

IP address: 172.18.2.21

Link-layer header type:

Capture packets in promiscuous mode Remots Setbns
[] Capture packets in pcap-ng format (experimental) Buffer size: E A megabyte(s)

[] Limit each packet to | | bytes
‘Capttme Filter: l [ ]E]

Capture File(s) - Display Options

File: | | [Browse...] Update list of packets in real time
[[] Use multiple files

[1 l S Automatic scrolling i live capture

w‘ [ Hide capture info dialog

i : : -Name Resolution
“Stop Capture .. Enable MAC name resolution

O ..aftr |1 PRORELS [] Enable network name resolution
T [megabyte(s)
[] ...sfter li l \ Enable transport name resolution

[ [ o
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Step4: Select “Use multiple files” to set up conditions for file saving.

Wireshark: Captare Options

-Capture
Interface: Local v | |Realtek 10/100/1000 Ethemet NIC Microsofts[ ~ |
IP address: 172.18.2.21

Link-layer header type: Wireless Settings

Capture packets in promiscuous mode Remote Settings
[] Capture packets in pcap-ng format (experimental) Buffersize: 300 & e byl (e

[] Limit each packet to | | bytes =
|Capture Filﬁer:l [ IB

~Capture File(s) -Display Options
File: | | [Brovse...) || ] Update listof packets in reel ime
Use multiple files ; e
[ Next file every [ 1 [,:-n»;' S Automatic scrolling in live capture
[V] Next file every [ 1 3 lday) v Hide capture info dislog
[¥] Ring buffer with < files -
-Name Resolution
[] Stop capture after | |
T Enable MAC name resolution
[] ...ofter |! packet(s) [C] Enable network name resolution
after 1 megabyte(s)
O .eter |1 ) Enable transport name resolution

| Help | Start Cancel

Next file every 1 day is to save Ethereal file after one day of capturing.
Ring buffer with 20 files means Wireshark will only hold last 20 files at a time.
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Step5: Select “Date and Time of Day” as the data format.

Enabling an Intelligent Planet
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Main Toolbar
Filter Toolbar
Wireless Toolbar
Status Bar

Packet List

Packet Details
Packet Bytes

Time Display Format
MName Resolution
Colorize Packet List

Auto Scroll in Live Capture

Zoom In
Zoom Qut
Mormal Size

Resize All Columns
Displayed Columns

Expand Subtrees
Expand all
Collapse Al

Colorize Conversation

Reset Coloring 1-10

Coloring Rules...

Show Packet in New Window
Reload

Chri++
Cerl+-
Ctri+=

Shift+Ctri+R
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Shift+Right
Ctrl+Right
Ctri+Left
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Ctrl+Space

Statistics  Telephony Tools Internals Help

EMCIE]

eapB EEMx B

IZIExpression... Clear Apply Save

-g6b931al from master-1.10)

Date and Time of Day:

Popular Network Protocol Analyzer

1970-01-01 01:02:03.123456

Crri+Af+1

Tirme of Doy 01:02-02.1 23456 Crrla Al
Seconds Since Epoch (1970-01-01): 1234567890.123456 Ctrl+Al+3
Seconds Since Beginning of Capture: 123.123456 Crrl+Al+4
Seconds Since Previous Captured Packet: 1.123456 Ctrl+Al+5
Seconds Since Previous Displayed Packet: 1.123456 Ctrl+AlE+6
UTC Date and Time of Day: 1970-01-01 01:02:03.123456 Ctrl+Al+7
UTC Time of Day: 01:02:02.123456 Ctri+-Al+7 dl

Automatic (File Format Precision)
Seconds: 0

Deciseconds: 0.1
Centiseconds: 0.12
Miliseconds: 0.123
Microseconds: 0.123456

Nanoseconds: 0.123456789

Display Seconds with hours and minutes

capng [not found]
.pcapng [not found]
.pcapng [not found]
[not found]

a [not found]

ot found]

pcap [not found]

Ctr+R
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Step6: Click “Start” to begin capturing packet

_ Wireshark: Capture Options
Capture
Interface: |Locel v | Realtek 10/100/1000 Ethernet NIC Microsotts| ~

IP address: 172.18221
Link-layer header type: | Ethemet v
Capture packets i promiscuous mode

[[] Capture packets i peap-ng format (experimental) B 300 8 mepbye®
[7] Lomit each packet o bytes

Capture Filter: @
Capture File(s) Display Options

Fil: Update listof packets in real time
Use multiple files . -

[] Next fide every Automatic scrolling i live capture
Nextfioevery |1 v [dey(®) N Hide capture info dialog

V] Ring bufferwith = 20 S fides

s Name Resolution

[7] Stop capture after
Stop Capture .. Enable MAC name resolution

[] .. after [T] Enable network name resolution
[] ... oftex Ensble transport name resolution

st [ Comcel ]

Step7: Communication packets are captured and shown on the screen

"\ Broadcom NetEtreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) - Capturing - Wireshark
Fil: Edit View Go Ceptore Analyze Statistics Telephony Tools Help

e & XZE A9 TL/IEE QA0 @#EB2M -
| * Expression.. Clear Apply

No. . Time Source Destination Protocol Info **
2. 141215 172,182,445 L2, 20,00, 255 DCERPC  Req
5 2.142074 172.20.1.233 172.18.2.453 DCERPC RES
10 2.142461 172.18.2.43 172.20.1.233 DCERPC Reg
11 2.142527 172.20.1. 233 172.18.2.43 DCERPC RESs
12 2.144026 172.20.1.233 172.18.2.453 DCERPC RES
13 2.144047 172.18.2.43 172.20.1.233 TCP pei
14 2. 828835 Bayhletwo_fe:ec:7l Bay-hetworks-{Synopti SOMMP SO
15 2.829620 BayMetwo_fGe:ec:7l Bay-Metworks-(Synopti SOMMP SOM
16 3.143373 172.18.2.43 172.20.1.233 DCERPC ReEg
17 3.2968123 172.20.1.233 172.18.2.43 TCP 753
18 4.034507 BayNetwo_6e:ec:7l spanning-tree-(for-br sTP con
19 5.355867 172.18.2.44 172.18.2.255 BROWSER HoS
20 5.412425 172.18.2.43 172.20.1.59 TCP rkb
21 5.413511 172.20.1.%%9 172.18.2.453 TCP bla
22 5.915317 172.18.2.43 172.20.1.100 TCP rel

23 5.916475 172.20.1.100 172.18.2.453 TCP blal
24 5. 042716 BayMetwo_ge:ec:7l spanning-tree-(for-br sTP Zon
| b3

Frame 1 (&0 hbytes on wire, &0 bytes captured)
® IEEE 802.3 Ethernet

® Logical-Link Control

® Spanning Tree Protocol

0000 01 B0 CZ 00 00 00 00 e0 Fh ode ec Y1 00 26 42 42 ..., {n.q.&BE
0010 03 00 00 00 00 00 80 00 00 e0Q Fb 50 1d b0 00 00 ........ PR
0020 00 1d 80 00 Q0 e0 7h 68 ec 71 80 Ob 01 O1 14 0O ...... nogea....

0030 02 00 of 00 £f fa 00 00 OO 00 OO0 00 L.,

(0 Broadeom NetXtreme Grigabit Ethemet Driver (M++ | Packets: 24 Displayed: 24 Marked.: 0 | Profile: Default
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Step8: Move to “Capture” and choose “Stop” to terminate the monitoring

4! Broadcom NetEtreme Gigabit Ethernet Driver (Microzofts Packet Scheduler) : Capturing - Wireshark

Fil: Edit ¥iew Go J bnalyze  Statistics  Telephony  Tools  Help
@ @ B Intruces. il |le o T E/EBE QaaQaQAB @@ W »
&
Filter: iy * Expression.. Clear Apply
|
! Protocol
@ Restart L
i Capture Filters. .
1151 . 84873 _3f:32: COP/VTP/DTP/PAQR,/UDLD CDP
1152 96. 9683445 BayMetwo_Ge:ec:7l Spanning-tree-{for-br sSTP Zon
1153 98, 558583 192.168.1.10 255.255.255,255 {W]s]3] Sou
1154 58, 574148 192, 168.1.10 255.255.255.255 (W]s]2] sou
1155 98. 589775 192.168.1.10 255.255.255.255 (W]s]2] Sou
1156 98.605393 172.18.2.44 255.255.255,255 upp Sou
1157 98. 980903 Baynetwo_Be:ec: 7l spanning-tree-(for-br sTP con
1158 100. 9597005 Bayhetwo_fe:ec:7l Spanning-tree-{for-br sSTP Con

spanning-tree-(for-br STP

1159 103, 016234 BayrMetwo_Beiec:vl

1152 103. 592110 BayMetwo_Ge:ec:7l EBay-Metwarks-{Synopti SONMP
1163 103. 592885 BayMetwo_Be:ec: 7l Bay-Networks-(synopti SoNMP SOM
1164 105. 031877 Bayhetwo_Be:ec: 71 spanning-tree-(for-br sTP con
4
Frame 1 (60 bytes on wire, 60 bytes captured)
IEEE B0Z.3 Ethernet
Logical-Link Control
Spanning Tree Protocol
0000 01 BO <2 00 00 00 00 e0 7h 68 ec F1 00 26 42 42 ........ {n.q.&BE
0o0lo 03 00 00 00 00 00 30 00 00 e0 Fh oS0 1d bo 00 00 L....... A =
0020 00 1d B0 00 Q0 e0 7h 62 ec F1 B0 Ob 01 01 14 00 ...... n ogeeee..

o030 0z oo of oo ff fa 00 0O OO OD OO OO L.,

O Broadeom Net¥treme Gigabit Ethemet Driver (3d==+ | Packets: 1164 Displayed: 1164 Marked: 0 Profile: Default

Step9: Go to “File” and select “Save” to save data into a file. After that, please send the file to us

for further analysis.

"' | (Untifled) - Wireshark
Edit View Go Copture Anslyse Statisies Telephony Tools Help

= Open. cawp@e qeswTLEE QAARN FEB -
Open Becent (35
Merge. .. * Euxpression.. Clear Apply
% Clos Ctet W 2
- Source Destination Protocol Info
192.0648.1.10 s e T e T e P e | ucr Sou
: 192.168.1.10 255.255.255, 255 uocpP Sou
[ Save ds.. ShiftrCal+s 152.168.1.10 255.255.255.255 UDP Sou
. 172.18.2.44 255.255.255. 255 UDP sou
Fils St r BayMetwo_Geiec:7l spanning-tree-{for-br sTP Zon
Export N feB0::fOB4:Cc24:4288:2 ffo2::1:2 DHCPVGE S0
BayMetwo_Ba:ec: 7l spanning-tree-(for-hr sTP Con
2 Punt.. CltP feB0::f0B4:c94:4288:2 ffo2::1:2 DHCPwG  Sol
- BayhNetwo_Ge:ec:7l spanning-tree-{for-br TP Zan
& Ot Crld BayMetwo_feiac:7l Eay-Matwarks -(Synopti SONMP SOM
= BayNetwo_6e:ec:7l Bay-Networks-(Synopty SoNMP S0M
1424 185.539617 BayMetwo_Geiec:7l spanning-tree-{for-br sTP Zon
1427 186.057137 feB0::f0B4:c%4:4288:2 ffo2::1:2 DHCPwG  Sol
1428 187.650774 BayMetwo_Beiec:7l spanning-tree-(for-br TP Zan
1425 189.15194= 152.168.1.10 255.255.255.255 upp Sou
>
Frame 1 (80 bytes on wire, 60 bytes captured)
IEEE 802.3 Ethernet
Logical-Link Contraol
spanning Tree Protocol
0000 01 B0 <2 00 00 00 00 el Yh 88 ec VYL 00 26 42 42 ..., .. in.q.&BE
0010 03 00 00 00 00 Q0 B0 00 Q0 e0 Fh 50 1d bO QO 0O ........ R N
0020 00 1d 50 00 00 e0 Fh 6 ec VY1 B0 Ob 01 01 14 00 ...... EL - P

0030 02 00 of 00 £F fa 00 0O 0O OO0 QO OO0 L.,

()| File: "CADOCTME~1 Yonhan witLOCALS~11Te-= | Packets: 1430 Displayed: 1429 Marked: 0 Dropp-- | Profile: Default
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Step 10: To save files with corresponding date and time by selecting “Browse”

Wireshark: Capture Options = (O X]

Interface: |Local v | [Realtek 10/100/1000 Ethemet NIC Microsott ]
IPoddress: 17218221

Link-layer header type: | Ethemet v |

Copture packets in promiszuous mode Remote Settin

O Capture packets i peap-ng format (experumental) Buffersize: 300 & megabyte(s)
[ Limit each packetto ||  byws —

[C&Pmﬁbr.] ' not &p port 3389 2
ot Bbe . Display Options

ez | [Browse..| | (5] Update listof packets in rea] time
[¥] Use multiple files . -

[] Next file every L [ w [¥] Avtomatic scrolling in kive capture
R el - ldry(t) vt [¥] Hide capture info dislog
It [L*' - -Name Resolution

[ Swopceptoreafter | .

Stop Capture ... : - Enable MAC name resolution
D)t [: = et [] Enable network name resolution
O ..afer | s V] [¥] Ensble transport name resolution

Step 11: Assign a file name and directory to save the files

Wireshark: Specify a Capture File

Name: |tes:t |

save i folder: ElM}r Documeits w |

Browse for other folders
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Step 12: Click “Start” to start capturing packets

Wireshark: Capture Options N =] pS
Intrfsce: [Local v | [Realiek 1V100/1000 Ethernet NIC Microstte
IP sddress: 17218221
Link-layer hesder type: | Ethernst + |
(7] Coptuze packets i promiscuous mode Remot
(] Capture packets in peap-ng format (experiments]) Bufersze:| 300 & membyr()

[ Limit esch packet o || bytes

Capture Filter:| | not p port 3389 =
Cloten T | | [y Optione

|Fid: |ond Settingspeter kuo\My Documentest| (Browse..| | (5] ypdat bitof packets in real ime
[¥] Use multiple files : e

[ Nextfeevery || ﬁ ~‘Ammhznkvvapm
[¥) Nextfdeevery |1 2 lday(s) v | [ Hile captum info dialog

[¥] Ring bufferwith | 20 S files e Rowchit
Dprmmdh:[; fil

Sop [¥] Ensble MAC name resolution

[ ...afex > packet | [ Enable network name resolution

[¥] Enable transport name resolusion

0 ot

=]
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Step 13: Files will be saved with data and time on the filename
Year 2011 Month 11 Date 25 Time 17:34:01

E 1332 D1 82 BFCOCOCS 7,008 KB
E 1322 D183 BFDOFSAF 7,008 KB
IEJACP Exam - 20110919-1 1,510 KB
@CSRC%":?E 47 EB
1 Docl Comum - ICOM Card we Serial Device .. 06 KB
T EEI-1222-ssmy-wall-mount_10252011 B 07 EB
T EKI-1351 1352 Manual EdZ 4,120 KB
T EEI-6311G_Manual +1.0_0230105 1,544 KB
@EKI-EEI 1GNO01 T_String_Table 20110831 195 KB
@EKI-EEI 1GNO01 T _Strng Table 20111011 194 EB
lﬂJeLea.mjng - Griving Scores a7 KB
hﬂhnpu:urhsnt guestion (B) 1,337 EE
EYE . CONFIG 2l KB
test 00010_20111125173431 3EB
test_DDDII_EI:IllllEEl?EMI 2EB
test 00012_20111125173451 3KB
test 00012 20111125173501 3EB
test_ﬂﬂﬂl4_201111251?3511 1EB




